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EW-DYNAMIC

-Time passes. Twenty years ago in the Organisation for
\égn:o'.mic Co-operation and Development (OECD)_ work was
beginning towards guidelines on the protection of privacy in the
\xt of trans-border data flows'. Ten years ago work towards the
. OECD guidelines on security of information systems was

mmenced?. | chaired the two expert groups which prepared those

This is an abbreviated and amended version of a paper to be
_[)Jutgllshed in International Dimensions of Cyberspace Law by the

nited Nations Educational, Scientific and Cultural Organisation
(UNESCO), Paris in 1999.

: JUsﬁce of the High Court of Australia. Lately President of the
International Commission of Jurists. One-time Chairman of the
8%8?%@;;3& Groups on Privacy (1978-1980) and Data Security

‘QECD, Guidelines on the Protection of Privacy and Transborder
fows of Personal Data, Paris, 1980.

%EQ%D Guidelines on Security of Information Systems, Paris,




esswe principles. That work opened my eyes to the enormous

ably constructing a mutually compatible legal order on the

Hation of "respect for human rights and fundamentai freedoms"’.

Ten years ago, | suggested® that what was lacking at the
tional level, as in domestic jurisdiction, was a perception of
elevance of scientific developments for the concept of human
'(T-his was because of the fragmentation of priorities, the
minarice in the debates on human rights of lawyers (often ignorant
;IQDCE), the limited perspective of specialised institutions and the
ontroversial nature of many of the moral dilemmas posed. it

f'UI;"I think, to repeat my conclusion”;

) eamble to the Charter of the United Nations. See L M
Gruderidge and E Hambro, Charter of the United Nations:
Commentary and Documents, second ed (1949), 87.

‘D‘Klrby "Human Rights and Technology: A New Dilemma"
988) 22 Uni British Columbia Law Review 123 at 127.

id, 130-131. Cf A E S Tay, Teaching Human Rights, Aust
Nat{onai Commission for UNESCO, 1981 at p 2.




[T] here_has been little endeavour to reflect the
maijor scientific and technological developments of the
,|as% fifty- years, and their impact on human rights, in a
-conceptual way. Instead, old human rights instruments
eveloped for earlier times are scrutinised for their
ossible utility in solving the controversies presented b
he new technology. Plece-meal legislation is enacted.
“No'Luther of jurisprudence has emerged to pull together
the implications of nuclear physics, informatics and
jiotechnology for 21st century man and woman."

_né'ctions have been forged between nuclear physics, informatics
‘biotechnology. The Star Wars system proposed by President
Ron'é'i:df Reagan had a worrying potential to link nuclear weaponry
nformatics. The Human Genome Project would not be possible
“for. the {inkages of information technology and biological
sea:rchj'. It is important {o realise the interconnections of scientific

\\ad ances and to study their impabt on human rights. For example,

'J"I’Bond "Telecommunications is Dead, Long Live Networking" in
~l-Ways, Third Quarter 1997, at p 26.

R: Cook-Deegan, The Gene Wars, Norton, New York, 1994,
283ff, M D Kirby, "The Human Genome Project - Promise and
Problems’ in 11 Journal of Contemporary Health Law and Policy
1(1994). See now UNESCO, Universal Declaration on the
g!uman Genome and Human Rights (1997) esp articles 7, 8 and




‘Miﬁer in OECD Future Studies Information Base Highlight, No
t, May 1997: The Internet in Twenly Years: Cyberspace, the
ext Frontier?, OECD, Paris, 1997 at p 1.

ibson, W, Neuromancer, cited M S Borella, "Computer Privacy
15 First and Fourth Amendmen Rights"
(hitp:/iwww eff.org/pub/privacy/comp  privacy fourth amend
appear). As Miller notes (above n ) cyberspace will eventually
come to jife on the Internet infrastructure as a range of
information and services spanning, at least for a few analysts,
almost all aspects of human experience. Cf E France, "Can Data
F’rotgctlon Survive in Cyberspace?" (1997) Computers and Law

Miller, above n 8,

: hundred %/ears ago Francis Bacon, writing about
sUtenberg’s printing press, commented on how the very way
humans thinking would be rearranged, changed and as he put it

Footnote continues




Already, informed writers are offering their

nter-personal relationships of human beings will be

- unstable. Cornish's conciusion is that the

'be‘fspace and over the pace at which globalisation of the

he‘_ctedzhuman consciousness is occurring.

e a’p’pe@ranqe and state of the world" would be aitered, Cf
S.Harris cited in S Williamson, "Legal-Holes in the information
uper leghway“, Victoria, Law Institute Journal, 1995 at p 1213.

Né'"*"beer Future: 92 Ways our Lives will Change by the Year
: in The Futurist, Vol 30 No 1 pp 27-42 (1996) abstracted in
OEED aboven 8, atp 12




now enlarged, or altered, by the development of the

The speed, power, accessibility and storage capacity for

w15

described as "meat space The individuai takes on a

voukian and D Tapscott, Who Knows - Safeguarding your
.in a Networked World, Vintage, Canada, 1996; S D Balz,
Hance, "Privacy and the Internet: Intrusion, Surveillance
Personal Data" (1996) 10 International Review of Law,
puters and Technology No 2, at p 219.

,ent'eéf, "Privacy and Cyberspace - An Ambiguous
elationship” in Privacy Law and Policy Reporter Vol 3 #5,
st.1996 at p 88.




ﬂéﬁt'that the individual has no control over, and perhaps no
owledge about, the mass of identifiable data which may be
Lijéted concerning him or her and to the extent that national
a}éers, despite their best endeavours, enjoy only limited power
effe ct_xvély-io protect the individual in the global web, privacy as a

right, is steadily being undermined'®.

‘,'I‘t';_ié not always appreciated by users of the web that without
_J'C" initiatives on their own part, their visits to particular websites

su_aily be resurrected: presenting a profile of their minds.

RiWacks, "Privacy in Cyberspace: Personal Information, Free
Speech and the Internef” in P Birks (ed) Privacy and Loyalty,
Bxford‘- 1997 at p 93.




~linations, political, social, sexual and otherwise'. An early

tationed in Hawaii, was discharged from the United States

e;fier he came under investigation following the search of his

One of the particular dangers of data profiling is the human

ndency to assume that because information comes out of an

Iz and Hance, above n 13, at p 222. Most Internet users do
ot 'seem to appreciate that an image of a site they may have
isited many weeks earlier could be stored in their personal
omputer and easily viewed by another person having access to
lie-computer.

“at-p 228.

uman Rights Campaign: "Human Rights Campaign Learns
entagon Postponing Expulsion of Sailor with "Gay" in is Profile"
ttp:/Awww.hrc.org/feature. 1/meveigh.html). A judge has granted
temporary relief to Mr McVeigh against dismissal.




tomated system, it must be accurate. Data profiles have a

. The damage that can be done through defamation on the
nti met is illustrated by a recent case in Western Australia. A

»ssage from an anthropologist appeared on the World Wide

somputer Network Bulletin Board defending a university decision not
-ant. academic tenure to the plaintiff. The message mentioned an
cusation of sexual misconduct which thereupon became available
f)pf"oximately 23,000 academics and students, within the relevant
peciality, having regular access to the bulletin board. Defamation

s found and damages awarded®,

T. Miller, "Law, Privacy and Cyberspace” (1996) 1
Communications Law No 4 p 143 at p 145, H Wright, "Law,
Convergence and Communicative Values on the Net" in (1996) 7
JI of Law and info Science 54 at 65..

hindos v Hardwick, unreported, Supreme Court of Western
wustralia, (Ipp J), 31 March 1994 noted in G Hughes, "Nowhere
to Hide? Privacy and the Internet” §1996L29 Computers and the
Law 21 at p 22; "B Todd,, "From Village Pump to Superhighway:
Internet and the Modern Law of Defamation” (1996) 1 Media and

Footnote continues




10.

it-is not accurate to say that the Intermnet is a law-free zone.

ch local law appliesto the activities occurring there. But it is true
séy that there is no global authority which controls the Internet.
e is no uniform global regime to reguiate and enforce
To some extent the absence of a controlling and
orceable law facilitates free expression, the communication of
'“e'aé'zfand notions of individual liberty which are themseh)es
m;;onant human rights. Howéver, such values are not the only.
r"nén rights, as a glance at the Um‘vérsal Decfaration and its
rpgé—ny of international law will demonstrate. There are other
damental human rights which sometimes compete, or conflict,
ith’-the right of free expression. The right to privacy and to
tation and honour, and the confidentiality of communications
iist also be protected®. In the world of the Internet, technological
“capacity tends to favour the spread of information. The protection of

ompeting values is decidedly weak.

Arts Law Review (Aust), 34; P Bartlett, "Internet & the legal
tangle" (1995) 1(4) Computer Law and Practice 110.

Mil!er, above n 8, at p 145.

Universal Declaration of Human Rights, Article 12; International
Covenant on Civil and Political Rights, Article 17.1. See
%enerally H H Perritt and C J Lhulier, "Information Access Rights
ased on International Human Rights Law", 45 Buffalo Law
Review 899 at 906ff (1997).
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With the Internet have come additional problems. Because of
gro\_;vj'ng use of information systems by business and government,
because these are connected to the Internet, many transactions

dividuals in every country will now be potentially inter-connected

e tminabie. This will afford means of distributing data about the
“ivid' "é'l- to remote places and, often, to persons or organisations
nh;whidh the individual may have no other connection. The advent
"air;';:‘h engines, robots, wanderers and Internet indexes present a
irhénsion to the isolation of personally identifiabie data profiles.

xtensive indexes of Internet sites such as Yahoo™ and the

in December 1995 of the Alfavista search engine27 {with the
b‘seqﬁént proliferation of e-mail, telephone, address and Usenet

ctories) change forever the personal profile potential of the

2B

iduzélr. in his essay "Private Lies""", John Hilvert describes

ltavista in these terms:

‘[o-handle the Internet, no matter how it scaled. ... LI
gobbles and disgorges in a very accessible way t

‘entire catalogue of some 22 million web pages (12
n words) and about two months of the content of

it] was introduced as a free service back in December
995] to show [Digital Equipment Corporation's] abmtﬁ
e

Greenleaf, above n 14, at p 88. A catalogue of Internet privacy
issues~ may be found at hitp://iwww.anu.edu.au/people/
0_g§r.CIarkelD\/llntemet.htmE.

"'!y\(ww.a]tavista.digital.com.

I Information Age, May 1996, pp 18-23 cited Greenleaf above n
atxrpp 89-90,
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15,000 news groups. It handles 5 million search
requests a day. Impressed with Altavista's remarkable
'speed. [The subject tried Aftavista on the news groups
and was sickened. 'What [ found ... using my name or
e-mail address as search parameters, was a copy of
‘almost ‘every post I've made to Newsnet news groups
since the first week in January. ... That includes my
posts to these two news groups, and all rejoinders from
anyone here who inciuded my name in his or her reply.
Make out of that what you wish. My reaction to it Is
somewhere between disgust and fury. 'What 1 do not
expect is that the news group clubhouse is bugged and
that what is said there, by any of us, will be recorded
-and made available to any person on the Internet, for
whatever reason persons might have'. The irony of this
is. | came across [this] ... using the Alfavista search
engine."

Users commonly think that, because they do not enter their
names or other details to gain access to web pages, this means that
'relis a high degree of privacy in their use of the Internet, ie th-at it
virtually anonymous. However with most web browsing software,
ch as Netscape and Microsoft Explorer, any request to a web site
|scioses the network identity of the machine used to access the
| the web page immediately previously accessed, together with
elaféd "cookies", such as information stored by the web server on
i ‘ct;fnputers of users who have accessed it, the list of previously
acc‘eséed web pages or transactional information generated while
cessing those web pages®. If this does not cause anxiety about

h'e 'ﬁdtential loss of privacy of internet users, nothing will.

~Ibid, pp 91-92. Without spiders and robots it would be very
_difficult to find information on the web. These "devices"
continually travel the millions of Internet servers on the web and
index every significant word or phrase on each one. Web

Footnote continues
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-..Of course, this is not a reason, Canute like, to hoid up the hrand
gainst progress. - On current trends we can scarcely prevent the
tapid continuing growth in Internet users. Nor wouid one wish to do
But it does present a challenge to those who would defend
,-ﬁj‘ndamental- human rights (including privacy) and those who realise
\at false, distorted, damaging, hurtful and intrusive information that
an be compiled about an individual based upon data received from
;}'multitude of digital sources and given an apparent authenticity by

digital delivery. Web crawlers, spiders, robots and trawlers introduce

;fnew dimension to the info-privacy debate. They also challenge the
pplicability, in today's technology, of some of the OECD Guidelines
;pf_epared in the context of the technology of earlier decades, when

Uch intense dataveillance was not foreseen™.

i _HALLENGES TO BEMOCRATIC GOVERNANCE

in addition to the foregoing concerns an even deeper malaise

ust be addressed. It relates to the capacity of presently existing

2. "masters" can prevent their sites from being so indexed. The
‘awareness of the danger and the ways of meeting it has
heightened in recent times. In 1994, an attempt was made to
draft a Robot Exclusion Standard. ee http://iweb.
‘nexor.co.uk/mak/doc/robots/inorobots.himl.

R Clarke, "Profiling and its Privacy Implications" Privacy Law and
‘ ggfgc,}/ Reporter, vol 1 #7, pp 128-129, Wacks, above n 17, at pp
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wmaking institutions to respond adequately to the problems which
55' new technology presents. Privacy is only one attribute of the
Vrnet in which challenges arise for established values. Organised

e, terrorism, infringement of intellectual property rights,

- other problems examined in the literature®’.  So are the

- In striking down the censorship provisions ™ of the

-C Downey, "The High Price of a Cashless Society: Exchanging
-Privacy Rights for Digital Cash?" 14(2) John Marshall Journal of
- Computer and Information Law at p 303 (1996).

2 Wacks, aboven 17 atp 111,

'S Davies, "Strategies for Protecting Privacy in the New
-Information Structure” in Privacy Law and Policy Reporter Vol 2
#2, 1995 at p 23; cf -Ways, Fourth Quarter, 1997 at p 9.

fw_’eno v American Civil Liberties Union, 138 L Ed 2d 574 (1997)
_g%ed Computer Law and Security Report Vol 13 No 5 1997 at p
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t's;-,"decision would reach far beyond. the borders of the United

Giates of America®™:

"Once the provider posted its content on the Internet it

‘could not prevent that content from entering any
community. Thus, 'when the UCR / California Museum
of Photography posts to its website nudes by Edward
Weston and Robert Mapplethorpe to announce that its
‘new exhibit would travel to Baltimore and New York
City those images are available not only in Los
Angeles, Baltimore and New York City but also in
Cincinnati, Mobile or Beijing - wherever Internet_users
live. Similarly, the safe sex instructions that 'Critical
Path' posts to its Web site written in street language so
that the teenager receiver can understand them, are
avaitable not just in Philadelphia, but also in Provo and
“Prague”.

ple in every country are therefore, in a sense, beneficiaries of
d'e-c_iéions made upon the First Amendment to the United States
stitution. Not all societies, and certainly not all governments,
'ri'e’céssarily share the social values reflected in the United States
ﬁ-_decisions. In a number of countries attempts have aiready
been: made by law to control the internet’®. Thus a draft law in
,,aﬁi'land purports to prohibit dissemination through the Internet of
fo‘rl"mation that is against "public peace and order and may lead to
Qlél.;nity of the nation or deterioration of international relationships";

rﬁmoral information"; information disparaging religion” or "highly

Réno, ibid, at p 372.

36- China, Singapore and Germany have introduced laws. See
Wacks, above n 17, at p 99.
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espected persons" and “inappropriate information” concerning the
ing of Thailand, the Thai Royal Family and also "Heads of State of
friendly foreign countries™’. This law was roundly criticised when it
as published in January 1998, on the ground the last-mentioned
‘-préuision would create criminal offences for disseminating sexual
'formation concerning President Clinton of the United States. The
uE_,sequent publicity given to allegations against the President, and
é:-aominance of much of the global news media, demonstrated once
gain the difficulty (and possibly undesirability) of censoring the

nternational fiow of data of this kind.

- Another itlustration lies in the efforts of the British Government
- prohibit publication of information and commentary which might
ndanger the fair trial of Mrs Rosemary West. She was accused of
nvolvement in notorious serial killings. Such efforts of control might
‘3h‘a\fé been effective in the traditional news media. But they were
,hblly ineffective in the Internet®®. The earlier attempts of the British
.Government to suppress the publication of the book Spycatcher by

Peter Wright failed in the courts of several countries outside the

--.Intermet Promotion Bill 1998 (Thailand) (Draft 4) noted Bangkok
Post, 12 January 1998 at pp 1-2.

é:'T Miller, "Law, Privacy and Cyberspace" (1996) 1 (4)
Communications Law 143 at p 145.
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nited Kingdom®. It was not even attempted in the United States of

d the vast audiences which it gathers up) suggest that common
g b_ standards will tend, in time, to swamp local susceptibilities. At
least Vln the case of most countries, there will be litile which they can
nfluence the information flow except to enact laws enforceable
heir courts in the comparatively rare instances in which they can

those who offend against such laws within their jurisdiction.

Some will say that this Hmitation on the incapacity of national
ékers to respond to the challenge of the Internet is nothing but
II&"stration of globalisation which technology more generally
irreversible and inevitable, The contribution of the Internet to
expression, democratic practice and individual liberty cannot be
ed. But in the interval between the receding power of national
and.the-lack of effective international law, lie certain dangers. As

v ::shown, they are dangers for those human rights which

See eg Attorney General SUK) v Heinemann Publishers Australia
Pt f.-td (1988) 165 CLR 3




18.

efe with the free flow of undigested data. They are also
;ars to stable social regulation on the part of those who see the
of the new values which multimedia and the Internet bring and. -

ject to aspects of what they see.
! N\-ﬁ N

AN:AGENDA FOR ACTION

- The result of this review is that the extraordinary development
nfofmatiCS continues to present puzzles and challenges both to

ternational community and to the law-making institutions of the

1'states which make it up. A number of things can be done:

"-Every jurisdiction needs to review its applicable laws and
Lblicies to adapt them to the new technology. In the United
tates a constitutional amendment has even been proposed to
pd_éte some of the present legal guarantees and to permit
ourts to fashion new principles in harmony with the new
‘technology and new values®. In Australia, in the space of a
ear. or two, three discussion papers have been produced by
fficial bodies. There is currently a Senate ingquiry on self-

egulation in the information and communications industries®'.

St > Pt{ofeésgor Laurence Tribe's suggestion noted Wacks, above
." a p A

he three initiatives of the Australian Government are explained
in:T Hughes, "Regulation of the 'Net" in Australian Law Reform

Footnote continues
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-'l_t is highly desirable that in every jurisdiction legislators,
:_governments, academics and the community generally should
pe debating the social implications of the new technology,..
"including the Internet. Such debates need to be supplemented
:by, international initiatives which seek to devise principles as
global as the technology itself. Otherwise, we will persist with
a'legal patchwork of dubious effectiveness*? and more and
more business and other communications will take place in

extra - and supra - jurisdictional space.

The development of "cyber manners", of Internet standards

and the initiatives of bodies such as the Global Internet Liberty

.Commission, Reform lIssue 71, 1997, 23 at 24. They concern
privacy protection, copyright reform and the regulatory
ramework of online services. Subseciuently the Australian
‘Government withdrew an electoral commitment to enact privacy
legisiation for the private sector. See S Davies, "Privacy Law -
Australia" in Computer Law and Security Report, Vol 16 No 6
(1997), 429. The Government of Victoria has announced that it
is:drafting legislation to place all legislation on line. See
Australian Financial Review, 24 October 1997 at 27. At the time
of writing the Australian Senate Select Committee on information
-Technology is conducting an inquiry on self-reguiation in the
‘information and communications industries.

Greenleaf, "Privacy Principles- Irrelevant to Cyberspace?”,
Privacy Law and Policy Reporter Vol 3 No 6 (1866) at 114 at pp
18-119. The European Union has proposed a process that
could lead to an "International Communications Charter” by the
end of 1999, See [-Ways, First Quarter 1998 and
<eif@bxl.dg13.cec.be>.
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'Campaign‘”, as well as domestic initiatives to advocate

‘endangered rights such as privacy®, deserve support.

'-'.rlhere is an urgent need, in the light of technological change
.' ahd the enhanced capacity of the Internet, for a review to be
‘conducted of the information privacy principles developed by
the OECD twenty years ago. There are serious gaps in those
_p-rinciples. Informed writers are already suggesting that new

_privacy principles are needed, such as:
- A right not to be indexed - if a "rogue" robot indexer ignores
- existing or new contemporary standards which exclude

- indexing.

A right to encrypt personal communications effectively“.

he“Australian Privacy Charter Council is a non-governmental
rganisation established to promote the protection of privacy. It
as issued a Privacy Charter. See (1995) 2 Privacy Law and
licy. Reporter 44. See also the European Union's Data
eclive (Direclive 95/46/EC. Cf G Greenleaf, "European

mission tests adequacy of our privacy laws" in Privacy Law
nd Policy Reporter, Vol 4 #8 January 1998 at p 140 and S Lau,
Observance of the OECD Guidelines and the EU Directive in
12in Privacy Law and Policy Reporter, vol 4 #8 at p 145.

ECD, Guidefines for Crypto?raphy Policy, 27 March 1997
h.include a set of eight principles relevant to this discussion.
nciple 2 relates to users' rights to choose cryptographic

ethods. - Principle 5 relates to the individual's rights to privacy
nefuding secrecy of communications and protection of personal

Footnote continues
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A right to fair treatment in public key infrastructures, so that
no person is unfairly excluded in a way that would prejudice

{hat person's ability to protect their privacy.

'A_.right to human checking of adverse automated decisions

and-a right to understand such decisions*.

A right, going beyond the aspiration of the OECD openness
principle, of disclosure of the collections to which others will
have access and which might affect the projection of the
'[:::)'rofile of the individual concerned®’.

co.rnmon theme of many of the proposed revisions of the
=CD.. Privacy Guidelines is the need to render "data
llection practices ... fully visible to the individual ... Any
e’atig're_ which results in the collection of personally identifiable

orfnation should be made known prior to operation and ...

ata:t OECD Doc:C(97) 62/FINAL. Cf J Adams, “Encq/gtion -
he:Next Big Thing?" Computers and Law, Feb 1998, 39-40.

G'.Greenleaf, "Privacy Principles - Irrelevant to Cyberspace?”,
nvacy Law and Policy Reporter, Vol 3 #6 (1996) 114 at 118.

€;.above n 30, at p 129. See also R Clarke, "Beyond 'Fair
Information Practices’: A new Paradigm for 21st Century Privacy
Protection”  at hitp:/fiwww.anu.edu.au/people/Roger.Clarke
Beyond FIP.html.
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' ndividual should retain the ability to disengage the feature

“¥®  \Whilst some observers would

e or she so chooses
or:ﬁest such an absolute statement - of the right of
Eis.'engagement (and whilst others might question the marginal
ity of undemanded notification of all identifiable information
Bout an individual without any initiative on the part of that
r;d_:,\fidual) clearly the openness principle of the OECD
idelines is one of the weakest in the collection. The advent
nd. potential of the Internet requires that there be new

(

ttention to it*.

| e role of national governments as the defenders of privacy
id of fundamental rights also needs careful consideration,
_ kérll;‘the past record of many of such governments as
r%_t‘r@ders into such fundamental rights. This, together with
mercial concerns, provides the exptanation for the strong
esistance to the Clipper Chip proposed by the United States

overnment in 1993, That proposal had the ostensible

Perritt and C J Lhulier, above n 25. See also G Greenleaf,
above n 14, at p 92. ¢f M Rotenberg, "Privacy and Protection - A
S Perspective: Data Protection in the United States - A Risin

'dE?ggi;n480mPUter Law and Security Report Vol 14 No 1 1998

Davies, "above n 33, at p 38. The Australian Privacy

missioner has issued new National Principles for the Fair

5 ngh?g of Personal Information which include an anonymity
iple.
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" purpose of allowing govemment to override indiv_idual
“encryption, allegedly to protect society from "gangsters,

"% The first two words are loaded.

'terrorists and drug-users
The third, at least now, engenders a legitimate international
debate concerning the proper global strategy to respond
':_‘eﬁ’ectively to the drug epidemic. Whilst society needs to be
' shielded from clearly antisocial conduct, there are strong
~arguments for permitting, and protecting, the anonymity of
‘most website visits® and providing “dungeons" and "chat
l rooms" in the web where people can communicate without fear
..”t‘hat their interests, attitudes, beliefs and concerns will be

monitored either by the public or the private sectors?.

One feature of Internet reporting is the intensification of the
“.competition for getting the "news" first. This puts great
pressure upon medern journalistic standards. The kind of
‘reporting which has lately affected public personalities such as
_--',Diana, Princess of Wales, and President Clinton, in respect of
"'t.heir private lives is, in part, a product of the new technology.

'.rNo pUb[ic figure is entitied to protection in relation to aspects

Wacks, above n 17, at p 107.




24,

of private life which may have relevance to public duties. But
.- unless public figures can enjoy a private zone where their
lawful family, sexual, health and other data belongs to them
énd is respected by others, the result will be a serious erosion

of the quality of persons offering to serve.

A second generation of information privacy principles, in

R B T S e

B Phillips (Canadian Federal Privacy Commissioner) cited in E
France, "Can data protection survive in Cyberspace?"
Computers & Law, July 1997, v 8, issue 2, 20 at 24






