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decade it became clear that a number of interrelated
resented by information technology, required inter-

attention. In particular, three issues continued {0
e;n amongst major users of information technol-
-ere:the reports of the steadily increasing incidence
rrelated crime, a new phenomenaon of computer
<4 the introduction of highly damaging computer

D itseif maintained, under one of its committees, a
- ‘scrutiny of the issue of computer crime. The
§igni[icance of computer crime for societies increas-
ndent upon the reliability and accuracy of computer
bvicus, Other international bodies also showed a
&t in the topic. In 1989 the Comnmittee of Ministers
ncil.of Europe adopted a recommendation on com-
ied crime, They urged movesto harmonization of the
ctice of European countries on computer crime and
dinternational legal cooperation to deal with such
ver it-had a iransborder characteristic.
Iy, the report of the Council of Europe put for~
inimum-list of subjects that should be covered by
tme legislation (computer frand; computer forgery;
amputer data or programs; computer sabolage; un-
atcess; unauthorized interception; unauthorized
jon. of a protecied program and unauthorized
tion. of topography). [t also described an “optional
ffenses (alteration of computer data Or programs;
spionage; unauthorized use of a computer and un-
duse of a protected computer program).(1)

Guidelines In TOR

complete text of the OECD Guidelines for the
curity of Information Systems, adopted on
ber 26, 1992, were pubiished in TDA,
Ty/February 1893, pp 30-32.

der stage the United Nations became involved in the
mputer crime. In the Eighth United Nations Con-
¢ .Pte.vention of Crime and the Treatment of Of-
eld in Cuba in September 1990, a report was adopted
ing lh.e need for the development of “appropriate inter-
action” by member states t6 “more effectively combat
tabuses that deserve the application of criminal sanc-
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The problem of computer “hacking” and the introduction of -
viruses attracted widespread attention when it was shown, in
the United States, that an offender, Robert T Morris Jr., had in-
troduced a “worm” into information systems with consequen-
ces involving financial losses to those affected estimated by
the prosecution to amount to US$ 97 million. Morris claimed
an intention merely to show the vulnerability of the systems to
intrusion. He was prosecuted and convicted under the Com-
puter Fraud and Abuse Act us).

His conduct was illustrative of others whose viruses at-
tracted such exotic names as the “Internet worm,” the

“Christmas tree virus,” the “AIDS Trojan horse” and the

“Jtalian bouncing ball virus.” The AIDS Trojan horse involved
an attempted extortion. Its perpetralor was arrested in
Cleveland (US) on a warrant issued in London, from where
most of the offending diskettes containing the virus were
posted worldwide.

As a consequence of these and similar acts, the Computer,
Science and Telecommunications Board of the United States
established a committee in 1990 to develop a national strategy
on computer viruses. Its first recommendation was the promul-
gation of a comprehensive statement of generally accepted
syslems securily principles. ‘ -

March 7 April 1993




There have heen other national and sub-national reports
" o specific problems of computer crime, the vul-
"."Tlmn intrusion, manipulation and distortion of many

llile t‘l;fm-mation systems. In Australia the October 1992
romal® 1Unau:imrized Release of Government Informa-
" afn the Independent Commission Against Corruption
gemcmsuated a “shockingly widespread illicit trads in
on held in the public sector.” The trade operated be-
¥ o government officials, commiercial firms and private in-
5 ¥ cnts. Information from federal and state government
?w;gand |.i1= private sector was sold for private gain.

1tis against the backgroun.d of these developments that in-
wernatianal initiatives, including those of the OECD, must be

adetstaod.

DECD expert group

nFebmth 1990 in Toronto, Canada an international meleing
wis organized supported by a number of major international
fagks. International financial transac}ions are, potentially,
éspcci ally vulnerable to intrusion, manipulation and crime af-
fecting their ransborder data flows. As a result of the Toronto
- meeting @ statement was issued by the participants urging
i fenewed attention by the OECD to he issnes of policy
presented by the dangers to the security of information sys-
ms.(4)
A number of the participants in the Toronto meeting (in-
luding the writer) had played a part in the OECD Expert
£ Group on Privacy. Many were to participate in its forthcoming
ork on data security.(5) The resolt of the Toronto statement
was a further impetus 1o the OECD 19 establish a new group on
ecurity of Information Systems. The OECD had maintained a
steady ifiterest in security systems. In October 1988 one of its
& committees approved preparation of a study on the subject of
security of information systems. The result was a report on [n-
rmation Network Securiry in 1989,
It was the review of this document which led the OECD
ommiitee for Information, Computer and Communication
alicy (ICCP) to convene the Expert Group which produced
¢-Security Goidelines. The writer was again elected chair-
an. $imilar procedures were foliowed as in the earlier com-
mittee which prepared the Guidelines on Protection of Privacy
d Transborder Flows of Personal Data. In a series of six
tlings, the last in September 1992, Guidelines were
Froduced for submission to the ICCP Commitee and to the
ECD Councl for approvai in November 1992,
3:::° Was one 'feeluure,_ of the second Expert Group on Data
bmﬁ{i:{}“h distinguished it from the Privacy Group. A
om the Lm‘;o“u“_gent of experts from the private sector and
& uons participated in the discussions with the
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representatives and experts from the OECD member countries.
As well, particular care was taken by the Secretariat officers in
charge of the project (Hans-Peter Gassmana and Deborah Hur-
tey) to consult widely with interested groups and 1o ensure that
their comments on the Guidelines, as they were developed,
were taken into account in the deliberations of the Group. Per-
haps as a result of this the Guidelines were quickly adopted
both by the ICCP and by the OECD Council. The latter ap-
proved the Guidelines on November 26, 1992, They were
recommended by the OECD Council for action by member
countries,

Guidelines® maln provisions

In a press statement issued following the adoption of the
Guidelines it was pointed out that information systems play an
increasingly significant and pervasive role in national
economies, international trade, government and business
operations, health care, energy, transport, communications and
education, The need for security for such systems required the
protection of their availability, integrity and confidentiality.
These three features of data security are well established.(6)
According to the OQECD statement:

“While growing use of information systems has generated
many benefits, it has also shown up a widening gap between
the need 1o protect systems and the degree of protection cur-
rently in place. Society has become very dependent upon tech-
nologies that are not yer sufficiendy dependable. All
individuals and organizaticns have a need for proper informa-
tion system operation (e.g., in hospitals, air traffic control and
nuclear power plants). Users must have confidence that infor-
mation systems will be available and operate as expected
without unanticipated failures or problems. Otherwise the sys-
tems ang their underlying technologies may not be used to
their full potential, and further growth and innovation may be
inhibited.”(?)

The Security Guidelines now adopted by the OECD Coun-
cil follow, in part, the pattern of the earlier Privacy Guidelines.
They are accompanied by a recommendation of the Council of
the OECD which recites the increasing use and value of infor-
mation systems; the intemational nature and worldwide
proliferation which has occurred; the growing interdependence
of national and internatonal economies as well as social, cul-
tural and political life; the risks arising from inadequate
safeguards; and the nesd to raise awareness of those risks and
to respond appropriately to violations of security.

The recommendations of the OECD Council recognize that
the Guidelines do not affect the sovereign rights of national
governments on matters such as national security determined
in accordance with national law. There is also a recognition
(relevant to countries such as Australia, Canada, the United
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) that, in federal countries observance of
pe affected by the local constitntional

ommendations now adopted by the OECD

: ommend that member countries establish measures,

recnd procedures (o reflect the principles contained in

? uc%s;ines- that they consult, coordinate and cooperaie in

Ui lemenlmtion; that they agree as cx.pediu:ously as pos-

spcciﬁc initiatives; and that they f:hssem inate the prin-

¢ the Guidelines widely and review them every five

ih & view Lo improving international cooperation.

ow up to member countries of the OECD, and others,

der the Guidelines and to commence the long process

enging laws and practices into conformity, just as was ear-
ne following the adogption of the Privacy Guidelines,

Wi

ner data law initiatives

“+1iieworth noting that the OECD initiative on security of infor-
ii systems has been running in paraflel with other initia-
¢ iaken by other international bodies. One group which has
seen interested in issues of data security is the meeting of Data
ton Commissioners. Chaired by the Australian Privacy
Commissioner (Kevin O'Connor) that group held its first
mecting in Australia in November 1992,
Even more immediately influential is the current work of
Cemmission of the European Community. It has proposed
1Council Directive on Data Protection.(8) In late 1990 such a
directive was put forward in draft form. Further work on data
xeunity protection is also proceeding in the Council of
Eurgpe. The early completion by the QECD of its project
seemslikely to ensure that the OECD Guidelines are influen-
inshaping national and international laws and policies on
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Including R Buxton QC (UK), M Horibe (Japan), W List
(UK), Y Mine (Japan), D Piragoff (Canada) and B de Schut-
ter (Belgium).

But note that some experts suggest two further criteria of in-
formation security, wiz “utility” and “availability.” The
OECD Expert Group did not accept these notions as central
to the security idea.

OECD press statement, “OECD Adopts Guidelines for the
Security of Information Systems,” November 27, 1992
(92/86).

European Communities, Proposal by the Commission for a
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(COM{90]314), Brussels, Sepiember 1990,
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