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International Legal Notes I A SHEllRER 6;
New OECDGuidelines for the Security of

Information Systems

On 26 November 1992 the Council of the
Organisation for Economic Co-operation and
Development (DEeD), meeting in Paris,
adopted Guidelines for the Security of Infor­
mation Systems. Australia is one of the 24
Member Countries of the OEeD. The DEeD
comprises developed countries in Western
Europe, North America, Japan and AusU"alasia.
As its title suggests, the focus of its concerns is
economic. Much of its activity comprises the
exchange and analysis of economic data. How­
ever, lately it has become more closely involved
in social and legal consequences of the
technologies which underpin modem economic
development. Foremost amongst these is infor­
mation technology. Social concerns presented by
that technology have led to twO initiatives by the
DECD concerning the provision of nonna rive
guidelines to Member Countries on how to deal
with particular problems. The first were the
Quideli1zes on the Protection of Privacy and
Transborder Flows ofPersonal Data.' Published in
1980, these Guidelines arose out of an Expert
Group established by the DECD which was
chaired by-Justice Michael Kirby between 1978
and 1980.

The DECD Guidelines on Privacy proved
highly influential in the development of
Australia's lawson that topic. They were called
to notice in this Journal soon after their adoption
by the DECD Council. 2 Later they were adopted
by the Australian Law Reform Commission as
the core principles for the proposals of that
Commission on Australian Federal legislative
refonn to protect privacy." Subsequently, with
s?me modification and development, the prin­
CIples were incorporated in Pt III of the Privacy
Ace 1988 (eth).·
.In .other OECD countries, the principles have

likeWIse formed the basis of legislation on privacy
pr~tection.· They have also been adopted in the
pnvate sector, including by several multi-national
COrporations operating across national borders,
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as the basis of internal policy for the due
protection of personal privacy in their data flows.
It was the transborder feature of data flows and
the difficulty of achieving satisfactory regulation
of infonnation systems by municipal law only,
that led to attempts by inter-governmental
agencies to produce effective protection for priv­
acy. The Council of Europe developed two
Conventions on the subject. But the OEeD
Guidelines, although not a fonnal binding treaty,
have proved particularly influen tial in promoting
consistent legislative treatment of privacy
protection in DEeD Member Countries. It was
the reduction of the economic inefficiencies of
disparate treatment of the subject of privacy
protection which propelled the DECD into what
was, for it, the novel activity of offering
guidelines for the laws and practices of Member
Countries.

Computer crimes and viruses

In the decade which followed the DEeD
Privacy Guidelines, it became clear that a num­
ber of additional but interrelated problems,
presented by information technology, required
inter-governmental attention. In particular, three
issues continued to attract concern amongst
major users of information technology. They
were the reports of the steadily increasing inci­
dence of computer-related crime, a new
phenomenon of computer "hacking" and the
introduction of highly damaging computer
"viruses".

The DEeD itself maintained, under one of its
committees, a continuing scrutiny of the issue of
computer crime. The economic significance of
computer crime for societies increasingly depen­
dent upon the reliability and accuracy' of com­
puter records} was obvious. Other international
bodies also showed a lively interest in the topic.
In 1989 the Committee of Ivlinisters of the
Council of Europe adopted a recommendation
on computer-related crime. They urged moves
to harmonisation of the law and practice of
European countries on computer crime and for
improved international legal co-operation to deal
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There have been other national and 
subnational reports drawing to attention specific 
problems of computer crime, the vulnerability to 
intrusion, manipulation and distortion of many 
automated information systems. In Australia, the 
report in October 1992 of the Independent 
Commission Against Corruption (NSW), Report . 
on Unauthorised Release of Government Infor­
mation,8 demonstrated a "shockingly widespread 
illicit trade in information held in the public 
sector". The trade operated between govern­
ment officials, commercial firms and private 
inquiry agents. Information from Federal and 
State Government sources and the private sector 
was sold for private gain. 

It is against the background of these develop­
ments that international initiatives, including 
those of the OEeD, must be understood. 

The DECO Expert Group on Security 

In February 1990, in Toromo, Canada, an 
international meeting was organised, supported 
by a number of major international banks. Inter­
national financial transactions are, potentially, 
specially vulnerable to intrUsion, manipulation 
and crime affecting their trans border data flows. 
As a result of the Toronto meeting, a statement 
was issued by the participants urging renewed 
attention by the DECD to the issues of policy 
presented by the dangers to the security of 
information systems. 9 A number of the 
participants in the Toromo meeting (including 
the writer) had played a part in the DEeD 
EA-pert Group on Privacy. Many were to 
participate in its forthcoming work on data 
security.10 The result of the Toronto statement 
Was a further impetus to the DECD to establish a 
new group on Security of Information Systems. 
The OECD had maintained a steady interest in 
security systems. In October 1988, one of its 
Committees approved preparation of a study on 
the subject of security of information systems. 
The result was a report, Information Ne[work 
Security 1989. It was the review of this document 
which led the OECD Committee for Infor­
mation, Computer and Communication Policy 
(lCCP) to convene the Expert Group which 
produced the Security Guidelines. This group 
had its first meeting at OECD Headquarters in 
Paris in January 1991. Justice z....uchael Kirby was 
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The Security Guidelines now adopted by the 
OECD Council follow, in part, the pattern of the 
earlier Privacy Guidelines. They are ac­
companied by a recommendation to the Council 
of the OECD which recites the increasing Use 
and .value of information systems; the inter­
national nature and worldwide proliferation 
which has occurred; the growing inter-depen­
dence of national and international economies as 
well as social, cultural and political life; the risks 
arising from inadequate safeguards; and the need 
to raise awareness of those risks and to respond 
appropriately to violations of security. . 

The recommendations of the OECD Council 
recognise that the Guidelines do not affect the 
sovereign rights of national governments on 
matters such as national security determined in 
accordance' with national law. There is also a 
recogruuon (relevant to countries such as 
Australia, Canada, the United States and 
Germany) that, in Federal countries, observance 
of the Guidelines may be affected by the local 
constitutional division of powers. This said, the 
recommendations now adopted by the. OECD 
Council recommend that Member Countries 
establish measures, practices and procedures to 
reflect the principles contained in the Guidelines; 
that they consult, co-ordinate and co-operate in 
their implementation; that they agree as ex­
peditiously as possible on specific initiatives; and 
that they. disseminate the principles of the 
Guidelines widely and review the Guidelines 
every five years with a view to improving inter­
national co-operation. 

The Guidelines themselves are attached as an 
Annex to this note. 

Accompanying the published Guidelines is an 
explanatory memorandum. It recites the earlier 
OEeD initiatives. It then provides a textUal 
commentary on the sparse language of the 
Guidelines as well as background information 
concerning the proposed scope of the problems 
of security of information systems to which the 
Guidelines are addressed. 

It is now up to Member Countries of the 
OEeD, and others, to consider the Guidelines 
and to commence the long process of bringing 
laws and practices into conformity, just as was 
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for the future. It is possible that a response 
Guidelines on Security will come more 
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governmental and legislative attention In 
Australia than the interest of groups which tra­
ditionally supported privacy laws. Time ""ill tell. 
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I. AIMS

ANNEXURE

THE AUSTRALlA."l LA.W ]OL"R.-":AL - Volume 67

The Guidelines are intended:

To raise awareness of risks to information systems and of the safeguards available to meet
those risks;
To create a general framework to assist those responsible, in the public and private sectors,
for the development and implementation of coherent measures, practices and procedures
for the security of information systems;

• To promote co-operation between the public and private sectors in the development and
implementation of such measures, practices and procedures;
To foster confidence in information systems and the manner in which they are provided and
used;
To facilitate development and use of information systems, nationally and internationally; and
To promote international co-operation in achieving security of information systems.

GUIDELINES FOR
THE SECURITY OF INFORMA TION SYSTEMS

26 November 1992

For the purposes of these Guidelines:

"data" means a representation of facts, concepts or instructions in a formalised manner
suitable for communication, interpretation or processing by human beings or by automatic
means; _

• "information" is the meaning assigned to data by means of conventions applied to that
data;
"information systems" means computers, communication facilities, computer and com~
munication networks and data and information that may be stored, processed, retrieved or
transmitted by them, including programs, specifications and procedures for their operation,
use and maintenance;

• "availability" means the characteristic of data, information and information systems being
accessible and usable on a timely basis in the required manner;
"confidentiality" means the characteristic of data and information being disclosed only to
authorised persons, entities and processes at authorised times and in the authorised
manner;
"integrity" means the characteristic of data and information being accurate and complete
and the preservation of accuracy and completeness.

III. OEFINITIONS

II. SCOPE

The Guidelines are addressed to the public and private sectors.
The Guidelines apply to all information systems.
The Guidelines are capable of being supplemented by additional practices and procedures for

the provision of the security of information systems.

IV. SECURITY OBJECTIVE

The objective of security of information systems is the protection of the interests of those
relying on information systems from harm resulting from failures of availabilitY, confidentiality,
and integrity.
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transmitted by them, including programs, specifications and procedures for their operation, 
use and maintenance; 

• "availability" means the characteristic of data, information and information systems being 
accessible and usable on a timely basis in the required manner; 
"confidentiality" means the characteristic of data and information being disclosed only to 
authorised persons, entities and processes at authorised times and in the authorised 
manner; 
"integrity" means the characteristic of data and information being accurate and complete 
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IV. SECURITY OBJECTIVE 

T~e obje:tive of security of information systems is the protection of the interests of those 
relYing on Information systems from harm resulting from failures of availability, confidentiality, 
and integrity. 
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V. PRINCIPLES 

1.- ,Accountability, Principle . . . .. 
The responsibilities and accountability of owners, providers and users of information systems 

'and other parties concerned with the security of information systems should be explicit. 

i .Awareness Principle 
'In order to foster confidence in information systems, owne~s, providers and users of 

'nformation systems and other parties should readily be able, consistent with maintaining 
. ~ecurity, to gain appropriate knowledge of and be informed about the existence and general 

.. ext.ent of measures, practices and procedures for the security of information systems. 

- 3: Ethics Principle 
,-Information systems and the security of information systems should be provided and used in 

such a manner that the rights and legitimate interests of others are respected. 

;.4. Multidisciplinary Principle 
:,' Measures, practices and procedures for the security of information systems should take 
account of and address all relevant considerations and viewpoints, including technical, 
ad~inistrative, organisational, operati:mal, commercial, educational and legal. 

5': Proportionality Principle 
_ <; Security levels, costs, measures, practices and procedures should be appropriate and 
~p'roportionate to the value of and degree of reliance on the information systems and to the 
severity, probability and extent of potential harm, as the requirements for security vary 
d!i!pending upon the particular information systems. 

6; Integration Principle 
- 'Measures, practices and procedures for the security of information systems should be co­
ordinated and integrated with each other and with other measures, practices and procedures of 

~.~h,~ organisation so as to create a coherent system of security. 

i~" Timeliness Principle 
, 'Public and private parties, at 'both national and international levels, should act in a timely co­
-ordinated manner to prevent and to respond to breaches of security of information systems. 

'8. Reassessment Principle 
. The security of information systems should be rea~sessed periodically, as information systems 
and the requirements for their security vary over time. 

9. Democracy Principle 
,The security of information systems should be compatible with the legitimate use and flow of 

data and information in a democratic society. 

VI. IMPLEMENTATION 

Governments, the public sector and the private sector should take steps to protect information 
systems and to provide for their security in accordance with the Principles of the Guidelines. In 
achieving the Security Objective and in implementing the Principles, .they are urged, as 

. ~ppropriate, to establish and to encourage and support the establishment of legal, administrat· 

. Ive, self-regulatory and other measures, practices, procedures and institutions for the security of 
information systems. Where prOVision has not already been made, they should, in particular: 

Policy Development 
-~doPt and encourage the adoption of appropriate policies, laws, decrees I rules, and 

International agreements, including provision for: 
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""dnwide technical standards, methods and codes of practice; 
expertise and best practice in the security of information systems; 

validity of contracts and other documents created and executed in or by 
ifoirri.'tiC'n systems; 

ri$~(s'md liability for failures of the security of information systems; 
histrati,'e or other sanctions for misuse of information systems; 

of courts, including rules on extraterritorial jurisdiction, and 
~;"·cn,;"n,."'n'" of other bodies; 

~f=~i'~;~,,~~~~;~il~"~~ and other international co-operation in matters relating to 
.1) systems; and 

;il~~.i~~~" evidence in information systems and the admissibility of such 
non-penal legal and administrative proceedings. 

'""'''0'00 of the necessity for and the goals of security of information systems, 

use of information systems; and 

;1"IOC'd "ec:ur,ty practices. 
fa"Jereduleatic," and training of: 

,is.owr,ers. providers and users of information systems; 

auditors of information systems; 
:aD,d.ltd,ito" of security of information systems; and 

§[c:.;"erlf"ut:hc"ities, investigators, attorneys and judges. 

adequate means for the exercise and enforcement of rights arising 
Wi,,,,'~ni:ati:on of the Guidelines and for recourse and redress for violations of 

:assistance in procedural and investigative matters relating to breaches of 
systems. 

t~~h~~,a~:~: of information relating to the Guidelines and their implementation. 
J_E practices and procedures established in observance of the 

security of information systems. 

international levels, consult, co-ordinate and co-operate between and 
ii;~~~n~~~n~ and the private sector to encourage implementation of the Guidelines 
1i completely as possible measures, practices and procedures. for the 

inl,orrrlati,or systems. 
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