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e full text of a paper delivered by the Hon
Michael - Kirby AC CMG (»'\-ustraiia) at . the
a1 International Symposium on Informa-
rity held in Tokyo. In.it he_ discusses the

ivas of the Organisation for Economic Coopera-
pevelopment {OECD} in Telation to informa-
ity raising some important questions about
¥ in.which the sacial implications of technology

get submerged by more Jimmediate concerns

INFORMATION SECURITY — OECD INITIATIVES

joit technological advances at all costs.’

E AT RISK

fisk, It s with these words that the United States
asearch Council begins its recent report, Computers
' The report gaes on:

ingly: America depends on computers. They control
fivery, communications, aviation and financial
ey are used to store vital information, from medical
business plans, to criminal records. Although we
they are vulnerable — to the effects of poor design
jent quality control, to accident, and perhaps rmost
oly, t0 deliberate attack. The modern thief can steat
a cemputer than with a gun. Tomorrow's terrorist
le to do more damage with a keyboard than with a
fo date we have been remarkably lucky ... Unfortu-

;ﬁere is reason to believe that our {uck will soon run

difficult problem that faces that most fantastic
informatics — the human brain — is to see famifiar
I a new fight. It is to see the diamond from a
cet, after which it can never be perceived in the old
o it is in human affairs. We must see the issues
perspective of the wider concerns in which provision
n security is but one illustration. The danger of
- #xstence s that, by so focusing our attention ugon
late concerns, we are blinded to the context in
88 Concerns exist and to the deeper problems which
be}_fiy- Thg _particufar danger of technology is that it
s Spedalists 50 that they perceive only the dazzling
.60 their art and are impervious to the social fallout
tech"°|°,9Y brings in its train.
ePral;;e with me at.the beginning of this contribution
. .'f € context in which the initiatives of the
_re'i;t?;n Iicolnomic Cooperation and Development
L';thatw 0 |nforfna?|on security must be evaluated.
L © are at risk indeed., But the fundamental risk
S:omm‘?th'”g far more hasic, even, than the
m ep:ters and.mformation systems generally.
o ttharent Incapacity of the international
b the so: flelpresgntgtwe demccratic process to
reat forlcaeslmp}:[catlons of technol_ogy.
) have bee (:\;SIChbare at worlk in our world
One tension i cribed by various shorthand
5 detween global fusion and local

Y of

fission. It is between the globalization which is inspired by the
modern technolagical revolution and the tribalization of
humanity which infects the attitudes of individuals and groups
to the issues of their political regulation and government. At
the one moment in history, therefore, the world with its
wizardry of technology pulls in one direction, whilst the mind
of humanity seems to be shrinking and turning back to the
narrow focus of ancient enmities and local parochialism. There
are exceptions of course, Many busy international institutions
and armies of civil servants respond to the phenomencn of
globalism. The United Nations organization itself. The Council
of Europe. The European Communities. And their institutions.
The Secretariat of the (British) Cornmonwealth of Nations, But
there are difficulties both at the international, national and
local levels of government and administration. We do no
service to human afiairs by ignoring these difficulties. Indeed
the imperative of modern technology, which is such an engine
for change in our time, requires of us that we should seek out
and institute the global arrangements necessary to respond to
the issues presented by technalogy and (in so doing) to defend
basic human values.

IMPEDIMENTS TO INTERNATIONAL
HARMONIZATION

As mine is a contribution about the intercontinental institu-
tional response to the subject matter of this symposium, let me
start by acknowledging some of the impediments which stand
in the way of a truly effective international response to the
issues of information security. These impediments will be well
known to you all. They are certainly recognized by the Expert

Group of the OECD which | have the honour to chaie. They

include:

1. Whilst the technology of informatics is universal, the
institutions for social regulation of problems such as data
security, remain resolutely national or even local;

2. Whilst there have been many moves towards international
institutions to serve the global community of the 20th
century, such institutions have tended to be weak and
vulnerable to strongly felt national and local concerns. The
economically weak may be noisy in the institutions of the
waorld, but, when the chips are down, it is the economically
and politically powerful who will generally make the vital
decisions. They will usually do so by reference to their
perceived national interests. Altruism is rare. True inter
nationalism is exceptional. This is understcod by all players;

3. The international institutions engage a parade of visiting
politicians and bureaucrats. They, in turn, are served by
contingents of civil servants striving to accommodate often
conflicting instructions and (not unreasonably) to assure
their own survival. The larger and more diverse the
institution, the more numerous and coniradictory will be
the interests to which the participants give voice. At one
recent international agency (WHO) | was reminded that the
average duration in office of a minister in a developing
country fs less than a year. Thus the drama of international
agencies is played out by a huge team of constantly
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of ‘greatly varying capacity and interest,

g actors, k X |

lly with large egos and, sadly, often with little real

usuamyitmem.‘ to the substantive internationa! business
:Vof:?ch s ternporarily in their charge;

e political leaders must respond 1o increas-
3 rvasive democratic prassures. We hear much loose
ing! tgjay of the triumph of democracy over autocracy in
:ﬁ: world. Yet the reality falis sadly short of these proud
poasts. Political lezders are, all too often, chosen not by the

X their elected representatives, but by

ople, of even
ested interests. They are beholden to those

werful v : :
interests which, in turn, are Ijapfess captives qf the necessity
{p raise funds for their political part{e.s. Election campaigns
are waged in terms of gressly superficial slogans. Image has
) tao often replaced substance. This is itself, in part, a
uct of the information technology of mass commu-
fications. It is in this way, that the ‘democratic revolution’ is
increasingly debased. The kinds of players who are
iterested in that particular game are, all too often,
grinterested in the tedious business of dealing with
complex technological, economic and sociological phenom-

ena;
5. lnstead, the political process, both nationally and inter-

- nationally, is frequently responsive to passing fads and

fandes, to prejudice and locai, parochial concerns. There
-are accasions when the world holds its breath as important
issues of principle are asserted and upheld. Kuwait was an
pumple. But these are truly exceptional events. For the
-mast part the political leaders of cur nations have fittle if
any international vision. The very political process which
spawns them domestically usually contracts their minds to
pravincial concerns. Not for them the urgencies of
responeing to the global necessities of effective interna-
tional data protection law and policy. Much mare likely is it
that thay will respond to the passions of old, ethnic and
htaral tribalism which is such a feature of our world today
and in which some votes may be found;
8. i initiatives can be stimulated in an internatiogal agency,
fhe pace is all too often glacial. In part, this is an
nescapadle function of the costs of bringing together
fepresentatives of many nations. In part, it reflects the
- whotly proper obiigation to consuit the numerous depart-
ments, agencies and interests back home before offering a
Cﬂmrqﬂrr}ent to any global approach. In part, it may reflect
“onstilutional obiigations. The history of this cantury was
;r:foundly gffe;ted by that requirement of the United
tes Constitution which obliges the President to have the
Uesgnd consent of the Senate to the ratification of

7 Thers -
'2:;9 '5'};3'50 the c.urtain of our many languages and
% Wraugh which we must deal with each other in
o .oﬂ;"fbfems which are giobal in character. | pass over
Mean ey iaCt that words in different languages may not
. clly the same thing. Nuances of meaning,

Ot the different history and experiences of the
s of the worid, impact upon the way in
Me text may connota quite different ideas
Gaching its common language from the
thetr different world experience. The
® international community which we have

% Communitie
kh the salf 55
7eaders appr
Perspective of
Utions of th,

todaywere largely conceived and put in place after 1945 by
countries which at least shared the Eurcpean cultural
tradition. Inevitably, therefore, those institutions reflect the
Judeo-Christian vaiues of the West. It is probably also fair to
say that they are espedcially influenced by the value systems
of the Anglo-American powers,victorious in the War and
most influential in the institutional arrangements which
followed it. We rmay talk of human rights. We may accept a
universal declaration of such rights. We may labour within
the framework of the international agencies which bear the
stamp of the old Anglophone power. But these universals
have not necessarily kept pace with the changing character
of the world’s politics and economics since 1945, In
Australia, a much discussed book, The Confucian Renais-
sance,” has recently pointed te the dichotomy between the
character of our international institutions and the growing
power of the Confucian societies of North Asia. According
to the authors, these countries (including Japan) are
content for the moment to work within the global
Institutions, Nacessarily, reflecting as they do their own
differing cultural perspectives, they regard some aspects of
the present global institutions as alien. These are to be
tolerated for the moment. But they will come to explain Jess
and less of the reaiity of international arrangements.* That
reality is likely, increasingly, to move into the realm of
informal arrangements which may even run quite contrary
to publicly expressed notions of internaticnal intercourse. It
is essential, for occidental members of the international
community striving to find global solutions to the inter-
connected problems presented by comman technalogy, to
acquaint themselves with the different perspectives which
may exist in the cultures of societies Tike lapan, which do
not necessarily share all of the assumptions implicit in
Woestern values. What is true of Confucian sodeties will also
have its equivalents in the societies of the Islamic world and _.
of parts of Africa, Central and Latin America and the Malay
communities and the peoples of the Pacific and Oceania.
The time has arrived when negotiators in international
ferum from Western countries must instruct themselves in
the differing values and approaches of peaple of different
cultural traditions. Finding commen positions on contro-
versial issues in the world as it really is, requires nothing
fess; and

. Finally there is the impediment familiar to us all. Once there

was talk of two nations; the rich and poor of any country.
That dichctomy stilf exists. Recent events may have even
exacerbated it. But now it also finds its reflection between
nations. It presents itself in a new aspect: the technclogi-
cally rich and the technologically poor. We see this between
states and within communities. Relevant to institutional
responses to common problems, we see it in the different
cultures of the technologist (on the one hand) and the
lawyer/fadministrator (on the other). Too often these groups
think in different ways and talk past each other, under-
standing only part of what each is saying. The dazzling
complexity of medern technelogy leaves many bureaucrats
and lawyers bemused, even intimidated. There is, occa-
sionally, a sense of despair that the subject matter of
propesed regulation will ever be understood. if understood,
the chances are that the target will move before the snail-
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of regulation are set in train, let alone
talking, consulting and refining are the
s of the lawyer and policy-maker, the

ce procedures
g:opted. whilst
3l technique
hnology bounds ahead. |
" to respond to one form of technology is

- yhiedng that en

- osen ,
uagercceri‘ved as inadequate when a change in the
won ¢ ders carefully crafted words inadequate,

. ren -
tec::;‘:g:te or even positively obstructive.
1

A CASE (o] MELANCHOLY FA[LQBE
- 1aken these pains to outline the critical features of the
. 1hae o live for they are relevant to the task of developing an
_ ?'oﬁd::ienal regime to respond to the vuinerability of

ﬂemaﬁon systems. There will be many who will consider
:f:zed for international regulation {or at least ‘rules of the
g joad’} to b 50 seli-evident and urgent as to feel a _sharp sense
" ol impatience at a fawyer's protest about the difficulties of
' d. The Japan Information Processing Devel-

oprent Center has rightly told us in the programme
| gmmoning us to Tokya:>
. e development of network technology has enabled mutua!
© eanection of information systems across national borders,
i geating a borderfess society in information processing. As a
b result, it is now possible to access any part of the world in the
" ame amount of time, a social framework everyone acknow!-
sdges fo be very efficient and convenient. On the other hand,
" she consequences of failures in information systems increase in

) . prepertion 10 the degree of network expansion. For this reason

wdal stability cannot be maintained in an age of giobal

- nformation unless all countries uniformly adopt the same level

of minimum security measures. ...The influence of security
problems occurring in less protected systems can now extend
even to sufficiently protected systems if they are connected via
- metworks, This means that weak parts need to be eliminated
i fom the whole. Today, actions taken locally can have only
- imdted effectivanass In the field of information system security.
We have now reached a junction when all countries must
‘mﬂailorate in the study of information security in the global
Lo

{ Tadlof shat | would say amen. it is simple and self-evident. Itis
& tirgent qnd necessary. Indeed, the establishment of an effective
% *ermational regime on security of information systems is
I*WS'Y overdue if one takes into account the enormous
;N&ﬂn of network technology which has aiready occurred.®
T Uis holding things up?

! i':;:disome of the main political, institutional and
0 order 15 unzﬂ;;tjn\é\lihmust_ ha\lre these clearly in our minds
* tading, y e minefield through which we are
g 's 2n obstacle course, far more complex even than
1 nth.me processes of achieving policy consensus and

‘H fegulaton within our iti
e, awn several political systems. If,
2, We sccent the challenge of this meeting (as | believe
> st we should have the ob i
ESghts, Ang we shou| e obstacles tq success cleafiy in our
i th f‘OUd learn from the difficulties which have
. ® failure to achieve international regulation in

nt =
%ty 15 aireas Where globafization of technology seems
5 calf out for fEQUEation.

. ™0 confyy

oy NG of
s Pave ¢y

ences which | have attended, following the
the OECD Expert Group on Information
Ncerned not security but am analogous

problem of international regulation: the liability of air carriers
for losses occasioned to passengers and cargo. Socn after the
advent of cvil aviation, shortly after the First Waorld War, the
governmant of France set in train steps designed to achieve an
international agreement which would provide a common
global regime on this topic. The negotiations ensued from
1923 until the Warsaw Convention was signed in 1929, It was
a convention which was aimed at laying down a uniform
system for the recovery of compensation. The need for such a
system was obvious., Most people would not easily be in a
position to prove fault on the part of an air carrier in the case of
loss or accident. They (or their survivors) would often live in
different countries. In an international activity, an international
system was essential.

To some extent the Warsaw system has been a success. More
than 160 countries have ratified the convention. it provides for
the recovery of amounts fixed by the convention, without
procf of fault. The limits on the sum recoverable can be
circumvented if wilful recklessness on the part of the air carrier
can be demonstrated. But the basic problem is that the system,
extremely cautious to begin with, has totally failed to keep
pace with inflaticn and the exponential expansion of
international civil aviation. The Warsaw Convention fixes a
‘cap’ on recovery expressed in terms of gold francs. There is
some uncertainty as to what this now discarded unit of value
means. But most people accept that the value fixed for death
or injury is only about US$I 000. So grossly inadequate is this
surn in today's world that seemingly endless efforts have been
made to negotiate revisions which wiil delete the reference to
gold francs and increase the amount of the ‘cap’. One would
have thought that this endeavour would have been seen as a
salf-evident international necessity. But further conventions
and five protocols later, the international regime, as such, has
not been properly reformed.

Various countries have adopted amendments to the conven-
tion. The United States’ Senate is at this very moment
considering a proposal of President Bush to ratify two
amending protocols. Under seven successive United States
Presidents, starting with President Eisenhower, attempts have
been made to get reforms through the Senate. The stumbling-
block has bean the perception that the no-fault compensation
provided by the international revisions was inadequate by
United States, standards. The result has been zn international
legal regime which is a "shambles’. Some international airlines
{such as QANTAS and lapan Airlines) have voluntarily increased
their liability. To avoid the risk of the United States, withdrawal
from the system altogether, all airlines flying inte and out of
the United States must accept the higher ievel of compensa-
tion. People can take out private insurance (although few do).
If a levy of $1 or $2 on every air ticket were raised, a completely
satisfactory international regime could be put in place. But for
more than 40 years, our international system has been talking
about reform. It has failed to achieve what is patently
necessary. There is no uniform system. The precise amount
of compensation recoverable after anaccident is uncertain.
Compensation payouts are delayed. There is ne proper regime
for renews! and updating of the system which is in place.
Think about these gross inadequacies when next you are at a
crowded airport. Look at the vast hordes of humanity moved
about by the wide-bodied jets, to the great benefit of peace
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 the world. What a tragedy it is that the

nd regulators 50 hopeiessl_y fail to keep up v\_nth the
fawyers & ination of the scientists and technologists, So
leaps °,f wgaguate now is the limit of the Warsaw Convention
grossry ma1 eivho suffer loss to passengers and cargo are
hat Pe‘;Preed to sue in the courts, seeking to circumvent the
tually 10 \(;ing wilful recklessness. But the result of this {and of

3 commerce |

i ro s >
E’,Tglﬂ;é of the internaticnal community to do what is
chviously required) is that: . . -
fheen years after the Pam-Am accident in Bali in 1974 no

been achieved by the families of those killed;
fer the Korean Airlines disaster over the Soviet
yrian, not a penny has been paid to the_ famllies of United
grates passengers seeking to brgak the_ limitation; and -

" Thees years after the Lockerbie disaster in Scotland, the famhgs
F e till waiting. Meanwhile mortgages have had to be paid
i and childrens coflege educat':on.a'ccognted fc?r. _
We, who are charged with devising |_nternat|o_na| institutional
responses to the problems of information security, should learn
e this melancholy tale of failure in an analogous field where
a rapidly expanding mew technology presented the interna-
tionat community of nation states with an urgent necessity to

5 find common rules, We should strive to do better.

racavery hias
ight years a

A CASE OF NOTABLE SUCCESS
e can do better in the field of data security and in a sense we
must. Lrgent as the provision of a just international regime for
#irfability is, the necessity of a compatible international regime
for security of information systems appears even more urgent,
' The interactions are even more pervasive. The ramifications
“mach even more directly into the lives of virtually every one of
us. You do not have 1o travel to be caught up in the problem,
. dthough if you do, you are. The perils of loss and damage to
$feand property are even greater than in air mishaps. We have
suvived all these years with a hotch-potch of improvisations in
dir cariage rules. It is unlikely that we wili get by for much
longer without an appropriate, agreed international regime on
3 ‘hﬁéc.urity of general information networks.
Thete s 3 glimmer of hope. It arises from the comparative
Sueess of earlier international endeavours to provide guide-
fnes on a related aspect of the social implications of
ﬂhmatis. Lrefer to the work of the OECD an the Guidelines
;o Pm{acy.? I can speak with some knowledge of that

© SMernise. Between 1978 and 1980 | chaired the Expert
o TGI:;“PDf the GECD which produced the Guidelines an Privacy.
EI!BUIdellnes, in the form of a recommendation by the
i W‘Z;bzt—trgegomgr?' was adopted and became effective in

- The guidelines have proved most useful in

. E,Wbpmem of laws and poiicies in, a number of OECD
F-?:;:‘nes, including Japan and Australia.
. nepiﬁant 10 remember that the OFCD's exercise on privacy
- Hamap R‘.’”"“E”Ce in a vacuum. The Universal Declaration of
< *Hg ights had Included, in Article 12, a provision that:
o “'.‘5 !Ehatl be subjected to arbitrary interferance with his
" aping 5, Yeyone has the right to the protection of law
Ths prin himterferanca or attacks 7%

nR?Fi_I.E Was picked by the Zuropean Convention on
?vEﬁqu-g s and by the International Covenant on Civil and
f: 9hts. With th
a0 Presenteq for o & advent of computers, a new problem
. Privacy or (as it is now often cafled} data

protection and data security. First, a number of the
Scandinavian countries separately, then the Nordic Council
and later the Coundl of Europe, produced drafts which sought
to isolste the basic principles of privacy protection in the
computer age. The principles became refined. They reflected a
largely chronological approach to the movement of data
through a system. They governed the collection of the data,
quality of the data once collected, the use of the data, the
security applicable to the data, the rights of the individuais and
others affected to have access to the data, in part to ensure
compliance with the earlier principles. The Council of Europe
developed conventions which were open to member countries
of the Council of Europe. However, useful as the principles
collected in those conventions were, they tended to be
European in orientation and to reflect machinery provisions
which were not always congenial to a number of states outside
Europe.

The choice then faced by the international community was a
familiar one: fusion or fission. Fusion on the one hand would
suggest the sharpening of explicit legal obligations within the
smaller subgroups of the communities principally affected,
such as the EC. Indeed, directives are presently under
consideration which -in explicit ways will enlarge the obliga-
tions of member countries of the EC for the protection of
privacy. The alternative path was to spread the basic, minimum
principles ic a wider world, UNESCO and the United Nations
system generally exhibited interest in privacy protection.
Although some claimed that privacy was a luxury of developed
societies, others pointed out that basic human rights were
universal and as important to persons in Africa and Asia
affected as to those in Europe and North America.

However, distracted by other concerns, UNESCO and the UN
system were fass effective in pursuing this issue than the OECD
proved to be. It is a body of intercontinental membership. It
connects the principa! developed countries of the world. It
spans the hemispheres; extending from Europe and North
America to Japan, Australiz and New Zealand in the Pacific.
Reaching consensus within the QECD on the value-loaded issue
of privacy protection was a much greater challenge than
achieving a similar objective within Europe, with its largely
shared traditions and common economic interests.

Various tensions emerged within the original OECD Group. The
Europeans, with fresh memories of the misuse of personal data
by the secret police of European dictators were perhaps more
alert to the practical dangers against which safeguards were
needed. The Anglophone countries, led by the United States,
were perhaps more sympathetic to the importance of free
expression and the free-flow of ideas. The economic imterests
of the Americans reinforced their philosophical convictions.
Their representatives often expressed concern that controls for
privacy protection were actually disquised efforts of some
European countries designed to protect jocal information
technology industries rather than human values in privacy.
Notwithstanding these and cther differences, agreement was
finally struck. The Council of the OECD recommended to
rmember countries that they should take into account in their
domestic legislation the principles contained in the guidelines.
It also recommended that they should endeavour to aveid
creating:

#_.in the name of privacy protection, unjustified obstacles to
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s < of personal data.” )
“@ﬂ;ﬁ?;fﬂ?ewntfaf pirt of the Guidelines on Privacy is Part 2,

The #gasic Principles of National Applicatioq”. It is this part
e influenced a great deal of domestic policy-making
" which has king. That is precisely what the OECD Committee
ol hw'néauncii had in mind. To the extent that different
- ?‘du‘e woent about the regulation of inter-active data flows
Wlﬂesm ways, it was clear that such regulation would either
mineﬁedive, inefficient or such that no part.icipant_ in
data fiows'® could possibly comply, at the one time, with
the ditfering procedural and substantive obligation of all
pgimes affecting such flm:vs. ) ) _
Fgeh incompatibilities and inconsistencies would bg economic-
y disruptive and legally confusing. As well, their existence
4 diminish the effactiveness of the protection of rights to
. Thus it was the very international dimensicn of the
:ogy which necessitated the preparation of the OECD
elines. Those guidelines were deliberately non-coercive in
. They did not envisage a binding treaty, such as the
Coavention. The hope was that, by getting the basic
right, we would lay down a system which, by good
, wotld permeate the laws and policies of member
es of the OECD. In this way consistent and compatible
uld be developed which would reduce the inefficien-
of divergent approaches, diminish the confusion and result
 better infemational and national protection of the value of

straliz, the OECD Guidelines have been adopted, at
) level, by the Privacy Act 1988, That act applies to
ied information systams under federal regulation, such as
Federal Public Service and credit reporting agencies.
was rather slow in acceding to the OECD Guidelines
because of the consultations with the States which
Jhought to be necessary. Under the Australian Constitu-
the Sta_tes_share certain law-making responsibilities with
privacy concerns, Those consultations took some
e federal Government’s first effort to implement the
w35 lirked to a proposal to establish a universal
4 N aard, with the engaging name of the 'Australia
Oefeat of that legislation in the Australian Serate
¥ Gaused a Double Dissolution of the Australian Federal
When the Government was returned, the legisia-
ts. Mpresented. However, subsequently it was aban-
When huge public protests belatedly developed, about
VEd Universal identifier. It was then that the
g m.proceedegl with the separate privacy legislation.
i'é'se:'oul:i nCtt)Etalned ”‘Inforn?atlon Prvacy Principles”.
o Ok & Australian Privacy Act. They follow very
Y the OECD Guidelines,
' Eiaro?i;dopment occurred in Japan, aithough
--‘smﬁandp\ 2 fgderal complications which bedevil
iy ustralian lawmaking.
n'a'to!f:aSS:L Horibe, the word ‘privacy’ was rarely
. -ost before the latter half of the 1950s.'" No
¢ concept, from its development in
other Western law, could readily be
pan§se ianguage. However, in terms of
lshmiag:me‘j attention after 1364 following a
2By the 19?00ncern|ng the private fife of a political
: s, calls weare being made for effective

.mn [aW and
N e Ja
=54, the i

Yuki psi N
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legal protection. A Personal Data Protection Bill was introduced
into the Diet in March 1975 by the Opposition. But no
legisiation was intreduced by the Government and none was
enacted, In August 1980, by which time the OECD Guidelines
were completed and awaiting approval by the Council of the
OECD, Professor Horibe wrote a book The Contemporary
Privacy. ' In it he proposed legislation, both nationally and
locally in Japan, on the mode! of the OECD Guidelines. He has
expressed the view that:

“The recommendation of this international organisation had
great impact on the Japanese government.”

Japan was ane of the first countries to subscribe to the QECD
Guidelines. In January 1981, the Administrative Management
Agency set up a study cammittee. It preduced a report in July
1982. That report proposed five fundamental principles for
privacy protection, obviously derived from the OECD Guide-
lines. There was no immediate legislative action at the national
level, although some local governments enacted ordinances on
the model of the report™. As in Australia, so in Japan. The
national government, beset with many other problems, took a
great deal of time to consider the proposal for privacy
legisiation. A further study group was established. In Australia
too we have committees to report on the work of earfier
committees. Eventually, however, a Bill was produced in April
1988, This was approved by both Houses of the Diet. The
Personal Data Protection Act 1988 came into force on 1
October 1989, The Act provided for a further delay in the
introduction of the facility for disclasure and correction of
personal data,

During Diet deliberations of the Bill, attention was drawn to
the neglect of the regulation of privacy in the private sector.
The Government gave a commitment that it would advance
promptly its investigations in that regard. The Ministry for
Internationat Trade and Industry (MITI in April 1989 issued a
document setting out guidance on personal data, notably in
consumer credit.'> MITI adopted policies ealling on industry
associations to investigate the implications of guidelines on
privacy in the private sector. Professor Horibe comments that;
“The MIT! policy will play a very important role ...because MITI
implemented the Report of the Personal Data Protection
Subcommittee by issuing circular notices,.. and promulgating
the ‘Rule on the Register concerning the Measures etc. for the
Protection of Computer Pracessed Personal Data’ in the Official
Gazette on July 7, 1989.7 18

In addition to the foregoing, guidelines have been published in
lapan on personal data in financial institutions and on the
protection of such data in local government. Each is also based
on the OECD Guidelines.!?

The result of the foregoing is a very clear demonstration of the
ripple effect’ of the OECD Privacy Guidelines in Japan as in
Australia. The course taken is, in fact, largely the same. Careful
national defiberation and widespread consultation. Eventual
legislation regulating the naticnal public sector. Later specific
provisions in refation to credit reference systems. Mow there
are moves to extend the principies into the informaticn systems
of the private sector but to do so, at least at first, by guidelines
rather than justiciable, sanctioned legal reguiation.

| believe that this is exactly what the OECD Council and the
Expert Group on Privacy had in mind. It was to give a common
intefiectual framework to the pelicy and lawmakers of member
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doing so, it was hoped that common principles
pted and inefficient discordandies avaided. In the

¢ pustralia, Japan and other countries it is a hope that is
case o lized. It llustrates what can be done in the field of

'mun[rl-es. Ey

ing red : ; i

.be{m’g ;tion security at the international level. But it alsa
E;(:[:::es ihe relatively slow pace at which these changes are
il

inuroduced.

XT FOR THE NEW OECD EXPERT GROUP
the completion of the work en the Privacy
Guidelings, the QECD’s no.rrnative activities in relation to
formatics abated. But @ major new problem was looming on
he harizon of policy-making. It was the problem of computer
e. A notable example was the Equity Funding case,
pirectors of an insurance company_stored in a computer
55 000 false life insurance policies with a sales value of $30
milion. When the accounts were closed, these false policies
were found to represent two-thirds of the value of the
company's portfolio. The data from the computer printout of
the Equity Funding Corporation had simply been accepted by
endars dealing with the company. The case illustrates the faith

CONTE

following

" which citizens and business pecople blindly place in the product

of information systems.*®

.In 1981, 2 survey conducted by the Local Government Audit

Commission in the United Kingdom showed that 21% of the
320 fims covered stated that they had been victims of

 computer fraud in the previous five years.’ In Sweden all cases

of embezziement between 1981 and 1983 were analysed.
More than 10% included computer-related embezzlerents.?°
A private study in the United Kingdem in 1984 found average
lsses of £31,000 in the field of computer fraud from
manipulation of computers. Like results were found in the
Federal Republic of Germany.?’
Under the stimulus of these and other developments, the
peparation of international and national policy was inavitable.
Jr 1986, the OECD issued an analysis of legal policy on
tamputer related crime®? It contained guidelines far national
legislatures, It was specifically related to the international
tharacter of many computer related offences. It suggested
::gmon denominators for the approaches that should be
ke,
Simitar steps were also under consideration in the Commission
::rihe‘Europea'n Communities.”® Eventually the Council of
o 'pe’s Committee on Crime Problerns published the resuits
s research. In a report issued in 1990, it laid out what it
fibed as Guidelines for National Legislatures, being a
"optional list” of data offences.
the report contained a review of the initiatives
of.nationa( legisiatures, including the United
Umtqd States and Canada. It aiso contzined an
Particular problems presented by the interna-
o‘f. computer related iminality invoiving
wtles._ The repart conduded:
i becom, ed cnm.inality involving a transfrontier situa-
o § increasingly important. Because of the nature
Omputers, thare i ; : . .
%, using o 230 increasing potential for storing,
Manipulating data by contact from long
to communicate and to transmit rapidly
_ a Detween computer systems over a long
- the offence may be committed partly in one

Kingdom, the

E"ir'-sfrnnlier ad

¢ quantjt;
dstance 85 of dat,

jurisdiction and partly in another, or even partly in a third cne,
initiated from practically any place in the world. Cbstacles such
as distance, border control or necessity of physical presence are
no longer relevant.” 28

This report catalogues the new problems presented by
challenges of this kind, They include the inadequacy of the
territorial principle and the need to achieve extra-tersitorial
iurisdiction; the need for harmonization of substantive criminal
law; and the problem of ‘direct penetration’ of information
systerns. The need for important changes in substantive and
procedural {aw was clearly established.

Because the problems identified in these and many other
reports were clearly of a global, and not simply a European,
character, suggestions came to be made concerning the way in
which harmonizaticn on a wider scale could be achieved
beyond the frontiers of Western Europe. Certain initiatives
could be taken by the Cormmonweaith Secretariat for member
countries sharing the history of British rule. But, more relevantly
to the use of informatics in the United States and Japan, a new
international vehicle was necessary.

At a forum on the vulnerabiity of international financial
informaticn held in Toronto, Canada in February 1990, a
concluding statement by the participants urged new initiatives
at an international level. The trigger for a new-found sense of
urgency were the many reporis of serious harm caused by the
manipulation of information systems: “Sometimes with
fraudulent intent, sometimes without intent io secure
personal gain but with reckless indifference to the conse-
quences of the conduct involved.#?

The report of the forum recorded the rew problem of
invasions of information systems by viruses with arresting
names such as “intermet worm®, #world peace virus”, “the
Jerusalem virus?, the 7AIDS Trofan horse”, the #ltalian
bouncing ball virus” etc.?® This new problem and the serious
substantive and practical difficulties of tackling issues of data
security on an international scale led to a call for new initiatives
at the international level:

"Already cases of damage to innocent users of information
technology systems have been prosecuted in the courts. The
possibility of significant increases in such cases must be faced
squarely, Laws, security practices and investigative techniques
must be improved to deter would-be offenders, to detect those
who offend, to secure their conviction and punishsment and to
provide for fair apportionment of liability for the fosses which
occur from their actions and from errar in the process. Whilst
action on the level of individual jurisdictions is proceeding in all
of the countries represented at the forum, at different levels of
detail and different speeds, and whilst some international
cooperation has been achieved (notably in UNCITRIAL., OECD,
the Council of Europe, etc) there is no international agency
with a specific mission to examine and advise on the
harmonization of laws and practices in ail of the regions
represented.” 22

It was in this environment that the Torento forum called for
action:

“Because of its intercontinental membership and activities, iis
economic mission and its proved track record in facilitating |
international consensus on principles relating to information
technolagy and transborder data flows, the OECD seemed to
some participants to be a suitable venue for the further
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(ation of same of the computer offence-related concerns
f
L qf this forl_ll'ﬂu-late d by this vote of confidence, the Committee
aps StlTion computer and Communications Policy (ICCP)
Infor;ncaD evéntua"y established an ad hoc Group of Experts
Eofthe? - Guidefines for the Security of Information Systems.
fo prepare neld its first meeting at OECD headquarters in Paris
That QmUP1 991, | was elected chairman. Its secretary is Dr Hans
: m}anuawmann' its principal secretariat officer is Mrs Deborah
f merG;S;e rolip has had two subsequent meetings, the last
, ““::’f'hwaf held in September 1991, It is now well advanced
; 9‘1[: reparation Of its guidelines. it may be hoped that they
:p,i bepas influential as the OECD Guidelines on Privacy.

|
i
1 gECD's MISSION IN THE NEW WORLD

* ECONOMIC ORDER o

Theinitiative of the CECD must be Judged.m tlhe context of the

. averdll strategy and mission of that erganizaticn in the current

! wodd economic and political ferment. That mission was most

! ecently expressed in the Command issued by the Council of

L neDECD on § June 1991 That Council Meeting was attended

; ’ y \he senior ministers of the 24 member countries of the
, trganization. The ministers reasserted:

*The basic values shared by the OECD countries ... pluralistic

I democracy, respect for human rights and market oriented

* The ministers stressed:
:"he need for OECD and non-member countries alike to
formulate coherent polictes in the fields of economics,
ewironment, sodal affairs and technology that are mutually
mfmci':&g i support of broadly based sustainable develop-
m.l
-4 2 top priority for strengthening international economic
touperation they called for:
*..dose. palicy cooperation to help to provide a sound global
tandmic environment? 32
1Pey alled on the erganization te;
-“.develop and deepen its work on structural issues, where
opropiate... in those issues which fie beyond the ambit of
5 internaticnal negatiations, consider the feasibility of
daling operational arrangements.” 33
?::ﬁ;[ly, in the field of te;hnoflogy the ministers noted that
1* " increasingly underpin national economic performance
i;”"dlﬂg a
"M;:cef"afmgwemments lbetter .to _coordinat‘e and epsure
T ‘t’"gf]t domestic policies in these flelds.”?‘1
Yotz 1o 01 eir statement, the ministers recognized the
é‘ﬁ!f!nces Increased International friction arising from
3 1 national poficies, They conciuded:
..«-Wﬂhaviewtored : . Y X R N
ool ucing _d|yergenC|es which cause frictions
.tEtOCY areas, ministers ask the OECD, where
10 explore the need for improving existing mutti-

1Pl ing
o [!'Uments ar}d whether there is 3 need to develop
fules of tha game’ 735

; Work of the EXpErt
B st be underst

Greup on Security of information
00 ot st 10 od in this context. The group derives
el ity g ™ the delegation of the ICCP Committee
il Cop U also from the overall strategy of the

(unﬂl Gf the QECD at a time of rapid economic
Age in the world.

The DECD is not alone in its endeavours, In the field of data
protection, the Coundl of the Eurcpean Communities has
established a Working Party on Data Protection. The latest
report of that Working Party concerns a meeting held on 21
June 1991.% The Working Party is steering towards an action
plan designed to develop an EC strategic framework for the
security of information systems. The object is to identify user
requirements, the needs of suppliers and service providers and
to develop standardization, evaluation and certification and
technological and operational advances in the security of
information systems.®” It is stated that this action plan should
complement:

#,..evolving European and international standardization activ-
ities in this field.#3®

Many of the participants in the EC exercise also take part in the
work of the QECD Group. That group is likewise aware of the
activities taken within the Government of the United States to
secure common national standards in that country for
computer and communications security.®® So far, work within
the United States governmental agencies has been related
largely to the protection of national security or to meeting one
major element of security, viz confidentiality. But the National
Research Council report, referred to above, acknowledges that
United States prograrmmes:

#,..have paid [ittle attention 1o the other two major computer
security requirements, integrity {guarding against improper
data modificaticn and/or destruction) and availability (enabling
timely use of systems and the data they hold.” These
requirements are important to users of commercial systems.
Needed is guidance that is more wide-reaching and flexible
than that offered by the so-called Orange Book published by
the National Security Agency, and it should be guidance that
stimulates the production of mare robust trustworthy systems
at all levels of production.”*°

Accompanying these international, transnational and national
developments have been initiatives of governmental agencies
and academic scholars designed to isclate, in a theoretical and
practical way, the basic objectives to be secured for security
and the means of securing them.

One of the most important of the practical analyses studied at
the recent meeting of the OECD experts was that adopted by
MITI as its Computer Systems Security Standards, These
standards do not, as such, have legal force. But according to
a review of them they:

# ...could serve as a basis for procurement of IT product systems
by government organs or cooperations.”

The point made by the analyses of such Japanese standards is
that measures taken for the security of information systems to
date have largely concentrated cn protection against loss or
damage caused by natural disasters and by systems structures.
The rate of computer-related crime in fapan is low. Perhaps for
that reason, security awareness of systems managers is
described as generally low. The object of the MIT! standards
is to improve knowledge, to encourage a proper conceptua-
lization of the issue and to meet new chalfenges, such as those
presentad by computer viruses.

The first security standards were laid down by MITl in 1977,
They have been revised in 1984 and again in 1991, As well as
the general standards of MITI, there are particular standards
laid down in lapan by the Ministry of Posts and Telecommu-
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-~nal Police Agency, the Ministry of
thz ;igfr;i,dies. But tf?e MITI standards are of
eneral importance. They are o‘rganized into
s technical standards and operating standards.
: ard substantially to stimulate action which
hes of security. Obviously, prevention is

ble to the ex post provision of punishment c?f offenders

ra ‘e for those who suffer loss. However, uitimately, the

or renedies 10 provide for such criminal and civil redress. As
be provided by guidelines declared nationally,
ationally. In Japan, to deal with the illegal
m computer-aided offences, criminal
nd other laws were partly revised aqd enactgd from June
ana v, such reforms provide for punishment in tl_we case of
jiogat production and destruction of électromagnetic records;

pications,

reatest g
are put forw:

' wihd disruption of another party’s business through electronic

means; and property crimes. Such crimes are defined to include

. thefegal acquisiticn of profit by providing false data or illegal
: ;umandS to a camputer to produce forged records regarding

the acquisition of, or change of, property rights or by providing

‘e described forged data for a third party's clerical use. Two
© roposed crimes were excuded from this amendment to
" Japanese law and left for future study. They were:

- Begl acquisition and/or transfer of data processed and stored
'+ by mputers; and unauthorized use of a computer,

" STATE OF THE OECD PROJECT
- linfortunately, in its internal deliberations the OECD adopts a

pndple of strict confidentiality. Doubtless, this reflects the
bweaucratic mode in vogue at the time of its establishment,
the administrative tradition of some of its major European
paridpants or the desire to encourage frankness in what is an

" wtemsely practical international agency of very great utility. |

%ave capitulated in my personal efforts to reform this process,

 {heatened by the fact that, at least, the meny du jour displayed

e OECO efevators is na longer listed a5 “restricted” . Thare
thas been cther progress. For example, the present Expert

~Groug has 3 much more intensive participation of industry

presentatives who supplement and stimulate the contribu-
%ans offegal and governmental participants,
the foregoing reasons | am not authorized to set out, in
Bms, the present state of the draft guidelines being prepared
__:dﬂ;eOECD. When completed, and if adopted by the ICCP
b COUHC‘II, the guideiines will be published. | expect that
Wil ocaur in 1997
m‘:'t'h:fafi! 5 enough to say that the guidelines in their
tid esaTh follow S‘me;can.t{y the format of the Privacy
nd‘umety are accompanied by a substantial explanatory
b 0 elaborate their particular provisions. They are
) °¥ aa fumber of recitals which briefly elaborate the
7 e n mterpatlonal approach to this issue. They
\ Mmendations that steps be taken nationally to

Fe e ponciPles promulgated in them and internationally

" h“’”uoni_zah'on of the applicable rules.
07 security principles, which fie at the heart

§ 2

- Qiiidnlinag A .
Rintions a:d: e surrounded by a list of applicabie
E charter of steps that will be necessary to

falive cuttgmdeﬁnes, according to the iegal and
* abjec ures of the several countries of the OECD,
- Y83 are 1o be attained,

The information security principles are grounded, as most
earlier studies on the subject are, upon the need to ensure that
the information system respects the three identified chief
components of security. These are;

Availability, i.e. that the applicable data is present, accessible or
attainable and immediately capable of use for a purpose;
Confidentiality. i.e. that the data should not be made available
or disclosed to persons who are unauthorized to have access to
such data; and integrity, i.e. that the data has not been altered
or destroyed in any unautheorized manner.

This tripartite division of the concept of security in the context
of information systems is very well established in the
literature.** More recertly, however, a number of writers
have suggested that there are, in fact, further aspects which
must be incorporated into an effective information security
system. A further two criteria suggested by one notable expert
are said to be;

Authenticity, i.e. assuring the genuineness of the data; and
Utility, i.e. its usefulness once accessed *3

These endeavours to expand or redefine the essential concepts
of data security which fie at the heart of the guidelines are
continuing within the OECD Group. This basic work has not
been done elsewhere by any international inter-governmental
agency. As the work of the CECD is likely to be influential, it is
highly desirable that the core concepts should be got right
from the start. | do not overlock the fact that future
developments will certainly expand the understanding of the
netions of information security with the passage of time and
the development of new technological possibiities.

Four further core 'principles’ are struggling towards
acceptance. These are:

The awareness principle, ie, that means should be
readilyavailable for those entitled to be informed about the
existence and extent of the measures which have been put in
place for the security of information systems. This is
fundamental so that a person whose data is stored in the
system can elect whether the security provided for the
protection of values such as confidentiality and privacy (not
0 say intellectual property and other rights) are adequate for
that person’s gurposes;

The proportionality principle, i.e. that the measures for
security should be proportionate to the degree of reliance on
the data and the magnitude, possibility and implications of any
breaches of security. No completely secure system can be
devised. Even the best encryption codes can usually be broken.
The greatest periis are those of human error and failure, The
measures put in place should be progortional to the needs for
security, Such measures should keep in mind issues such as
cost effectiveness. An undue obsession with security for its
own sake should be avecided;

The frea flow principle, i.e. it is essential, in free societies, to
realize that measures for secrecy, restriction, and security are
necessarily in competition with the free-flow of information.
The legitimate entitlement of the community and of other
individuals to the benefits of free-flow must be balanced
against the claim of the government, corporations and
individuals to the enforcement of data security; and

The accountability principle, ie. that there should be an
identifiable person who is responsible for the enforcement of
the applicable security principles and accountable for deroga-
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other issues are un

: ey include: . o
n:sési);:b?ﬁty of promoting international harmonization
The

of technical sdministrative and other standards;

o ad clearly to allocate risks and liability;
o Then ide for jurisdictional tence in multi-
de for jurisdictional competence in multi

‘The need to provi
juddictional @ses; _
The need to provide for mutual assistance and improve-

ment of extradition laws for transborder crimes; and

need to provide penal measures for deliberate or
reckless interference in information systems.
'additbn to the consultations within .the group, _infor_mal
consultations are taking place within national admsm_stratlons
with national experts 5o that the final product will be the
that can be produced in the present state of the

ical at and of the perception of the problems
h need to be addressed. | am sure that Japanese interest
 a genuine concern to contribute to this process will find
;. through the distinguished Japanese team in the Expert
¥éroup, 1o reflect both their experience and their concerns. It is
e iant that this should be done. The experience with the
 Privacy Guidelines, both in Japan and in Australia
“démonstrates how influential such international guidelines can
‘for domestic law and policy-making.

der consideration for inclusion in the

NCLUSIONS

we i a need for a greater sense of urgency about the
of effective measures for the protection of the
wautity of all information systems, but especially of those
, processed, retrieved or transmitted by infocrmation
Yehnology. If the security of such systems is only as strong as
weakest links, it will be insufficient for each nation merely
embatk upon its own national laws and policies.

we live in the age of globalization. 1t is the challenge of
e coming generation to rescue the intellect and attitudes of
lmanity from the narmow parochialism of the past. Nothing
s will do when the technology which has sprung from the
of mar presents international problems which urgently
hand international selutions.

_QECD has, in the past, previded an important contribution
the dFVEIOD_ment of law and policy relevant to the age of
lcs. 1t s my hope, and expectation, that the present

; of the Expert Group on Information Systems will enjoy
MR3F SUccess,
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