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bn privacy law

he life of a working judge‘occasionally ‘takes him or
nfc; the realm of information privacy law. I suppose the
nteresting example I have struck arose when the

ey General for the United Kingdom appealed from an

of Justice Powell in the Supreme Court of New South
,féfusing an injunction to restrain the publication of
e_ﬁér Wright’s book of memoirs “Spyratcher”. Mr
Vrrl_it will be recalled, was a former member of the
sh Security Service. He set out to publish an émount of

: ial and allegedly secret information derived by him

g-his former relationship with the Crown as an officer

_‘"lservice. The issues raised by the case were numerous
e_:;:i;eport of the decision shows. See Attorney Geperal
!:ﬁ"[fn.ftea’ Kingdom v Aeinemann Publishers Australia Pry
ed.}

By special leave, the case went to the High Court of
alla where the decision of the Court of Appeal was
nﬂfd-z Eventually, in both Courts, the case was
(:ldl‘.not on the basis of information privacy law but upon
ba.%j_s that an Australian court would not enforce,

1'}_' or indirectly, the public law of secrecy in respect
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em';: .information imposed by the law of the United
. 6fficé.rs and former officers of its security
_ yet, on the way to that decision a number of

g byways of the law of secrets and confidences were

ob_v;_éuélf, it is not every day that a case of that
s up for decision. Some lawyers will go
their lives without any substantial practical
tc; 'the-’J;.ssues of information privacy. Perhaps 1
ave es¢aped its thrall but for a few chance events.
1975 I was appointed to chair the Australian Law
_(fomini__ssiun. This was a -new statutory authority
edby Federal Parliament to advise it on the reform,

and simplification of Federal laws in

1:9_76 . the Commission was asked by the Attorney

ﬁ--p:;ovide .a comprehensive report on the status of
_‘&:b"ﬁécftio_n -in Australia. This led to a major inquiry
d over "neaa_:ly seven years. The Commiésion was in the
£ the. inquiry when the Organization for Economic
a,tz.o.r; and. Development (OECD) in Paris established a
'perf-;- Group to draw up guidelines on the basic rules
béerved Ifor the protection of privacy in transborder
'lows_.' I was sent by the Australian government to serve
u_;stralian expert on that group. The work already

i the Australian Law Reform Commission was considered
hat optimistically at the time) to be sufficient to

¢ as an "expert".




_at the first meeting of the OECD Expert Group, I was

é],ac@d its Chairman.
7t did so between 1978 and 1980. Much

The group set about preparing its

quidelines.
: 'e‘iaaratory work had already been done in the Nordic Council
prepe

rising the countries of Scandinavia) and in the Council

(comP
"f purope. AS well, numerous high level reports had either
oL -

pean- completed or were in the course of completion in Canada,
. united Kingdom and the TUnited States and other

éaﬁntries. on the brink of 1984, there was a common concern
fn-'many of the OECD countries (representing the developed
,,-,;f]_d) about the erosion of privacy. That concern was
'a;('acerbated by the perceived capacity of new information
'téchnology to erode privacy and to undermine the practical
sn"feg'uards for confidences and secrets.

- Eventually the Expert Group presented its Guidelines.
=_'I;h_éy' were transmitted through the relevant OECD Committee to
heCouncil of the OECD, representing the twenty-four member
(:_oﬁntries. On 23 September 1980 the Council of the OECD
':'adopted a recommendation addressed to the twenty-four member
~countries that they bring their laws and practices intc line
: with the Guidelines.

. Somewhat belatedly, and after the most agonizing
-.ézéc;cess of negotiation with the States, the Commonwealth, on
behalf of Australia, announced in 1983, its acceptance of the
»;Guidelines. Australia was one of the last countries in the
OECD to agree in this way. All OECD countries have now
Bigl}ified their acceptance of the OECD principles. Those

Principles have influenced the development of legislation in

a i
4 Number of OECD countries, notably Australia, Japan and the




They have also led to modification of laws on
.privacy which had already been passed in other
JFurthermore, they have been adopted by a number

including multinational corporations, as
be observed in corporate information

They have therefore proved quite influential.
could be said about this law-making
Information technology itself, being
ictional, imposes upon domestic law-makers an
~to endeavour to achieve common or at least
wprinciples for their laws governing information
if commonality, or at least harmony, could not be

"the risks are presented that a cacophony of laws,

g'mir-lter—acting information systems, will present a
e for compliance. This, in turn, could result, in

either in the dominance of the laws of the

re are many problems nowadays, multijurisdictional
which require compatible or harmonious
caches” to lawmaking. Lawe on information technology

obvious example. But laws relating to

_o_gi( or to - international problems such as HIV/AIDS

--examples.  Our world is more closely interconnected

in mattexrs

,Bd)-ctional concern is unlikely to be achieved




high measure of interjurisdictional cooperation.
Fhout: -2

g true on the J.nternat:.onal stage, it is equally

g i
.wj.thm a federation, like Australia, where the Federal

bt fution mMay not afford the Federal parliament the
ROT: .
ant head of constitutional power with which to deal

¢ ﬁé-;lly and conceptually, with a new problem presented by

anging society.
linked by telecommunications) may present what

The advent of technology (such as

ruly nat:.onal, jndeed international, problems which were

plé.f.not conceived at the time the constitution was drawn

The common law, and statute law applicable in
aiia today developed over time to meet the social needs
énﬁed to succeeding generations. The primitive common
'rlgatected the privacy of the person, in the sense of the
an body, just as the law of any primitive legal system
" It soon extended to protect the immediate territory
cupied by the person. Later it developed an information
iumbra, protecting various aspects of reputation about the
cu}~ and the person’s secrets and confldences. But a
'éizne_l_nt common law protection of privacy, as such, did not
191) in Australia, anymore than in other common law
Zinlictions outside the United States of America. It has
mus “b_een for statute to fill gaps left by the deficient

dm?n law. Tt is here that the work of bodies such as the

CD can play a vital part. Where new problems are presented




££aT 'j_nt.ellectual leadership. It can do SO not so much by
oércive treaties but Dby useful guidelines which represent
'r.;;-.‘.tbest thinking of informed experts. such guidelines can
éli! to ensure consistent interjgrisdictional approaches to

coﬁnnon legal problems.
 In the field of information technology I believe that

{11 see more efforts such as are exampled in the QECD

we Wi

Guidel:.nes on Privacy. Indeed, in 1991, the OECD has

ablished a new Expert Group. 1t is working on guidelines

t’§<govern the security of information systems. Once again, I

pave been clected chairman of this Group. In the field of

data security principles the OECD is endeavouring to mark out

f;&;ﬁ:ﬁon rules of the road just as the OECD did earlier in the

in;‘.ormatlon privacy principles. ~ Any sound projection of

princ1ples for the future must be pased upon a solid
-uﬁderstand:.ng of where we are at present. This book is
-;s:.gned to provide that understanding. It does 8o by
copious reference to the appl:.cable common law decisions and
2 eleva.nt statutory provisions operating in Australia. ©Like a

'patchwork quilt, they cover part of the territory properly

'descnbed as "“information privacy law". That they do not
_fp;ov1de a comprehensive oOr conceptual cover for privacy
B concerns is, in part, the result of the common law system

~ itself and in part the product of the rapid advances in

-'if_lformation technology. Those advances have far outstripped
the capacity of law-making institutions to provide their

.‘80lutions.

The OECD Guidelines on Privacy are referred to in the
;  DPreamble to the Privacy Act 1988 (Cth).  They obviously

_'_?haPed the principles adopted by that act. But the Act had

y




y come into . force when the rrivacy Amendment Act

sed,designed to apply basic privacy protection to

,&:-arcal

1991 was pas

idual consumers in respect o©of information held about

1ndiV
by credit reference organisations and by creditor
them )

' in Australia. These recent legislative

: pr'oviders

,_.de.velopments are described in this book. They are put into
.;..1 ézbéer historical perspective. The need for further

ons of the principles and the likely developments in

. :_c_t_ensi

ransborder data flows are also described.

:h' 772 dynamic world of informatics

The lesson of the new OECD Expert Group is that future

s on the subject matter of this book can be expected. 5o

“dynamic is the technology of informatics that it is

impossible to write the last word on its legal regulation.
So pervasive is the new information technology that a society
'whj‘.ch ignores its social implications marches with eyes open

towards technological autocracy. As Jacques Ellul once

‘ gaid: “"The fact that it is & dictatorship of dossiers and
not of hobnail boots does not make it any less a

c_lictatorship". That is why this is an important book.

. Information privacy is a vital attribute of individual
‘liberty. It therefore deserves legal protection. It merits

the concern of lawyers, information technologists and all

o e g e

citizens.
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