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The rapid increase in transborder data flows (TBDF) has
created a number of legal problems of high complexity. Of
its nature, law tends to be related to a particular
territorial jurisdiction. TBDF is a glecbal phenomenon. It
mocks legal jurisdiction, defies its effectiveness and
challenges its capacity to keep pace with the range and

complexity of the problems presenting. Sometimes
international cooperation leads to the ‘"soft law" of
Guidelines, such as the influential OECD guidelines on
privacy and TBDF . Usually, however, little is done.

National laws are developed which are typically ineffective
te deal with multinational issues. Worse still they may be
inefficient. The need for harmonization and international
approaches is stressed. The urgent need for institutional
solutions is emphasized. This is illustrated by reference to
instances of TBDF crime,.
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THE PRIVACY PHENOMENON

I came to this issue in an unusual way. In 1975 I was
‘appointed the first Chairman of the Australian Law Reform
C;ﬁmission. That body was established by an Act of

Parliament to provide advice on the reform and modernisation

oéf Federal law. After a change of government in 1975, and
p;;suant to an election pledge, the new government asked the
d;;mission to study and report upon the need for legislation
'ﬁgﬂﬂpfotect privacy. Australia‘s highest Court had held in
'igéd that thers was no common law right to privacy
éﬁforceable in the courts. (Victoria Park Racing and

:Recreation Grounds Company Limited v The Federal Commissioner
@f- Taxation Cth Law Reports, 1934, vol 52, 9). The request

té examine  Aunstralia's laws on privacy made specific
;;ference to the new information technology and the special
-ﬁghgers presented to privacy by the advent of computers
ﬂli;ked by telecommunications.
. Coinciding with this project a number of national
épthorities and international agencies began proposing laws
ggx_guidelines for the defence of privacy in the age of
i;ﬁfqrmatics. The Nordic Council was amongst the first. A

Canadian report was extremely influential (Privacy and

Qémguters, 1972). Drawing on general statements of human
:Eléhts which included reference to individual privacy (sﬁch
:;firthe Universal Declaration of Human Rights, Art 12; the
: Pternational Covenant on Civil and Political Rights, Art

'17; and the European Convention on Human Rights, Art 8) the



Council of Europe in 1980 adopted a Convention for the

?thection of Individuals with regard to Automatic Processing

of ;:Personal Data. In an attempt to extend the developing

principles on privacy protection towards intercontinental

'aﬁplication, and record keeping in whatever form, the QOECD in

-paris in 1978 summoned an Expert Group to formulate

féuidelines. Because of the work I was doing in Australia on

the: development of national privacy principles, I was sent to

“this Expert Group as mny country’s representative. In due

course, I was elected Chairman of the Expert Group. It

‘.developed guidelines which in September 1980 were adopted by

»th Council of the OECD in the form of a recommendation to

.member States. Those States include the developed countries

of.- Western Europe, North 2America, Japan and Australasia.

After some delay, all member countries accepted the

fecommendation of the Council of the OECD. The Guidelines
therefore became a source of agreed action for the protection
éf privacy in the context of TBDF. They were not a binding
éonvention. But they have influenced <the development of
ational and subnational laws and policies, including in

Kystralia where the Privacy &ct 1988 schedules ‘"privacy

principles" which amount to an adaptation of the OECD
guidelines. In Canada, the Privacy Act, with the

éomplimentary Access to Information Act came into force on

1; July 1983 (SC 1980-81-82-83, C 111). The Privacy Act
affords rights to citizens and permanent residents to examine

cinformation . about themselves under the control of Federal




“institutions. It replaced and expanded provisions in the

géﬂadian Human Rights Act. The Privagy Act embodies the
‘eight OECD principles. Those principles have also been
adopted in Canada by private sector organisations.
o The motivation for the preparation of the OQECD
guidelines was complex. Preparing quasi legal norms has not
been a feature of the operations of the OECD. But with the
réﬁid development of national and subnational laws for the
.'_fifﬁtection of privacy, operating on the technological
: éhenomenon of informatics (and specifically TBDF) it became
rﬁpparent by the nid-1970s that a lack of consistency of
approach would have adverse  economic and social
consequences. Striving ¢to comply with different national
.laws 1in respect of data flows passing through (or accessible
ih) multiple jurisdictions might be impossible.
Alternatively, it could lead to inefficiencies and
= _iphibitions on the desirable flow of data or bureaucratic
L ﬁ;éhinery designed to reconcile the incompatible legal
_qbligétions of data carriers and users. 1In this way it was
: Fpﬁught that, if a general legal regime confirming basic
};;Qﬁidelines, could be laid down, and followed in national and

-subnational laws and policies, the inefficiencies of at least

',gross incoﬁsistency 0of regulation could be avoided. At the

. same time the basic right to privacy could be upheld in
 -multip1e jurisdictions, notwithstanding <the international
'r__nature of the technology from which the danger to privacy

could sometimes arise.




. It is in this way that a practising judge, at home in

the. daily problems of the courts became involved in the

féchnology of informatics (the marriage of computers and

.félecommunications) and the intricacies of legal regulation

~of.. TBDF. An ingight into the difficulties, and the urgent

;necessity of . protecting the wvalue of the privacy in TBDF,

fakes the rational mind to a consideration of other legal

' apd social problems that present from this phenomenon. It

gfaises the fundamental gquestion of what organisation will

 ;Eake initiatives similar to that which the OECD took in

j?stablishing guidelines for the protection of privacy. At a

;time when it is commonplace to boast of the triumph of the

‘rule of law, it is a hollow boast if the law proves itself

Z}incompetent to tackle the myriad of problems presenting from

ia . source which is at once highly technological in nature and

:global in impact.

' TRANSBORDER DATA FLOWS
3 TBDF may be broadly defined as the transfer of

‘computerised data across national borders. {(Vrije Univ,

1989: 3). The data transferred by TBDF may be scientific,

1'ebonomic, technical or personal. The media may be ordinary

o text on microfilm, punched cards or computer listings

fﬁtransmitted by ordinary mail. It may be in "machine readable

i form", such as the diskette upon which the hard copy of ﬁhis

ﬁ'paper was sSent by mail to Canada. But it will generally be

© computerised data. This represents by far the greatest

source of TBDF. Such data may be transmitted from a terminal




a a computer system as part of an international network.
Tﬁe. data are then processed in the sfstem and sent back to
the terminal. The data may be stored on line in a network
directly accessible to anyone with a key to enter the
ugfstem. It may be transported through telephone lines,
éﬁecific data ﬂetworks, by satellite etc. '

International transfer of data can take various forms.
(yrije Univ; 1989; 3). It may be in the form of nen-market
jflows, such as the domestic data passing through the computer
ﬁetwork of a multinational corporation. It may pass through
frarket flows, such as a commercial flow arising from access
to foreign data banks or a foreign data processing bureau.
It may be related to international transactions such as
Jélectronic transfer of funds (EFT). Then there are data
flows within a'closed user group., Member banks, for example,
use the SWIFT network. They pay a fixed price for every
message. Access to the network 1is 1limited to members.
Finally there are operational flows including international
“transfer of software or déta. These include the
finternational remote mainténance of a system or the use of a
‘backup system located abroad as security against accidents,
terrorism, wviruses or other sources of the vulnerability of
informatics systems. Very many services today depend upon
the internaticnal transfer of data. The most obvious cases
are seen in the industries built on insurance, air transpprt,
credit facilities and  tourism. Modern international

corporations could not operate without TBDF.




Increasingly large quantities of data flow acrodss
borders in the course of trade and industry. A recognition
of this fact, and its obvious implications for the protectioﬁ
of privacy and the effectiveness of local laws to that end,
led to early legislation designed, by licensing, to control

the transfer of personal data on local citizens for automatic

processing abroad. This was the effect of the Swedish Data

Act of 1973. The idea was scon seized upon as a means, less
for the protectionnﬁf the human rights of local citizens than
for protection of local industry. Hence the policy.developed
- by the Brazilian government on TBDF. It was the fear that
local regulation, ostensibly for privacy protection, would,
in truth, be enacteq for purposes of economic protectionism,
that led to the initiative of the OQECD establishing the
expert group which developed its Privacy Guidelines. The
spectre was presented that the economically beneficial flow '
of data across national boundaries might be impeded
unnecessarily and requlated inefficiently producing a
cacophony of laws which did little to advance human rights
but much to interfere in the free flow of information and
ideas.

In the development of the OECD Guidelines there was
something of a tension between the viewpoints of the
countriegs of Europe (with which Canada was more closely
associated) and that of the United States of America. The

continental countries of Europe had, within living memory,

seen the misuse of files of personal data kept in hard copy




fdém in folders. There was therefore a sensitivity to the
éractical. necessity of protecting privacy and the imperative
leigation to do so even in the case of a new technology
wﬁich might kéep and process the data outside the
'&risdiction but provide for its retrieval within the
1jﬁtiédiction. On the other hand, the United States, nurtured
,i; the attitude to the free flow of information guaranteed by
Lﬁie First Amendment to iﬁs Constitution, urged the primaqy of
Ltﬁe value of free data flows and the need to avoid
inhibitions wupon them. It was perhaps only

that the economic interests of +the United

as dominant in the technology of informatics, also

 favoured free flows; whereas the infant industries of Eurocope
ﬁight be advantaged by local regulation.

The OECD Guidelines contain, at their core, eight basic
principles to govern the protection of personal data in

TBDF. these are:

3

The collection limitation principle: data
should be obtained lawfully and fairly:;

The data quality principle: data should be
relevant to their purposes, accurate, complete
and up to date;

The  purpose specification principle: the
identification of the purposes for which data
will be used and destruction of the data if no
longer necessary to serve that purpose;

The use limitation principle: use for purposes



othei than those - specified is authorized only
with consent of the data subject or by authority
of law;

The security safequard principle: procedures to
guard against loss, corruption, destruction ox
misuse of data should be established;

The openness principle: it should be possible
to acquire information about +the collection,
storage and use of personal data systems;

The individual participation principle: the
data subject normally has a right of access and
to challenge data relating to him or her; and
The accountability principle: a data controller
should be designated and accountable for
complying with the measures to give effect to

the principles.

‘However, the OECD Guidelines also contain principles of

versonal data. By para 16, they were to take all reasonable
“teps and appropriate steps to ensure that TBDF of personal
&;ta, including in transit, are "uninterrupted and secure".
imits on the restriction of TBDF were accepted by para.l7.
rﬂy para 18, member States of the OECD were pledged to avoid
deveioping laws, policies and practises "in the name of the

rotection of privacy and individual liberties which would




créaﬁé  obstacles to [TBDF] of personal data that would exceed
fequiréments for such protection".

:“.The "OECD has not rested on its laurels in this field

its work has been so influential. In 1985 a
Deélaration on Transborder Data Flows was accepted. By it,
’ﬁé"member. countries of the OECD acknowledged the importance
é;mffee TBDF both for countries and for trading enterprises.
Tﬁé: genéral principle of the ffee flow of information, the
bpeﬁnessi of policies on TBDF and the desirability of
:érmonizing national approaches were alsc accepted. In 1988,
the ;_OECD-' established a Commission for  Computerised
-%ﬁférmétion and Privacy. It envisages revision of the
:guidelings in 1990. The advance of the technology of

nfq#natiéé has made some of the provisions of the 1380 OECD

Ghi@elineé questionable, or at least needing of

consideration. The purpose specification principle, for

éxample, ~ may  nowadays be readily circumvented by

ééhnoiogidal developments which permit searching of data for

'deﬁtifigrs which were not specifically considered at the
timg_;whén the data was originally collected. It is in this
waji thafu it is essential, in developing guidelines (still
© more legislation) to deal with infermation technology issues,
to - kgeé ‘pace with the technological developments which
COnstaﬁflf--enhance and change in relevant ways the capacity
qf the tebhnology.

VULNERABILITY OF FINANCIAL INFORMATION

. Privacy protection is but one concern presented to our




_ébcieties by the advance of informatics. Another was

‘considered at an expert meeting held in Toronto in February

'1590 under the auspices of a number of international banks,

grought together by the Royal Bank of Canada. The experts

examined the problems presented by the manipulation of

:information ‘systems, sometimes with fraudulent intent,

‘sometimes without intent to secure personal gain but with

;ieckless indifference to the consequence of the conduct

involved. A feature of the manipulation of TBDF has been the

“enormous damage that can be decne, especially by the

ntroduction of computer viruses. Cases include:

The case of Robert T Morris Jr who introduced a

"worm" into information systems with

consequences involving financial losses to those

affected estimated to amount to $USY97 million,

Some observers had condoned the activities of a

brilliant student who demonstrated the

inadequacy of computer security for protecting

the data. Others regarded the conduct as

seriously antisocial, requiring deterrent
punishments and civil 1liability laws to make
intrusions less attractive and to spread the

burden of the losses caused by them. Mr Morris

was convicted under the Computer Fraud and Abuse
Act {(US); and
In late 1989, thousands of personal computer

diskettes were distributed, ostensibly with data




about the AIDS virus. These diskettes contained
a very serious “"Trojan Horse", It disabled
information systems into  which they were
inserted,  allegedly for the purpose of
extracting an extortion for the retrieval of the
otherwise. lost data. The alleged perpetratof of
the offence was arrested in Cleveland (USA) on a
warrant issued in London, England from where
most of the diskettes were posted world-wide
(although not +to the United States and Canada).
The diskettes were allegedly distributed for a
Panama registered company . Although not
involving international financial information
directly, the case neatly illustrated the
interjuris&ictional character of many

information offences today.

There are many other cases which illustrate the
inadequacies of substantive law to cope with new problems
presented - by information technology. One of the most notable
is a decision of the English House of Lords in The Queen v
Gold (All England Law Reports: 1988: vol 2, 186). An
accused had secured access to data bases by using another
person’s access code and password. He was prosecuted for
forgery under an English Act of 1981, It was necessary to
show +that the accused had made a false "instrument”. That

word was defined to mean (amongst other things) "any disc,

tape, sound track or other device on or in which information




ffrecorded or stored by mechanical, electronic or other

fméans ..+". The prosecution argued that the false instrument
 §&; - the  buffer in the computer containing the false
'iﬁformation while it was being checked. The English courts
:aiéégreed. They were scathing of the "Procrustean attempt to

;fdrce these facts into the language of an Act not designed to

fit them" (Lord Lane CJ). The judges urged that, if new
3iégislation were to cover computers, it would need to "be
b;tter targeted". There are many like cases which illustrate
;iﬂe difficulty of applying the words of the common law or of
'éﬁatutes to new problems presented by information
'féchnology. Where those problems have the international

character of TBDF, _they are rendered even more difficult of

‘éalution.

. At the Toronto conference on the vulnerability of
.Tinternational flows of financial information, it was
récognised that even if deficiencies of substantive 1law
f@efinitions could be overcome, there are other practical

.problems in securing cooperation of law enforcement and

’ tprivate sector agencies over jurisdictional borders. The

.,participants urged:

: f*f The need for the pooling of information on
incidents and losses in order to disclose
patterns of frandulent transactions by repeat
of fenders;

The need for heightened cooperation in police

and other training, including in specialised




colleges in several jurisdictions;

The . need to recruit and pay at an appropriate

level highly skilled police and  other

investigators to assist in the detection and
prosecution of offenders having connection with
a number of jurisdictions;

The need to secure cooperation between common
carriers and agencies providing
telecommunication services and police and, if
necessary, changes to the law, to permit (under
appropriate conditions of confidentiality) the
monitoring of electronic transactions to detect
"hackers" and other persons engaged in
information offences;

The need to enhance formal and informal
cooperation between law enforcement and like
agencies across jurisdictional borders; and

The need to reform the law to increase the power
of investigating agencies to cope with new
problems presented by interjurisdictional

offences.

Any study of these issues requires consideration of the
national Jlaws that have been passed in an attempt to cope
with manipulation of TBDF of financial data with connection
with a number of jurisdictions, including one‘’s own. These

include:




The need for the passage of "long-arm statutes"

with purported extra territorial operation of

one State’s law in another legal jurisdiction;

The negotiation of extradition treaties
providing for the return of accused persons for
trial on a wider range of offences and on new

principles of mutuality and reciprocity;

The enlargement of formal and informal exchanges
between law enforcement and like agencies;
The negotiation of bilateral treaties to deal
with particular offences; and

The reduction of disparities of new laws by the
development of international guidelines designed
to promote the harmonization of the expression

of new data offences.

The Toronto meeting laid emphasis upon the need for new

hitiatives, along the lines of the OECD Privacy Guidelines,
;b- promote the harmonization of principles upon which future
idomestic laws for the protection of vulnerable TBDF of
Vﬁinancial data could be modelled. A number of thé
barticipants thought that the OECD would be the most suitable
. for intercontinental work of this character, relevant
to the major players in the international data flows of
VEVulnerable financial information. It may be hoped that the
COECD  will respond to repeated suggestions of this kind. A
sign of hope that it may do so is the expression of personal

*Qpinion by a senior and highly experienced officer of the




OECD:--(Dr H P Gassmann) that "the OECD could ... be more used
:O; rule-making”. (Gassman: NY: 1990: 6). Whilst
éméﬁasising that this was a personal view, Dr Gassman
q;;ﬁainly reflects opinions which were expressed at the
mj:ting in Toronto and elsewhere. Unless an initiative is
aken somewhere, the result is that nothing gets done. This
reveals a major institutional gap in the strategy of

dressing the problems throwﬁ up by informatics and,

gérticularly, by TBDF.

OTHER ISSUES

There are many other issues of a legal character

Eéesented by TBDF. Amongst the most urgent is the need for a

new international regime to protect intellectual property in

pﬁé context of informatics. Traditionally, intellectual
!proéerty law was developed to provide protection to the
medium rather than to the content of valuable information.
not possible to patent or copyright an abstract idea.
attached to ‘“inventions". Copyright attached to an

The law of confidence and the law of

The problem posed by information technology is that
(and therefore information) have now become liberafed
physical objects. Thus it has become possible,

to read the text of a book wifhout

purchasing the book or even copying the text., Information




technology has, in this way, made information, as such, a

véluable commodity. The guestion now posed is whether the
-oidf methods of protecting intellectual property are still apt
'm;ans for achieving the appropriate social balance between
ihVentors and users of information based systems in the age
of TBDF.  An added difficulty is provided by the fact that
information produced in one country may be reproduced in
;phemeral form in another. Unless arrangements can be made
,;ﬁo recompense the original author in some way, the
7;intellectual property in the idea will go unrewarded.

The recognition of +this problem has led to the
establishment of committees in UNESCO and in the World
}fﬁntellectual Property Organization {(WIPO). The OECD has also
;taken certain initiatives +to examine issues of intellectual
property law in the context of TBDF. Some local laws have
been enacted, including in my own country (Stern: 1986:
333; Brazil: 1987: 12). However, these have largely been
Stop-gap measures. They leave unanswered, particularly on
¢ the international stage, +the more fundamental question of
i whether a more radical and novel approach is required for the
- protection of intellectual property interests because of the
capacity of informatics and TBDF to divorce the medium and
J-the message.

This is the fundamental question which an OECD paper
has raised about the impact of TBDF on intellectual property
law., (OECD, The Information Ecopomy: 1987: 16). That paper

said that the present 1legal approach may be "throwing up




TBDF . all
mind - and
remains for
ﬁhe past.
anaesthetic

performance.

nternational

£ . old legal

" other issues

ﬁ'rious obstacles to the dissemination of information or to

trade and information, computer  and

‘communication services“. The need to avoid the "mind-lock"

approaches is presented by the phenomena of
too often technology rushes ahead. The human
oﬁe might say the legal mind in pérticular -
a decade, or more, captive to the technology of
There is nothing new in this. Surgery before
depended upon the speed of +the surgeon’s

It was by such speed that the surgeon’s skill

Gas measured. It took more than a decade after the
introduction of anaesthesia as a regular feature of operative
practice, for a change 1in such a time-honoured approach to
the professional task.

If <the OECD, or some other international agency might
be expected to £ill the "regulatory vacuum" on matters such
as the impact of instantanecus TBDF on contract law, on the
law of international insurance, on intellectual property law

and on international vulnerability and data crimes, there are

which  appear to lack any conceivable

institutional venue. These include the relevance of TBDF to

- interactive freedom of information laws, to the proof of

matters in courts of law and tribunals by computer generated

evidence and even to the principles of conflicts of laws.

Those principles are accurately presented by the
phenomenon of TBDF. An electronic message may be generated
in country A. It may be switched in countries B and C. It



ay . transit countries E, F, G and H. It may then be

in countries I and J, stored in country K and

entities residing in and operating in other

Which law

ountries. Whose law applies to such TBDFs?

applies to data processing carried out by a computer on an

ffiting satellite?

The QECD Guidelines on privacy urged that member

Following that well meaning but somewhat ineffectual

nothing much has been done to clarify the applicable

international law principles as they concern TBDF.

rhere is the Hague Conference on Private International Law.

 §£% it tends to specialise in conflict of law problems

.appiicable to international sales of goods. The more

-cohceptual issue of developing an effective international

gal regime to determine the law, c¢ivil and c<riminal,

apblicable to such movements of data, remains for the future.

THE INSTITUTIONAL ISSUE

The advent of informatics and TBDF has produced an -

';éxtraordinary revolution with enormous implications for the

conomies of every country. But also for world peace,

‘interdependence and security. In 1985, before perestroika

;and- glasnost arrived in the Soviet Union, the United States

ecretary of State, Mr George Schultz, in a speech to the

"National Academy of Sciences, said:




E"The free flow of information is inherently
- compatible with our political system and

values. The Communist States, in contrast, fear
this information explosion perhaps more than
they fear Western military strength. If

- knowledge is power, then the communications
revolution threatens to undermine their most

important monopoly ... their effort to stifle
their peoples’ information, thought and
independence of judgment. Totalitarian

societies face a dilemma: either they try to
stifle  these technologies and thereby fall
further behind in the new industrial revolution
or else they permit these technologies and see
their totalitarian control inevitably ercded."
(G Schultz: 1985, in Gassman: Ohio: 1.)

is the reason why, until recently, photocopiers in the

Union

were locked up, why direct dialling was

outside their beleaguered lands through telecommunications,

fécsimile and, increasingly, interactive computers. The

But a visitor from Mars would not believe the sheocking
of the institutional and legal issues presented by
Here comes an amazing technology of enoxmous potential
‘“Eh so many ways and the world has seen it happen without
developing, in the twenty-five years of the advance, any
f§ffective global institutional responses. True, the QECD has

. done some valuable work. There have been useful national




énéuiries on particular. subjects. Private institufions and
ﬁhiversities have done useful research. But a coherent
 déctrine of TBDF law and policy has simply not developed. It
’igéramazing to me that such a valuable economic commodity has
) nﬁ; ‘produced its own servicing institutions; if only to
rréduce the inefficiencies which will result from the failure

 1£.;A develop internationally accepted principles. The

:cansequence will be either the chaos of a multitude of voices
“éééaking to a truly intercontinental phenomencn; or a
f;ilure to act with the consequent érosion of important and
‘ﬂitherto protected rights; or the over-reach of the law of
he - information powerful countries to govern the rights and
ahties of those in the information poor.
We are 1living through a time'which, in many ways, has
*hépeful portents for individual liberty and economic
: §%ogress. But it is not much use boasting about the final

.ascendency of the rule of law if, in the face of an expanding

international technology of the greatest importance, our law

is out of date, irrelevant, inapplicable oxr, worse still,

”éi;ent. In that realm of inadequate law or of lawlessness,.
1gthe law of the jungle is substituted for rational rules of
’;international application. An international technology
"wéhould be better served by international institutions and

" “international rules of the road. What is needed is quite

_Simple. In the face of the phenomenon of TBEDF we need well

“funded private sector research and investigation to stimulate

Jche development of basic rules which may be accepted by




iﬁfefnational agencies and national governments. We also
eé&y:a new initiative by international bodies addressing the

ﬁani; legal issues posed by TBDF. The OECD Guidelines on

vacy showed the way. It is a pity that the momentum built

"lin that most practical of international agencies in 1980

~laost. It is to be hoped that the momentum can be
ekindled both in the OECD and in other agencies with
réfévant missions. Sensitivity to human rights and to the
wnééds of developing countries is imperative. But for those
*ﬁ;;mpressed by humanitarian concerns, the sheer inefficiency
’QéL?regulating an international techneology by a multitude of
Jdiferse national laws should afford a sufficient spectre to
-Q?omote international cooperation and effective institutional

;ré5ponses. In a way that transcends technological issues,

this is a fundamental question posed for all of our countries

by this meeting of INTER COMM 90.
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