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OUTLINE

Computerisation of EAustralian society continues gpace. Computers bring in
their train & number of important problems for- the pfptection of personal rights. It is not
possible in a brief essay to explore every legal consequence of so dynamic and pervasive a
technology. Those that are explored must be dealt with superficially. Modest aims are in
order. They include:

* A brief deseription of the advance of the computerisation of Australian society.

* An identification of some of the chief topics relevant for personal rights
consequent upon this expansion. These include the impact of the new technology on
employment, the creation of a more vulnerable society, and its impaet on national
security and defence, on national language and on culture and individual liberties
ineluding privacy. o o

* The effect of computerisation on the pri{lacy of individuals must be dealt with, for
this is a matter of universael concern. Iq Australia it is a topie that has been
committed for report to the Federal Parliament by the Australien Law Reform’
Commission. Numerous_state inquiries are also under way. These inquiries are at an
advan_(_:ed-stage. Legislation for data protection and, data secdpity can be expected
in Australia. Such legislation will be drawn against a background of national and
international moves to deal with the balance that must be struck between the free
flow of information between computers and the proper defenece of individual
liberties.




* Another project which is before the Lew Reform Commission relates to the impact
of computers on the law of evidence gs it is applied in' F ederal and Territorial
courts in Australia. Australia follows the common law tradition of the continuous
orgl trigl. The sgdvent of the computer, and especially computer generated
documentary evidence, calis into fundamental question the faith of the trial system
in orgl testimony to the exclusion of heersey meterial and much docuinentary
evidence. Some legislative adjustment has slready been schieved in Australia. The
problem of coping with ecomputer evidence, in é'way that is sensitive to the rights
of persons to test and challenge that evidence, is not confined to the eriminal trial.
It affects persongl rights in both- eriminal and eivil litigation. It is under active
consideration by the Australian Law Reform Commission and proposals for refarm
to cope with computer evidence have lately been made.!

* Finally, there is the potential impact of the eomputer on the current professionat
operations of the lawyers of Australia. To some extent, the computer will help: in

" the retrieval of legal information and in routine tasks. But a danger is identified in
the capacity of computers to assume, in an administrative fashion, much of the
work of land tifle conveyan'cing which is ‘the staple of the legal profession of

.Aﬁétr'alia and ﬁrovides about 50% of its fee income. The removal or significant
reduction of this field of -activity may have implications for the future work of the
legal profession in Australia. Above ali, it may have an effect on the distribution of
the legal profession in all parts of the Australian continent, Because the view is
taken that a well distributed and relatively prosperous legal profession is important
for ‘the protection of liberties and for the defence of the individual, this
'c}e_:\{elbpmeni is one which, having been brought to notice, will have to be watched.

In 1873 Mr. Colin Tapper in his experimental text, Computers and the Law?2,

declared that 'the invention of the computer is the greatest contribution to the guality of
human life sinee the development of language.3 An appreciation of the varietly and
complexity of the legal problems‘posed by this technology has convinced many legal
observers in Australia of the need for extensive and rapid iaw reform to facilitaie &
'timely response' to the new téchnology.

-COMPUTERS IN AUSTRALIA

Any commentator, seeking to estimate or describe the change-over to
ecomputing technology in Australia, will soon come up against the absence of
comprehensive and reliable statistical data on the subject.? A recently published report
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suggested that as in other developed economies, so in Australia, a fourt_h sector, the
“information industry’, is developing rapidly, It has been estimated that in Auvstralia
computers sre already part of an industry with an annual turnover of $1500 million a year,
This sum comprises an estimated $400 million a year i:n imports and the salaries of
approximately 77,000 employees, now estimated as employed in the computer and
‘associated industries in Australia.5 Over 11,000 computers ere said to be in use-in this
country, most of them small and medium-scale systemé imported and installed since 1370,

The Committee of Inquiry into Technologicel Change in Alistralia commissioned
a comprehensive review cmlcerni-ng the extent of the computerisation of Australian
society. The review was conducted by the Australian Bureau of Statistics. Its results are
found in the 1980 report of the Committee. It found that more than three-quarters of
large-type enterprises introduced a technological change of at lesst one type during the
survey period. The majority of large-type enterprises (60%) introduced -computer
equipment for the first time or upgraded previous computer equipment. Ado'ption- of
computerisation in small enterprises ‘was less significant, fewer than one in 20 small
enterprises (4.6%) introduced new or different computer equipment over the three year
period of the survey.B With respect to a special survey of local government authorities
it was found that about half (48%) had introduced computers in the interval studied. The
growth in this sector was described as 'rapid'."" Other sectors show compsrable rapid

absorption of automat_gﬁfinf ormation systems.

Apart from statlistieal data to measure the extent and pace of computerisation,
every one of us can see the way in which computers are taking over routine jobs: handling
reservations at the airline terminal, running accounts in the bank, taking eare of records
in the hospital and handling the cash flow in shops, to name but & few.B During the
1880s the most remerkable advanees in information ‘technology were in two aress. The
first involved the repid extension- of minfalure technology by the development of the
so~called 'microchip": integrated circuits containing ever-expanding components reduced
to a tiny wafer of crystal silicon by procedures of phota—reduction.g The second was the:
extensive linkage of computers by telecommunications, permitting vastly increased
storage of information, ever-speedier retrieval, processing and mansgement of data and
transmission of messages over vast distances at éﬁer—diminishing costs, 10 The
exponential growth of the transmission of data over local and national boundaries has now
captured the urgent attention of home governments and, more recently, of & number of
international organisations, because of the legal, economic and political implications of
what is happening.



e The marriage of .computers and telecommunicatidns_expands still further the
social impact of the computer. The new information technology comprises the aggregation
of compﬁters, telecommunications and word processing developments. The great
technological changes of the beginning of the 20th century were development of the .
automobile, aviation and enefgy industries. As the c.entury closes, the pervasive industry .
is that of informatics. Its iimpact on the law will be no less, and in all probability far.
greater, than that of its forerunners, for the law is itself overwhelmingly dependent on

information.

RECURRING ISSUES

The implications of the so-celled 'informatisation' of society have been explored
by mejor reports in a number of Western countries.ll Additionally, international

" conferences have been summoned to identify for the Western countries which are rapidly

accepting computerisation, the issues which poliey-makers and lawmakers must address..
In France, in September 1979, an internationsl conference identified & number of
implications of computerisation relevant for Australis. They included the effect of the
new technology on employment; the greater vulnerability of the eomputerised society to
terrorism and erime; the impact of the new technology on national security and defence;
tﬁe effect of the technology on national language and culture and the consequences of the
technology for individugliberties, including privacy.!2

More recently, in October 1980, a High Level Conference of the OECD
exarined the same issues and identified a number of others: the imgplications of new
information technology for the survival of the State monopoly in telecommunications, and
for-international co-operation, including with developing countries, where computerisation
has scarcely yet penetrated.d3 A sugpestion is now under consideration for the
establishment by the OECD of an expert study of the legal implications of information
technology which is internationsl, instantaneous and pervasive. Among topies to which
sueh & study would address its attention are the identificaﬁon of a conflict of laws regime
to epply a given domestic law to transactions which involve two or more countries and are
virtually instantaneous; the establishment of legal rules for computer crime having an
international component; the establishment of data bases to supply relevant domestic law
on chosen topies of likely international concern, and the development of new rules on
intellectual property which will adequately compensate innovators, whilst facilitating the
flow of information, particulaerly technological information, to other countries.




-5~

Although all of these tOpi(;S are worthy of study, it is not possible to survey
them all in this paper. In order of impertance and urgeney, there must be included concern
about the effect of computer technology on levels of employment and alienation of those
in work. There must also be included the effect of informatics on the vulnerability of
society, These features require attention by Australian lawmeakers. The introduction of &
technology which reduces the need for routine labour clearly has important implications
for the availability of employment. This may be especially so fn Australia, because of our
heavy dependence upon imported computing equipment and programs.l4 At least for a
time, routine jobs will be destroyed more rapidly than new jobs are créate‘d.. Mareover, the
new jobs may arise in different places and require different skills, sd that displaced
workers may not be readily re-employed. These are not problems for economists and
politicians eonly., A society in which there is & permanent, steady core of ﬁnemployed,
dependent on social security payments, may produce social disruption that reguires urgent
‘legal -attention. A recent Swedish Government report has peinted to the increased
vulnerability of a eomputeriseg society, more susceptible to great damage as a result of
tercorism, industrial action or simple accidents. disrupting the inter-connections between
data bases transmitting information vital to the geonomy and orderly life.l5.There is
little doubt that this increased vulnerability gives rise to calls for new laws containing
incregsed coercive powers for the protection of society agminst the risk of widespread
damage. The special balance struck between law enforcement and individual liberty in
~ Australia will undoubtedly come under challenge as a result of the perceived risks that
will arise from the impact of computers on employmeht and the vulnerability 'of society.
However important these developments may prove to be in the future, it is intended to ~
devote the balance of this paper to a number of areas of curvent or proposed law reform
activities, where the intreduction of the computer has already demonstrated the need for
new laws or the modification of laws developed before _corhputerisation.. The paper will
close with some cautionary observations concerning the possible implications of the new
information technology for the independent —lega.l profession, which .has traditionally
played a vital part in the defence and protection of the individual.

COMPUTERS AND PRIVACY

Computerisation of records and the nev;v'information technology in aggregate do
not glone explain eontemporary concerns about individual privacy. Related technologies
gre relevant, including the capacity of optical and listening devices to intrude,
unsuspected, upon the conduet of the individual believed to be privatel® and the
capecity of the publishing and broadessting media to intrude unfairly into the private life
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of the individual.l? As well, quite apart from technology, concern -about privacy has
been voiced as & result of the inereasing powers of entry, search and seizure permitted to
a proliferating number of ‘government official and agencies. New -business practices, such
as direct marketing; door-to-door -canvassing -and the like, also diminish privacy in the
more traditional, territorial sense of that word.18

The first inquiries, which looked &t the notion of" pr‘ivacy‘as affected by the
computérisation of personal data, did not consider thet any new or special problems arose
requiring immediate legal attention.!9 Clearly damaging personsl data -can be kept in a
notebook or otherwise in non-computerised form. If used at e critical time, it can do great
harm to the individual, possibly without justification. Conceding the dangers of old
information practices, it is now generally recognised that the new technology itself has
special features which pose dangers to individual ‘privecy end therefore warrant legal
respofrse«; to protect the individual. The coneern about the diminution. of individﬁal privaey
is the result of the perceived ability of cdmputer and linked technology to-reduce the
contral which the individual has over the way others are perceiving him on the besis of
personal information sbout him. From a primitive interest to defend the individual's
person, through the interest to protect the territory and property immediately surrounding
him, the coneern of the law to defend individusl privacy today is addressed to the
‘information penumbra’ concerning the subjeet, on the basis of which.he may -be perceived
by others and, relying upon which, decisions may be made vitally affecting him.20

The features of eomputerised personal information which attract concern have
been listed in numerous studies of the topic. They include the capacity of computers to
store vastly increased amounts of information, to retrieve it at ever -diminishing cost and
ever inereasing speed, and to provide linkages, including for- the production of personal
profiles, much of this new techndlogy being in the hands of* & .relatively new occupational
group, much of it inacecessible to the ordinary individusl, and some prone to centralisation
of control and elso to international development in & world wide technology.

The recognition of these features of computer technology has led, during the
past decade, to a series of laws designed to protect the individual and to facilitate his
“assertion of certain rights in respect of personel information about himself. The
enactment of these laws began in Germany and Sweden. They spread to North America.
They have now been adopted in a majority of West European countries.2l In Australia, &
number of the law reform agencies have been asked to consider the adoption of similar
laws. The Australian Law Reform Commission has published discussion pepers reviewing




the need for new Commonwealth laws.22' The Law Reform Commission of Western
Austrelia and the Statute Law Revision Committee of the Vietorien Parliament have
current projects on privacy law. The Law Reform Committee of South Australia recently
delivered a report on Data Protection. All of these inquiries are working in close contact
with each other and with colleagues in most of the other Australian jurisdictions. The very
technology being considered creates special inter-jurisdictional problems, necessitating
close co-operation between neighbouring jurisdietions, if the proposed privacy laws are to
be effective. The growth of -trans border data flows and the capacity of the new
technolegy to eircumvent or frustrate domestic laws on data protection and data security
led to moves after 1971 to establish an international regime which would at the one time
ensure safeguards for individual privacy .and ‘would also limit undue interruptions to the

free flow of data, including personal data, between nations.

The international effort to provide a -framework for-local laws. on data
pmteétion and deta security of greatest immediate concern to-Australia is that of the
Organisation for Economic Co-operation and Development (CECD). Australia is & member
of the OECD. Between 1378 and 1979 an Expert Group was established' with & mandate to
'develop guidelines on basic rples'gov‘erning trans border flows and the protection of
personal data and privacy, in order to facilitate & hermonisation of national legislation,
without précluding the establishment of an International Convention et a later dater. 28
" In September 1980, the QECD Council adopted a recommendation commending to member
countries the Guidelir;es developed by the Expert Group.24 Member countries were
urged to take the Guidelines into account 'in their domestic legislation', to 'endeavour to
remove or avoid creating unjustifiable obstacles to trans border flows of personal data’
" and to 'eo-operate in the implementation of the Guidelines'. Nineteen of the 24 countries
of the OECD have sdhered to the recommendations; although Australia Vhas reserved its
position to permit consultation between the Commonweslth and the States. In terms, the
OECD Guidelines are not limited to the privacy implications of computerised data. They
acknowledge that personal data mdy pose a danger to privacy and ipdividua! liberties
‘because of the manner in° which they are broeessed or becguse of their nature or the
context in which they are used'.29

The principal value of the Guidelines to the Australian consideration of privacy
legislation is that they contain a statement of internationally agreed general principles
whieh, it is hoped, will promote the harmonisation of domestic privacy laws. Finding
principles for harmonis‘;ation is more important in this case than the mere hope of
international comity. The technology of information today is so inter-connected that
domestic laws about the incidents of that technology are bound to have an effect on the



efficient operation of ‘the technclogy and the free flow of information, uniess those laws
are generally compatible. The Guidelines- envisage the possibility of differing protective
measures for differing categories of personal data?6, the exclusion of personal data
"which obviously ‘do not contain any risk to privacy and individual liberties'2?, limitation
by some countries of application of .the operation of the Guidelines solely to automatic
processing of personal .data28, exceptions on the grounds of national sovereignty and
security29, ' special _application in coun{ries,» such .as Austrglia,. with Federsal
constitutions30 ang supplementaiion for further protection.of privacy and individual
liberties.3)

These limitations and gualificétions are significant. The language of the
Guidelines is admittedly very broad and general. Nevertheless, it is helpful to have an
internationslly agreed statement of 'basic rules’. They provide an intellectual framework
for local laws. As technology makes different legal jurisdietions more interdependent, it is
inevitable that closer attention will. be needed.in the future to practieal international
efforts at harmonisation of laws.

.. The most notable of -the provisions in the OECD Gufdelines is undoubtedly the
so-called “individual participation prineiple'32. This declares that the individual should
normally have the right of acces:.to: personal data about himself. The explanatory
memorandum accompanying the Guidelines aéknow]edges that this prineiple ‘is generally
regerded as perhaps ‘f'fxe most important privacy protection safeguard'.33 It is the
safeguard reflected in the legislation of all those countries which have so far enacted laws
for data protection {as it has. com.e to be celléd in Europe) or information privacy
protection. (s it is usually described in English-speaking countries).34 It is a principle
embraced -in the Australian Law Reform Commission's' discussion paper on privacy
protection.3d In its report on the Freedom of Information Bill, the Australian Senate
Committee oﬁ Constitutional and Legal Affair; expressed itself in favour of a Right of
Privacy ‘Act and the power to have correction of personal files in the possession of
Government or its agencies found, on aceess, to be inaccurate or misleading.36

The.prop'osals in the Austrglian Law Reform Commission's discussion papers for
privacy protection draw on overseas snd local experience. They start by establishing the
proposition that present Australian laws do not provide adequate protection for privacy
and specifically do not address the new problems posed by computerisation of personal
records. Such protections for the privacy of personal information as exist are piecemeal

and inedequate. The discussion paper, Privacy and Personal Information37 sets for itself




the taél;s éf establishing “certain general principles which should be observed in the
. collection, usé, disclosure and storage of personal information, and proposing the
- enactment of Commonweslth laws which will elaborate those general rules, provide for
eonciliation and mediation in particular cases, promote the .development of community
awareness about the importance of privacy, facilitate ongoing law reform, and provide for
tﬁe just resolution of disputes and the enforcement of fair information practices. It is
suggested that anj Commonwealth law on privacy should not-be confined to computerised
information systems, should not be restricted solely to ;Lhe Federal public sector (as is still
substantially the case of Federal laws in Canada and the United States) and should not be
limited in its application to citizens and permanent residents. It is proposed that all
persons in Austratis should have the proteetion of these laws. ' -

In addition to accepting the principle that the individual should normally be
entitled to find out what information is held about him-and, in appropriate circumstances,
to be able to challenge it, much of the diseussion paper is devoted to spelling out the
incidents of this right and the‘-_-exceptions. In addition to these general rules, a number of
-specific topics are dealt with, including 'bl‘ack-lisﬁng', ‘computer mateching', the "logging'
of acecess to personal information in some cireumstances, 'eulling out-of-date personal
information in some cases, and defining the classes of information where destruction,
Ge-identification or archiving are appropriate in order to protect the privacy of the
subject of the information. On protective machinery, the discussion paper proposes &
Privacy Council to develop detailed standards of particular information systems and a
Privacy Commissioner to handle complaints and coneciliate grievances about invasions of
privecy in the Commonwesalth sphere; A Ministerial Couneil to promote harmony between
Commonweslth end State. laws is also’ suggested.38 Certain limited rights of eivil
action, enforceable in the courts, are proposed, including for breach of standards laid
down by the Privacy Act or otherwise established by 1aw.39

At the close of 1980, publie hearings on these proposals were conducted in all
parts of Australia. In Western Australia, the public hearing was conducted jointly with the
Law Reform Commission of that State, which has parallel terms of reference on privacy
protection. These joint hearings were the first conducted by law reform agéncies in
Australia.-They were suceessful and will be the forerunner of further co-operation of this
kind. A number of seminars were conducted, organised by .the legdl profession, the
Australian Computer Society end the Institute of Credit Management. No decistons have
yet been made on the final shape of Australia's data privacy laws. However, in the course
of the public hearings and seminars, a number of themes recurred, identifying. the special
concerns about information privacy held by Austrelians. These included concern about
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- crir}ﬁnaIArécrm;dé,i éﬁild _welfare reédrz-is;-_;:yeéit and Bénking recg)_;ds, employment and
referees' reports, the privacy of social security claimants and medical records. One issue
provoked heated submissions by community groups and individuals, namely the extent to
which legally enforceable protection should be given to claims to privaey by children and
young persons.40 The design of the sanctions and remedies necessary to defend privacy
also drew many submissions. The centra.l-issue here is whether it is necessary to go beyond
the advisory, coneiliation model of the Privacy Committee of New South Wales.41

Few submissions have doubted the need for legislation .of some kind. It is
important that the approach to privacy protection laws should not be exclusively
technological. Privacy protection is not a-simple matter of locks, keys, encryption and
other safeguerds on computers. Ultimately it is not a mere question of efficiency.
Respect for individusl integrity is a recurring feature of laws which trace their origin to
the common law of Englend. The problems of privacy today are new and overwhelmingly
technological. But the values which the law should.seek to protect in the face of the new
problems are not new.. Bfficiéncy and even commercial reasons for adopting modern
privacy and data protection laws are no substitute for a clear-sighted recognition of the
importeant individual liberties whic,h are at stake. These inelude the claim of the individusl
normally to have control over (or at least knowledge of} the way others are perceiving him
and. making decisions about him, on the basis of his computer generated data profile.
Without new laws — after the models of Western Europe and North America, his privacy,
in this new sense, will be steedily eroded as computerisation of society advances. It is
expected that the report of the Australian Law Reform Commission on privaey protection
in the Federal sphere in Australia will be completed early in 1982. There is a Federal
Government commifmerit,to the introduction of legislation efter consideration of the
Commission's report. It is anticipated that State laws on privacy may follow soon after.

COMPUTERS AND EVIDENCE

The development of the computer poses many other problems for the law.
Amongst these none is 56 urgent of resolution and frequent in manifestation as the need to
modify the law of evidence to permit more readily the admissibility in court of computer
output. The basic problem is the hearsay rule in its present form which forbids the
admission at a trial of evidence, oral or documentary, which cennot be -deposed to, from
his own knowledge, by the person giving evidence before the court. This rule is itself an
outgrowth of the continuous. oral adversary trial of the common law. it has been
influenced in its development, and in the exceptions which have grown up, by the system
of jury trigl. But it is also grounded in  principles of fairness
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to the individual: that litiganis should be eble to Tace and fest by eross-examination their
accusers, that courts should base their decisions only oﬁ reliable and, where necessary,
tested and scrutinised information, and that in the solemn business of judicial
determination, particularly where liberty is at stake, the means should be available to
check and verify material before the court accepts and aets upon it, The advent of
comrputing, photocopying and electronic communication and their widespread use
throughout-the community, render the maintenance of the hearsay rule in its present form
unreasonable and indeed impossible. It would be intolerable to require that every person
who has contributed to a computer record should be available to prove his contribution to
a computer record. That was difficult enough and already unreasonable in the case of
business records before computerisation. It becomes even more unreasonable when
computerisation is adopted.22

Yet mistakes do oceur. It is simply not appropriate to accept, without any
precaution or reservation, the print-out of any computer as if the technology itself were a
guarantee of accuiracy and, in some mystical way, provided protection -against false, -
negligent or even maiiciously misleading information.43

Protestations of the low overall incidence of error are no comfort to-the
individual litigant who suspects error. Nor does the design of a program to detect error or
the implementation of giddit and checking procedures deflect the feeling of individual
helplessness against the machine. Though it may be true that errors are few in relation to
the ever-expanding operations of computers, obviously &s the use of computers penetrates
society even more wniversally than it already has, the numbers of mistakes will grow.
Some of them will not be innocent. For that reason statutory conditions must be
established for “the reception in-cowrt of computer-generated evidence. Consideration
must not only be given to the issue of admissibility. It must also be given to the issue of
weight.44 o

Legislative attempts have been made to provide for the admission of computer
evidence and computer generated evidence. In Australia & number of law reform
reports?S and a series of statutory prom'_sicms46 have sought to provide for the
admission; under specified conditions, of computer-generated datm. Because it was an
early entry into the field, the South Australisn legislation has been the subject of
considerable overseas serutiny and even adaptation.47 In federal courts in Australia, the
general rule governing the admissibility of evidence is that they apply the laws of
evidence of the State or Territory in which they sit.48 In 1977 the Standing Committee
on Constituiional and Legal Affairs of the Australian Senate, in a report on the Evidence
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{Australian Capital Territory) Bill 1972, recommended that a comprehensive review of the
law of evidence be undertaken by the Australian Law Reform Compmission 'with a view to
producing a code of evidence appropriste to the present day.49 In July 1979 the
Commonwealth Attorney-General referred the law of evidence applicable in Federal
courts and the courts of the Territoriés to the Australian Lew Reform Commission for
examination and report.%0 Among the stated considerations taken into account was 'the
need for modernisation of the law of evidence'. Among the aims of the review wes
declared to be the production: of 'a wholly comprehensive -law of evidence based on’
concepts appropriate to current conditions and anticipated requirements’. These phrases
obvioﬁsl}; refer, amongst other.things, to the advent of information science.

The Commission has commenced its réeview. To determine the scope and
direction of reform, it has distributed widely a discussion paperdl and an issues
paper$2, 1t is pointed out that despite the interim measures adopted in the
Commonwealth Evidence Aet concerning business documents and computer-produced
evidence, the State and Terri{ory provisions may nonetheless operate in particular cases.
beforé Federal . courts., These provisions contain differences both of detall and
approach,33 The Austrelian Lew Reform Commission's discussion paper poses a number
of questions,54 '

A review of the lepislation relevant to computer-generated evidence, already
enacted in Australia, d’ifcloses & number ¢f recurring issues. First, should legislation be
enacted dealing specifically with computer-generated evidenced or is it appropriate to
subsume this topie, as in the United States, into laws governing the admission of general
business records?96 Secondly, should evidence sbout a renge of factors affecting the
operation of a computer be given before computer-generated evidence is admissible or
should evidence about such factors go to weight onlty, leaving such factors as affecting the
weight to be given to the evidence?37 Thirdly,'should advance notice of the intention to
use computer-produtced evidence be required, so that perties affected can be alerted to
the possible needs of discovery of documents, expert evidence and testing cross
examinetion? It has been suggested that notice should be required, at least where there is -
an inequelity betweern the resources of the litigant, fer example, & case involving a
financial institution and en ‘ordinary man in the street.8 The New South Wales99
and Commonwealthf0 legislation enables regulations to be made with respeet to the
giving of notice by a party .proposing to tender computer-produced evidence and by the
other party if he intends to dispute the evidence. Fourthly, there is the question of
applicability of the reforms. Should they be limited to proceedings other than eriminal
‘proceedingstl -or shotdd they be available in criminal proceedings too and if so, with
what safeguards? There are many other issues of definition; precondition for use and
sanctions for abuse which cannot be explored here.
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One of the major aims of the Law Reform Commission's inquiry into the law of

evidenee in Federal and Territory courts must be the reduction of the disparity between
the community's use of information and the availability of that information for
authoritative decision-making when a dispute arises. The existence of unacceptable
differences between the material accepted as reliable and rclevant in everyday life, on
the one hand, and the evidence admitted when an issue has to be resclved in court, on the

" other, tends to bring the procedures of the courts into disrepute among laymen
participating as litigants, jurors or merely observing. The need for adjustment is clear if
the courts are not to be regarded as unnecessarily obstructive, resis.tant to changing
reglities and unrealistic and unhelpful in their approach to resolving the issues in. dispute.
By the same token, respect for the individual requires the facility of serutinising
computer-generated data. Despite the sometimes awesome intervening technology, the
ability of humans, as data givers, data receivers and interpreters, has not- sitered. They
are as subject to error as'ever they were. There is an élmost irresistible temptation 1o
beliéve that the interpelation of technology has somehow removed error. The Law Reform
Commission's inquiry into the law of evidence in Federal courts may provide the occasion-
for a close scrutiny in Australia of the modifications to the law of evidence nedessary to
secure at the one time a realistic scceptance of evidence generated by computer, and
protection against the risks to the individual that could arise from erroneous
decision-making based upon a blind faith in computers.

COMPUTERS AND THE INDEPENDENT LEGAL PROFESSION

There are many other areas where law reform will be necessary to deal with the
consequences of computerisation. The most obvious is in the area' of computer crime,
where substantive law62, police procedures .and. trial methods83 may require close
attention. The Erglish Law Commission has concluded that in England, following the Theft
Act 1968, the manipulation of a computer to st'ea; morney from a bank or property from an
owner would be.punishable within the present definition of 'theft.64 The same may not
be true of those Austréuan jurisdictions which have not adopted the Theft Act. United
States decisions have held' that theft of a programme contained in a computer's memory
could not be regarded as theft of an 'article' within the .scope of the definition of the

_erime.b5 Offences designed before the advent of computers may not, in terms, apply to
conduct which, thodéh admittedly entisocial end harmful, does not attreet current penal
characterisations. The Standing Committee of Commonwealth and State
Attorneys-General in Australia is examining some of the issues related to compitter
crime, A pational examination of the topic appears overdue. Other areas identified by
Tapper as requiring urgent revision of the law because of computerisation include the law
of contraet, torts, discovery of documents and intellectual property, 86
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I computers present problems to the law, its institutions and §ractitioner5,
thele is little doubt that they will glso provide many benefits. The right of access which is
the erucial provision.in most privacy and freedom of information statutes is only made
feasible, at least on a large scale, by the very technology of computerisation. The
" electronie law office is already with us. Word processors, many of them with a limited
eomputing capacity, are now a commonplace in Australian legal offices. They are less
commonly used by the judiciary and the Bar, although they are obviously useful fer the
refinement of opinions and for reproduction -of decuments with recurring ‘core' details,
such. &s - certain charges to the jury, pleadings and advices on evidence. The
computerisation of legal data, although still in its infaney, hes already been commenced in
Australia. The Commonwealth statutes are computerised and the start has been made to
eomputerise decisions of the High Court of Australin. The Australian Law Reform
Commission . has alreaéy used the computerisation of Commonwealth Statutes to retrieve
and anslyse the inconsistent provisions in statutes concerning the punishment of
Commonwealth offenders.87 With the aid of the computer, it was possible, quite
quickly, to serutinise and i].lus'_c;-até the inconsistencies in statutory purniishments, in a way
that would not have been possible manually, within the resources and time available. The
computer is also being used to identify statutory provisions containing 'key words' relevant
to the privaey, standing and evidence inquiries of the Comrnissioﬁ. Computer analysis is
being employed in the conduet of various surveys — including & sur;vey of debt recovery
process in New South Wales courts and a sériés of questionnaires completéd by judges,
prosecutors and prisoners relevant to the inquiry into sentencing of Federal offenders. In
Britain, & Nationsl Law Library has been established, with computer information retrieval
to supply legel materials to the judiciary and the profession. Terminals have been
established in London and provincial centres of Britain. Seminars have been held ell over

the country to explain the composition of the data base and procedures for access.68 -

Although some observers express fear about the dangers of undigested
computerised legal information, there is Httle doubt that, properly programmed, it will be
a great aid to the legal profession. It can readily ensure that relevant statutes and cases
are not overlooked, as can so essily happen with manual systems. It can help lawyers to
cope with the proliferation of legal material. In Australis, it may increase the use of
relevant interstate legal decisions and anslogies. Tapper has even suggested that it .may.
be adapted to the development and extension of common law 1'Jr-inciples.69

These facilities are already with us in embryo. But there is one incident of
computerisation in Australia which may have profound implication, in the long run, for the




~15- "

effective protection of personal rights. I refer to thevpotent'ial of eomputers to affect the
viability of the independent legal p}ofession in Australia as presently organised. Having
regard to the remarkable advance of computerisation during the past decade, there now
seems little doubt that computers will come, in a relatively short time, to assume a very
large part of pegistered land conveyahcing in Australia. This predietion is not new. Tapper
put it forward in England in 1973.70 Chief Justice Warren Burger made a similar
suggestion in his address to the National Conference on Administration of Justice in the
United States in 1976.7! The system of Torrens Title (i.e. registered title to land), so
overwhelmingly adopted in Australia, and the specially rapid computerisation of the
records of local end other land use authorities, makes the penetration of land title
conveyancing by computers inevitable. The econtroversy is one about timing. The
importance of such a conclusion for the legal profession of Australia is obvious. Surveys
suggest that about half of the -current time of lawyers in Australia is devoted to land
conveyaneing and associated work.?2 Half the fee fncome of lav&yers in Australia is said
to derive from this field of activity. Yet if much of this work, particularly domestic land .
transfers, were susceptible in whole or part to automation and computerised procedures in
an administrative rather than an adversarial mode, the justification for a lawyers'
moriopoly of paid service in this area would be significantly diminished.”3

In 1980, when the proposal was made to a Conference of Surveyors that
planning should commegé’é iat once for a national land use data base, not only for land
conveyancing hut alsolfor the use of Commonwealth, State and Local Government
authorities as well as private concerns involved in land use74, the notion was declared a
'misty-eyed dream’ 'by a past President of the Law Society of New South Wales. However, .
the move towards computerisation of land titles in Australia has slready begun. In
Vietoria in. November 1980, the Attorney-Genersl announced the introduction of a
computer system to facilitate  the processing .and searching of dealings in lénd at the
Titles Office. In South Australia, the first stage of a new computerised land information
system was launched in December 1980. The South Australian Minister for Lands opened
the Land Ownership and Tenure System (LOTS). For a small charge, members of the public
with an interest in land can make an inquirj and examine documents of an unlimited
variety of government recording systems, without the need of a trained intermediary.
Mere than 30 terminals are already in operation in Adelaiae and its suburbs; The prospect
of & national computérised land and title data base must be squarely faced. Clearly, in the
foreseeable future, the computer will not entirely replace the need for the participation
of laﬁyers in land trensfers. Large, complicated old: system and commercial

»
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dealings will continue to require skilled legal advice. ProblemsA and disputes \_»vill arise
which will require legai resolution. The fact remains that & great deal of land
éonveyancing will shortly be suseeptible to .;automatio'n. Realisation of this likelihood will
prompt the legal profession and its representatives to seek out appropriate, modern and
adequately remunerated work, worthy of the profession and available to.replace the

remunerative land conveyancing when much of it {alls vietim to automated procedures.
CONCLUSIONS

Computer technology is being adopted rapidly throughout Austrelian society. It
is necessary, in Australia, to establish this faet to dispel the myth that the legal
consequences of computerisation are an exotic far-away subjeet which can be left for
other people, other times. Two projects before the Australian Lew Reform Commission
illustrate the endeavour of Australian lawyers to adjust to the implications of
computerisation for the law. The first.relates to the protection of personal privecy and
reflects en  international cor;eern of Western countries. The second relates to the
é._ccep‘tance of corn'putef evidence in courts which have traditionally displayed a deep '
suspicion of documentary evidenee which cannot be proved by direet oral testimony. In
each case, the search has begun for legsl responses that will be apt for the' computer.
Each case fllustrates the impact of this new technology on personal rights in Australian
society, Numerous other .areas of law reform have been identified. They remain for the
future. They include modification of the eriminal law and intellectual p.roperty law. One
special problem of direct relevance to the protection of personal rights is the implication
of computerisation for the Australian legal profession, so heavily dependent upon income
received from the generally routine tasks of land title conveyancing. Recognition of the:
vulnerability of the profession to erosion of this field of activity will promote the search
for alternatives. The existence of a generally prosperous, independent, confident and
courageous legal profession is an important-kelement in the effective protection of
personal rights in a soci-ety such as Australia's. '

The tasks that remain for ettention are more numerous than the tasks that have.
glready been the subject of new laws. It is & commeoenplace that technology in our time
rushes headlong, fired by dezzling inventiveness. The law limps elong at the end of the
line and lawmakers find it difficult to cope with such a time of rapid change. In this
regard, Australia is no exception. But the establishment of law reforining institutions in
all jurisdictions of the Australian federation provides one means by which the legislators
can be helped to face up to the difficult policy issues posed and the needs of law reform
demonstrated by the advence of science.
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