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-In his book, *Civilisation’, kenneth Clark wrote that because we have no idea of
where we are going, sweeping, confident articles on the future are intellectually the most
7 putable of all forms of public utteranee’, Chastened by this opinion, 1 have
”e.a‘v'o'ured to confine this essay to some of the problems posed for the individual end the
w by current computing technology. It is difficult to limit a discussion about computers
to.the present. The future is hostage to them. But the penetration of Australian society by
I 'mpﬁters has already been extensive and tapid. It Is in no way remarkable that such a

pervasive new technology should present important and novel problems for the law and its
{tutions. Lawma;kjfn-ﬁ tends to move slowly,_ in the hands of non-technologists.
omputing technology has developed rapidly, beyond the understanding of all but a few
aymen and most lawyers.

We have a precedent, the development by Gutenberg of the prmtmg press. The
i 'Spread of information which followed this technolocry promoted social and economic
'""."'ﬁ:x‘-evolutmns which have extended into our own age. It is glready clear that the
consegquences of eomputing teehnology will be at least as profound as Gutenberg's
“handiwork, dust as the printing press released information from the near monopoly of a
~few educated members of the Church and nobility, sé the new information technology has
“already begun dr&ma.t_icaily to affect the lives of virtuelly every member of Australian
's'o_ciety and indeed the shape of society itself. In 1973 Mr. Colin Tapper wrote an
experimental text on 'Computers and the Law'.l In the [;Jreface, he declared that 'the

“invention of the éomputer is the preatest centribution to the guality of human life since
“the development of lz;mg:u.c.tge‘.Z But whether it is the suceessor to the printing press or
to the development of language itself, there is no doubt that this powerful new technology
is profoundly i'nﬂuencing many aspects of life. Il..a\vyers n.mst address, more urgently then
they have been doing, the implication of the computer for their discipline, ‘
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" What is a computier? It has been described as an electronic device which can
perform erithmetical and logical functions at extremely high speed under the control of a
stored programme. From the lawyers' point of view, though it is helpful to understarild'
sométhing of the technology and to recognise some of the jargon of cofnputing science, it
is auch more important to appreciate its rapid development and pervasive acceptance in
Australiz and to consider its implications for the law, legal practice and legal institutions.
It is important to understand the extent and speed of the acceptance of the ﬁew
technology to lay 2t rest the all-too-ready assumption that this is an exotie topic of little
practical relevance to most lawyers. An appreciation of the variety and complexity of
legal problems posed will convince most observers of the need for extensive law reform',-':
to facilitate a 'comprehensive, systematic and timely response' to this ‘widespread,

important, compiicated and rapidly developing' technélogy.?’

COMPUTEKS IN AUSTRALIA -

' Any commentator, seeking to estimate or describe the change-over to’
compﬁting technology in Australia, will soon come up against the absence of
comprehensive and reliable statisticel data on the subject. A recently published report
suggested that as in other developed economies, so in Australia, & fourth secter is-
developing rapidly,- the‘;;'information industry’. It has been estimatgd that in Australia’
computers are glready part of an industry with an annual turnover of $1500 million a yéat‘-'.‘_
This sum comprises an estimated $400 million a year in imports ar;d the salaries of
approximately 77,000 employees, now estimated as employed in the computer and
associated industries in Australia.’ Over 11,000 compulers are said to be in use in this.
country, most of them small and medium-secale systems imported and instailed since 19707

.The Committee of Inquiry into Technological Change in Austral:a com rmss:oned
a comprehensive review concerning the extent of the computerisation of Australlan
society. The review was conducted by the Australian Bureau of Statistics. Its results are -
found in the 1980 report of the Committee. It-found that more than three—quarters of
large-type enterpmses introduced a technological change of at lesst one type durmg the
survey period. The majority of large-type enterprises (50%) introduced comphféf" :
equipment for the first time or upgraded previous computer equipment, Adoption of
computerisation in small enterprises was less signifieant, fewer than one in 20 s'rﬁ"ii?li"
enterprises (4.6%) mtroouced new or different computer equ1pment over the threé’ year
-period of the survey With respect to a special survey of local government authonnes_'
it was found that about haif (48%) had introduced computers in the interval studied. The~
growth in this sector was described as ‘rapid'.7 Other sectors show comparable rapid

ebsorption of automated information systems.
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p'i’tail and handling the cash flow in shops, to name but a J.'ew.8 During the
most remarkable advances in information technology were in two areas. The

6ch1p" integrated circuits containing ever-expanding components reduced

9 The second was the

wafer of crystal silicon by procedures of photo-reduetion.
iﬁkégé of computers by telecommunications, permitting vastly increased
mformatlon, ever-speedier retrieval, processing and management of data and

of messages over vast distances at ever- dlmlmshmg costs.1% The

" of informatics. Its impact on the law will be no less, and in all probability far
“than that of its forerunners, for the law is itself overwhelmingly dependent on

TREING 1SSUES

The impﬁcationé of the so—-called 'infot;rnatisatioil' of society have been explored
‘ }OI:‘ reports in a number of western countries.l} Additionally, international
fé ences have been summoned to identify for the western countries which are rapidly
#épt :g computerisation, the issues which policy-makers and lawmakers must address.
'-'Frahce, in September 1979, an international confereﬁée identified a number of
‘gili‘éations of computerisation relevant for Australia. They included the effect of the
' technology on employment; the greater vulnerability of computerised society to
terromsm end crime; the impact of the new technology on national security end defence,

thé effect of the technology on national language and culture and the consequences of the

.

technology for individual liberties, mcludlng prwacy 12
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More recently, in’ Oetober 1980, a High Level Conference of the OECD
examined the same issues and identified a number of others: the implications of new
informétian technology for the survival of the State monopoly in telecommunications, and

for internationel co-operation, including with developing countries, where computerisation

has scarcely yet penetra_ted.13 A 'suggestion_ is now under consideration for the
establishment by the OECD of an expert study of the legal implications of information
technology which is international, instantaneous and pervasive, Among topics to which

such a Study would address its attention are the identification of a-confliet of laws regime

to apply n given domestie law to transactions which invelve twe or more countries and are

virtually instentaneous; the establishment of legai rules for computer crime having ax__f

internpational companent; the establishment of data bases to supply relevant domestic law
on chosen tOpxcs of likely international concern, and the development of new rules on

intellectual property which will adequately compensate innovaters, whilst facilitating the'

flow of information, particularly technological information, to other countries,

-

Although all of these topics are warthy of study, itis not possible fo survéy
them all in this paper. In order of importance and urgeney, there must be included coneern

about the effect of computer technology on levels of employment and siienation of those

in work. There must also be included the effect of informatics on vulnerability of society,

These features require attention by Australian lawmakers. The introduction of B
technology which reduces the need for routine labour elerrly has important implieations.

for the availability of employment. This mey be especially so in Australia, because of our

heavy dependence upon impeorted computing equipment and pt'ogm':'ns.14

new jobs may arise in different places and require different skills, so that dlSplaced

workers may not be readily re-employed. These are not problems for economists. and

politicians only. A society in which there is-a permanent, steady core of unemployed
dependent on social security payments, may produee social disruption that requires urgent

legal attention. A recent Swedish Government report has pointed to the inereased
vulnerablllty of & cornputerised society, more suscepttble to great demage as a result of__
" terrorism, industrial action or simple accxdents dxsruptmg the mter-connectlons between::
There 15

data bases transmitting information vital to the economy and orderly ife,

littte doubt that this inecreased vulnerability gives rise to calls for new laws contammv
mcrea.sed coercive powers for the protection of society against the risk of w1desg>r€i&d.

damage. The specisl balance struck between Jaw enforcement and individual hberty in. '

Australia wﬂl undoubtedly come under challenge as a result of the perceived risks that
will arise from the impaet of computers on employment and the vulaerability of socxety

At least for &
time, routine jobs will be destroyed more rapidly than new jobs are created. Mareover, the
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ortant these developments may prove to be in the future, il is intended to
balance of this paper to a number of areas of current or proposed law reform
ere the introduction of the computer has already demonstirated the need for
r the modrflcatwn of laws developed befere computerisation. The paper will
with' some cautionary observations concerning ‘the possible implications of the new
atmn' ,te_chnology for the independent legal profession, which has traditionally
jital part in the defence and protection of the individual.

COMPUTERS AND PRIVACY

elevant, ‘including the ecapacity of optical and listening deviceé to intrude,

16

ected, upon the conduct of the individual believed to be prwate and the

ditect marketmg, door-to-door canvassing and the like, also diminish privacy in the

more traditienal, territprial sense of that word, 2

:requ{rmg immediate legal attention.? Clearly damaging personal data can be kept in a
:=notebook or otherwise in non-computerised form. If used at e criticat time, it can do great
:harm to the individual, p0551b1y without justification. Conceding the dangers of old
:mforrgatlon practices, it is now generally recognised that the new technology itself has
sggg:al features which pose dangers to individual privacy and therefere warrant legal
rgsPonses to proteet the individual. The concern about the diminution of individual privacy
is ‘the result of the percéived ability of computer and linked technology to reduce the
control which the individual has over the way others are perceiving him on the basis of
.perSonal information sbout him. From a primitive interest to defend the individual's
person, through the interest to protect the territory and property immediately surrounding
him, the concern of the law to defend individual privacy today is addressed to the
information penumbra' concerning the subject, on the basis of which he may be perceived

by others and, relying upon which, decisions may be made'vitally affecting him.20

" The first inquiries, which looked at the notion of privacy as affected by the '
[ ornputemsatlon of personai data, did not consider that any new or special problems arose
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'The features of computerised personal records which attract eoncern have been

iisted in numerous studies of this topie. They iﬁciuda, in summary, at least the eggregate

of the following:

. Amount, Computers can store vastly increased amounts of personal information
and can do so virtually indefinitely, so that the protection of inaccessibility, which
formerly arose because of the sheer bulk of records, disappears. Un the contrary,
the computer can retain indefinitely vast masses of information about every

member of society,

. Speed. Hecent technology has increased enormously the speed and ease of retrieval
of infermation, 50 that material which was once virtuazily inaccessible because it
would take too long or be toe difficult to get to 1t is now retrievable, vxrtuaily
mstantaneously.

. Lost. The substantial reduction in the cost of handling, storing and retrlevmg
personal information has made it a perfectly viable proposition to keep. vast'
amounts of personal information indefinitely. 'LWiving it down' becomes much more
difficuit. Updating aceessible old records, and reviewing theu‘ current relevrmey,
beecomes much more impertant.

i
o

=
. Linkages, The possibility of establishing cross-linkages between differeAnt
infarmation sy.stems is perfectly feasible. The capacity of computers to 'search’ for
a particular name or particular personal features and té 'mateh' identified
characteristies was generally not feasible in large-scale manual filing systems. "

. Profiles. It is now readily possible, if access can be gained to numerous perséhél
data bases, to build up a con1[3051te 'profile’ whlch aggregates the mfori’natlon
supplied by different squrces. Yet unless the data whlch is aggrevated is umi’ormly
up-to-date, fair and complete, the composite may be out of date, unfair aqd

distorted. I decisions are made on such data, they may be erronecus or unfalr.

. New Profession. The new information technology is very largely in the hands of. 'Ta
new employment group not subject to - the traditional constraints applicable to the ;
established professions nor yet subjeet to effective self regulation by an-.
enforeeable code of fair and henourable conduct.

Accessibility, The very technology, and the language. codes and occasional
enceryption used makes unaided individuel access to the data difficult if not
impossible. In this sense, the new technology can actually protect securi tyaf_fa
confidlentiality. But privaey depends on who may have access to persoﬂﬂ.l
information. ’
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ntralisation, . Although technologically, computerisation linked  with
muncxatlons may facilitate uecentrahsatmn of information, it is prene, by
ges' '_to ultlmate centralisation of control. This development has obvious-

ical. as well as legal 1mphcatmns Technologicelly, there is little to prevent
auihormes galnlng sccess to intimate personal details about everyone in
ty. (Ju!‘ present defences against this happening are political and cultural.

e are few legal inhibitions.

ernai‘.ioh‘al. The advent of rapid progress in international telecommunications,
éIUdipg_‘gaﬁelHtes, and the exponential growth of trans border flows of data,
leluding . personal data, make it relatively simple to store intimate personal
ormatloe on fhe citizens of one countiy in another country: not readily
usceptib e to the enforcement of protective laws yet 1nstantaneously accessible by

son of the new technology.

5:{__& these £ eatures of computer technology has led, durieg the past decade,
ies '6f laws designed to protect the individual and to facilitate his assertion of
r:ghts m respect of personal information about himseif. The enactment of these
gan‘ in Germany and Sweden. They spread to North America. They have now been
; m a ma]orlty of West European countries,?! In Austraha, a number of the law
gencxes have been asked to consider the adoption of similar laws. The Australian
ef,qrm. Commission has pubhshed discussion papers reviewing the need for new
yveelﬂl 'la':vs.zz The Law Reform Commission of Western Australia and the
tu e:i,a;w ;{e:\riSion Commitiee of the Vietorian Parliament have current projects on
law. The Law. Reform Committee of South Australia recently delivered a report
ata Protection, All of these inquiries are working in close contact with each other
colleagues in most of the other Australian jurisdictions. The very technology
.6ﬁ51de[jed creates specigl inter-jurisdictional - problems, necessitating close
jtion betweenkneighbouring jurisdietions, if the proposed priﬁacy laws are to be
ve. The growth of trans border data flows and the capacity of the new technology
‘ myent or frustrate domestic laws on data protection and data security led to
'efter 1971 to eetablish an international regime which would at the one time ensure
af guards. for individual privaey and would alse limit undue interruptions to the free flow
ts, ineluding personal data, between nations. '
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In the Council of kurope a committee of experts was established in 1871
specifically to address the protection of privacy with respect to the use of computers. As
a result of the report of that committee, two resolutions were adgopted by the Committee
of Ministers of the Council of Eurcpe. The first, in September 1973, annexed certain
prineiples relating to personal information stored in electronie data banks in the private
sector. The second, adopted m September 1374, ammexed like pmnciples for the public
sector. 23 These resclutions have greatly influenced the initiation and design of

European laws on data protection and data security.

in November 1973 the Commission of the European Communities delivered a
report to the EEC Couneil proposing & Community policy on data processing. Although ih_e
foeus of this report was the need to develop e viable European information teclmc_)}ogy:
industry, it coneluded that the linkage of data banks, nationally and supra-nationaily,
would require the establishment of common measures throughout the Communities {or the
protection of its citizens. z4 By 1977 a committee of experts of the Council of !:urope
had been instructed to prepare a draft International Convention for the Protection of
Individuals with Kegard to Automated Data Files. The final draft of this Convention wgs
-approved by a Committee of Niinisters in Septem‘ber 1980. It was operied for signature if

January 1981, The Convention envisages the adherence of non-European countries.?

Whilst these developments were proceeding in the Couneil of Europe, in Mlaiv
1979, the European. Parliament, the legislative body of the Eurépean Commumtles,
adopted a resclution addressed to the EEC Lommxssmn and Couneil, recommendxng &
binding Lirective requiring strict observance to certain 'basie rules' of data protectlon in
Member countries. Other international organisations, including the Nordie Couneil, ‘the °
International Federation for Information Processing, the International Couneil of
Automatic Data Processing and the United Naﬁons itself, have been involved"""i'fl
consideration of the social and legal implications of mformatms, including those for'
privaey. 28 ) T
The internstional effort to provide a framework for local laws on' data
protection and data security of greatest immediate concern to Australia is that of ‘the .
Orgamsatmn for . .Economic Co-operatloﬂ and Development (OE.(,D} Australis is a memler
of the OECD. Between 1978 and 1978 an Expert Group was established with 2 nmndate 10
'develop guidelines on basic rules governing irans border flows and the proiection of

personal data and privacy, in order to fecilitate & harmonisation of national leglslatlon,:
without precluding the establishment of an International Covention at a later date'. 217, In-
September 1980, the OECL Council adopted a recommendation commending to meﬂ;b;g
countries the Guidelines developed by the Expert Group.



’bgl" countries were urged to take the Guidelines into account 'in their domestic |
Grislation', to 'endeavour to remove or avoid creating unjustifiable obstacles to trans

Ardet flows of peféor{al data' and to 'co-operate in the implementation of the Guidelines'.

en of the 24 countries of the OECD have adhered to the recommendations, although
alia has reserved its position to permit consultation between the Commenweaith and
étes. In terms, the OECD Guidelines are not limited to the privaey implications of
-putemsed data. They acknowledge that personal data may pose a danger to privacy
idual liberties 'because of the manner in which they are processed or because of
‘ture or the context in which they are used?%

.. The principal value of the Guidelines to the Australian consideration of privacy
g'lslatlon is that they contam a statement of internationally agreed genersl prineiples
-it is hoped, will promote the harmonisation of domestic privacy laws. Finding
rinei leé_ for harmonisation is more important in this case than the mere hope of
ntern}atiq;nal comity. The technology of information today is so inter-connected that
o‘mgstié'lﬁws about the incidents of that technology are bound to'have an-effect on the
ffi'ciént operation of the technology and the free flow of information, unless those laws

are genera]ly compatible. The Guidelines envisage the possibility of differing protective
measures for differing categories of personal dataao, the exelusion of personal: data
bviously do not contain any risk to privacy and individual liberties’al, limitation

’ opessing of personal datasz, exceptions on the grounds of national sovereignty and
> spec1al application in countries, such as Austrelia, with federal
_.const1tut10n534 and supplementatlon for further protection of privaey and individual

llbertles 35

These hmltatlons and qualifications are significant. The language of the
Gu1de1mes is admittedly very broad and general. Nevertheless, it is helpful to have an
internationally agreed statement of 'basic rules'. They provide an intellectual framework
for- 1ocal laws. As teehnochgy makes different legal jurisdictions more interdependent, it is
1nev1table that closer mttention will be needed in the future to practical international
eftorts at harmonisation of laws. '

The OECD 'basic rules’ of privacy protection for domestic application are as
follows: :
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Basic Principles of National Application

Collection Limitation Prineiple

There should bé limits to the collection of perscnal data and any such data.
should be obtained by lawful and fair meszns and where appropnate, wnth the
knowledge or consent of the data subject.

Data Quality Prineiple

Personal data should be relevant to the purposes for which they are to be usec'i,'
and, to the extent necessary for those purposes, should be accurate, complete.

and kept up-to-date.

Purpose Specification Principle

The purposes for which personal data are collected should be specified not 1'a_t_e;‘-‘_‘_r
than at the time of data collection and the _subsequent use limited to the i
fulfllrnent of those purposes or such others as are not incompatible with those

purposes and as are specified on each oceasion of ehange of purpose.

'Use leltatmn Principle L

-

Personal data should not be dxsclosed made available or otherwise used f

purposes othgr than those specified in accordance with [the Pu;‘posé‘:'_ .
Specificatioﬁ"i’rinciple] exeept: ‘ ' o
(a) with the consent of the data subject; or
(b) by the authority of law,

Security Safeguards Principle

Personal data should be protected by reasonable security safeguards agamst

such risks as loss or unauthomsed access, destruction, use, modifieation ot‘

R

disclosure of data.

Openness Principle

R

There shoulé be e general policy of openness about developments, practices and

policies with respect to personal data. Means should be readily available ofi..
establishing the existence and nature of personal data, and the main purposes of . -
their use, as well as the identity and usual residence of the data controller.
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Individual Participation Principle

" An individual should have the right:
7. (a) 1o obtain from a data controller, or otherwise, confirmation of whether or
not the data controller has data releting to him;
".(b) to have communicated to him, data relating to him
(i} . within a reasonable time;
{(ii)  at a charge, if any, that is not excessive;
(iii)  in & reasonable manner; and
{iv) in-a form that is readily intelligible to him;
{c) to be given reasons if & request made under sub-paragraphs (a) and (b} is
denied, and to be able to challenge such denial; and
(d) to challenge data relating to him and, if the challenge is successful, to
have the data erased, rectified, completed or amended.

Accountability Prineiple

“A datg controller should be accountable for complying with measures which
" give effect to the prineiples stated above. :

The most notable of the provisions is undoubtedly the so-called 'individual
ipation |_:n'in<'.1';:o1e’.36 The explanatory memcrandﬁm accompanying the Guidelines
nowledges that this principle 'is generﬁlly regarded as perhaps the most important
‘fvacy protection safeguard'.37 It is the safeguard reflected in the legislation of all

those: countries which have so far enacted laws for data protection (as it -has come to be
“cdlled in Europe) or information privacy protection (as it is usually deseribed in
7 E'}iglish—speaking countries).38 It is & principle embraced in the Australian Law Reform
39 In its report on the Freedom of

Information Bill, the Senate Committee on Constitutional and Legatl Affairs expressed

_Cominission discussion paper on privacy protéection.

itself in favour of a Right of Privacy Aect and the power to have correction of personal
“files in the possession of Government or its agencies found, on access, to be inaccurate or
rr'.u'sler.—‘tding.40

The proposals in the Australian Law Reform Commission diseussion papers for
" privacy protection draw on overseas and local experience, They start by establishing the
proposition that present Australian laws do not provide adequate protection for privaey
and specifically do not address the new problems posed by computerisation of personal
Teeords. Such protections for the privacy of personal infczrmation as exists are piecemeal
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and inadequate. The discussion paper, Privacy and Personal Information®! sets for itseif

the tasks of establishing certain general principles which should be observed in the
collection, use, disclosure and storage of personal information, and proposing thé
enactment of Commom-}ealth laws which will elaborate those general rules, provide for
concilintion and mediation in particular cases, promote the development of community
awareness about the importance of privacy, facilitate ongoing law reform and provide for
the just resolution of disputes and the enforcement of fair information practices. It is
suggested that any Commonwealth law on privacy should not be confined to computerised
information systems, should not be restricted solely to the federai public sector (as is stil
substantially the case of federal iaws in Canada and the United States) &ﬁd should not be
limited in its application to ecitizens and permanent residents. It is proposed that all
persons in Australia should have the protection of these laws.
'

In addition to accepting the prineiple that the individual should'normally be
entitled to find out what information is held about him and, in appropriate circumétance"s,
to be able to challenge it, much of the discussion paper-is devoted to spelling ou! the
incidence of this right and the exceptions. In addition to these general rules, a number of
specifie topics are dealt with, including 'black-listing', 'computer matcnmg the ‘loggmg
of ‘access to perscnal information in some ecircumstances, 'culling' out-of-date personal..,
information in some cases, and defining the classes of information where destrucu_op",,-‘ o
de-identification er al‘chh;'ing are appropriate in order to protect the privacy of the.
subjeet of the information. On protective machinery, the discussion paper propqse_si\..‘a'f; i
Privacy Couneil to develop detailed standards of particular information systems &nd;a, -

Privacy Commissioner to handle complaints and conciliate grievances about invasions ofy

privacy in the Commonwealth sphere. A Ministerial Council to promote harmony between:
Commonwealth and State laws is also suggested.42 Certain dimited rights of éif.'_lh_' o
action, enforceable in the courts, ere proposed, including for breach of standards-laid-

down by the Privacy Act or otherwise established by law, 42

At the close of 1980, public hearings on these proposals were conducted in all
parts of Australia. In Western Australia, the public hearing was conducted jointly with the
Law Keform Commission of that State, which has parallel terms of reference on prwacy

protection. These joint hearings were the first conducted by law reform agenele{slrl_r_l;-
Australia. They were successful and will be the forerunner of further co-operation of this.
kindf A number of seminars were ‘conducted, organised by the legal profession,.»_t:h_i?;.
Australian Computer Society and the Institute of Credit Management. No decisions have
yet been made on the final shape of Australia's data privacy laws. However, in the course

of the public hearings and seminars, a number of themes recurred, identifying the special-
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3 ;béut_ information privacy held by Australians. These included concern about

rew many submissions. The central issue here is whether it is necessary to go beyond
yisory, conciliation model of the Privacy Committee of New South Wales.4?

s::_glfgg'll_ards on computers. Ultimately it is not a mere question of efficieney.
It{.for individual integrity is & recurring feature of laws which trace their origin to
-rr!‘_mon law of England. The problems ‘of privacy today are new and overwhelmingly
ogical. But the values which the law should seek to protect in the face of the new
iems are not new. Efficiency and even commerclal reasons for adopting modern
iv. cy and data protection laws gre no substitute for a clear—51ghted recognitien of the
hportant individual liberties which are at stake. These include the claim of the individual
not‘r_r:;g;ly to have cont_rppi over (or at least knowledge of} the way others are pereceiving him
id. making decisions about him, on.the basis of his computer generated data profile,
W,ithdut new laws — after the models of Western Europe and North Ameriea, his privacy,
this new sense, will be steadily eroded as computerisation of soclety advances,

COMPUTERS AN EVIDENGE

The development of the computer poses many other pr'obiems for the law,
Amongst these none is so urgent of resclution and frequent in manifestation as the need to
moq1fy the law of evidence to permit more readily the admissibility in court of computer
output. The basic problem is the hearsmy rule in its present form which forbids the
“admission at a frial of evidence, cral or documentary, which cannot be deposed to, from
-his own knowledge, by the person giving evidence "before the court. This rule is itself an
putgrowth of the continuous oral adversary _trial of the common law. It has been
-inﬂuenced in its development, and in the execeptions which have grown up, by the system
pf jury trigl. But it is also grounded in prineiples of _fairnes to the individual: that
}itigagts should be able to face and test by cross-examination their accusers, that courts
should base their decisions only on reliable and, where necessary, tested and scrutinised
information. and that in the soiemn business of judicial determination, particularly where
iiberty is at stake, the means should be available to check and verify materigl before the
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court accepts and acts upon it. The advent of computing, photocopying and electronie
communication and their widespread use throughout the community, render thé
maintenance of the hearsay rule in its present form unreasonable and indeed impossibie, It
would be intolerable to require that évery person who has contributed to a computer
record should be available to prove his contribution to a computer record. That was’
difficult enough and slready unreasonable in ‘the case of buéin'ess records before

computerisation. It becomes even more unreasonable when computerisation is sdopted:

Computers are used because they increase efficiency and decrease costs, The'S“e
effects are partly achieved by decressing the contact between human beings
and the Information needed to conduet a business. More and more human
functions in the fields of collection, collation and caleulation have beén:
assumed by the machines. Where human beings are employed, they commonly
have to deal faster and with more information than used to be the case. Most
importantly of all, the storage and reproduction of records is often &
ccmbletely automated process. The forms in ‘which this information is fotihd
also diverge from the old patterns. Once upon a time individual human belngs
could be expected to remember transactions te which they have been paf't:y;".:éi'“‘jl .
could at least verify the accuracy of their own records. Now they can do n’

more than sécure the display of information which may have been initi"al'l"_y" .

expressed by’ the depression of keys on a keyboard, transmitted as pulses “of ' -

electrical energy over a wire, manipulated as a series of electrical charges ifl a
ferrlte core and finally deposited as a pattern of magnetised partlcles on F
plastlc dise, 46 ST

Yet mistakes do oceur, 1t is simply not appropriate to acecept, without any precaut'io'i/f{:o'rf
reservation, the print-out of eny computer as if the technology itself were a guaranteé of .
aceuracy and, in some mystical way, provxdeu protection against false, negligent or éven
maliciously misleading informstion,. o

Computers are the object of deep public suspicion. A{ one time or another mﬁ t

of us have expressed our alarm at an income tax assessment, or a bill for rat

electricity, water or the telephone, by instinctively blaming the machine from
which it came for some mysterious error, and we think no betler of the de}-’
when we discover there was none., An American judge undoubtedly spoke fo &
large constituency when he complained in a judgment 'As cne of  the many who

have received computerised bills and ... letters for aceounts long since pald I

am not prepared to aceept the product of & eomputer as the equivalent of ol
writ'. I mention all this because the resistance of the man in the street to wha
strikes him es dormination by computers, amounting sometimes to mild paranom ;

over them, is a reality which eannot be ignored eltogether. 47
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11cl“paran01a about computers referred 10 is not placated by protestations of the
‘erall lnmdence of error. Nor does the design of a program to detect error or the
e_mgi:i’tation ‘of audit and checking procedures deflect the feeling of individual
. gness against the machine, Though it may be true that errors are few in relation to
vef-expanding operations of computars, obviously as the use of computers penetrates
le;cy- evén more universally than it already has, the numbers of.Iﬁistakes will grow.
: ‘themi will not be innocent. For that reason statutory conditions must be
shied Tor the reception in court of computer-generated evidence. Consideration
t only be given to the issue of admissibility. it ‘must also be given to the issue of

With traditionally prepered records a trier of fact can recognise potential
‘sources of error. ... A judge is usually able properly to evaluate a set of records
if he is told how théy were prepared. There is little need for a proponent of the
evidence to go in to & lengthy discourse on the possibility of errer and the
i precautions taken. There is a serious risk with computers that thé judge ... will
‘be overly impressed by the eomputer's mystique and will unnecessarily accept
* its output as reliable.3

Legislative’ attempts have been made to provide for the admission of
jcomputer—generatea evidence. In the United States, the most common form of such
leglslat;on is an elaboration of an exception to the hearsay rule adopted earlier to cope
. with Business records of isrge and imnpersonal corporations. The adoption of this exception
.'"ade it easier for State?? and Federa1® efforts at uniform law reform to provide a
e for computerised meterial, -most of it being business records. In England, an
ndment to tine Civil Evidence Act in 1968 provides for the admission, under givan
eirdumstances, of a 'statement gontained in a document produced by & computer'. 51

the majomty deeision in Myers v. The Director of Public P:‘t‘:secutmns52 it was held that

_cértain microfilmed records of praduction-line cards were not sdmjssible as proof of the
nifmbers of the component parts of particwlar motor vehicles. Lord Reid appealed for
législation 'on a wide survey of the whole field' and declared that such a survey was
'overdue’.’® An amendment to the Criminal Evidence Act 1965 sought to deal with this
problem, glthough not in terms specific to computer generated evidence.

In Australia, a number of law reform reportsM

35

and a series of statutory
provisions®® have sought to provide for the admission, under specified conditions, of
computer-generated data. Because it was an early entry into the field, the South
Australian legislation has been the subject of considerable overseas scrutiny and even

_€-1df“;tatic:n.56
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In federal courts in Australia, the general rule governing the admissibility of evidence is .
that they apply the laws of evidence of the State or. Territory in which they sit.57 In
1977 the Standing Committee on Constitutional and Legal Affairs of the Australien
Sénate, in 'a report on the Evidence (Australian Capital Territory) Bill 1972, recommended.
that & compréhensive review of the law of evidence be undertaken by ‘the Australian Law,
Reform Commission 'with a view to producing & code of evidence ‘appropriate to the
present Gay.%% In July 1979 the Commonwealth Attorney-General referred the law, of‘_-‘
evidence applicable in federal courts and the courts of the Territories to the Australmn L

Law Reform Commission for examination and reporl. 59

Among - the state.d
considerations taken into account was 'the need for modernisation of the law of evidenc;g!,, .
' Among the aims of the review was declared to be the production of 'a who]ij..r.

comprehérzsive law of evidence based on concepts appropriate to current conditions and

antxclpated requirements'. These phrases obviously refer, amongst other thlngs, to the

advent of mformatmn science.~

:

The Commission has commenced its review. To determine the scope and

60 and an issues . .

direction “of reform, it has distributed widely a discussion paper
peperBl. 1t is pointed out that despite the interim measures’ adopted in the
Commonwealth Evidence Aect concerning business documents and computer-producqi_i.-
evidence, the State and Territory provisiohs may nonetheless operate in particular cases.
before federal courts. These provisions contain differences both of detail. and.

' approach.sz The discussion paper poses & number of questions:

Technblogy - 14c:t.mtinuc=.s to develop at a rapid rate and the question arises-
whether current law is adequate for new information media and whether

problems are in faet being experienced in tendering evidence whnch consxsts of g
‘material stored in computers, processed by computers a.nd produqe_d.u_lgy ‘
computers. Do the laws of evidence need mc;di_fication to facilitate proof of.
telex, satellite and other modern forms of communication? Are there problems.
in the use of evidence produced by modern equipment such as satelll_iltfg_‘._‘--
photographs? Do the laws of evidence prevent the use of video-taped evid_engg—‘. -
end should this be allowed? It might be of great convenience and less expensive..
to allow oral evidence to be recorded and given in this way. The -disgﬁ_r;_i_tyi;
between the community's use and the law's use of survey evidence has already’ '
been noted.53 :
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A review of the legislation relevant to computer-generated evidence, already
{-in Australia, discloses a number of reeurring issues. First, should legislation be

: _égaling specifically with computer-generated evidenceSt

or is it appropriate to
é‘_t"his topic, as in the United States, into laws governing the admission of general
Vrecords?ﬁs Secondly, should evidence about a range of factors affecting the

ti;n of ‘a computer be given before computer—generated evidence is admissible or

> be given to the eVIdence"Gs Thirdly, should advance notice of the intention to
uter—produced evidence be required, so that partles affected can .be alerted to

ncla_l institutien and an 'ordinary man in the street‘ 67 'Ihe New South Wales68

ommonwau.lth°9 legislation enables regulations to be made with respect to the

ligt safeguards? There are meny other issues of definition, precondition for use and
tons for abuse wh;raﬁ cannot be explored here.

One of the major aims of the Law Keform Commission's inquiry into the law of
evidence in federal and territory courts must be the reduction of the disparity between
e community’s use of information and the availability of that information for
_E;ﬁ;thor'itatiVe decision-making when. a dispute arises. The existence of unacceptable

_?i:i_fferenées between the material aceepted as reliable and relevant in everyday life, on

't'h‘éé' one hand, and the evidence admitted when an issue has to be resolved in equrt, on the

her, tends to bring the procedures “of the courts into disrepute among laymen
pat‘tlmpatlng as Hlitigants, jurors or merely observmg The need for adjustment is clear if
"'the courts are not to be regarded as unnecessarily obstruetive, resistant to changing
'reahtles and unrealistic and unhelpful in their approach to resciving the issues in dispute.
-By the same token, respect for the individual requires the facility of scrutinising
;cbmputer—ggnerated data. Despite the sometimes awesome intervening technolegy, the
:abiiity of humans, as data givers, data receivers and interpreters, has not altered. They
are as subject to error as ever they were. There'is an almost irresistable temptation to
believe that the interpolation of technology has somehow removed error.
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The Law Reform Commission's inquiry into the law of evidence in federal courts may
provide the occasion for a close scrutiny in Australia of the medifications to the law -of
evidence necessary to secure at the one time a realistic acceptance of evidence generated
by ‘computer, and protection ageinst the risks to the individual that could arise from

_erronecus deeision-making based upon & blind faith in computers.

CUMPUTERS AND THE INDEPENDENT LEGAL PRUFESSION

There are many other areas where law reform will be necessary to deal with the
conéequences of eomputerisation. The most obvious is in the area of computer erime, '_ f
where substantive lawﬂ 12
attention. The Eﬁglish Lew Commission has eoncluded that in England, following-the Theft:
JAct 1968, the manipulation of é computer to steal fnoney from a bank or property from an_
owner would be punishable within the present definition of 'theft.’® The same may. not -

be true of those Australien jurisdictions -which have not adopted the Theft Act. United .

, police procedures gnd trial methods'“ may require close

'States decisions have held that theft of & programme contained in a computer's memory. .-
could not be regarded as theft of an ‘article’ within the scope of the definition of the,
crime.’ 4 Offences designed before the advent. of computers may not, in terms, apply.to 7
conduet which, though admittedly antisocial end harmful, does not attf-act' current penai_«
characterisations. The. Standing Committee of Commonwesith and State- -
Attorneys-General in_;.a‘fixstralia is examining some-of the issues related to computer.
crime. A national examination of the topic appears overdue, Other arcas identified by
Tepper as reqmrmg urgent revision of the law because of computensatlon include the law

of contraet, torts, discovery of documents and intellectual property

U computers present problems to the law; its institutions and practitioners;.
there is little doubt that they will also provide many benefits. The right of access which i

the cruecial provision in most privaey and freedom of information statutes is only made
feasible, at least on a large scule, by the very technology of computerisation. Some of -the
benefits for the legal profession are being studied elsewhere in this Convention.. T e_
electronic law office is already with us. Word processors, many of them with & l_l-r_r}lt_ﬁ'{!
computing capacity, are now & commonplace in Australian legal offices. They are leés
commonly used by the judiciary and the Bar, although they are obvicusly useful for the
refinement of opinions end for reproduction of documents with recurring 'core'- detaﬂS;
such &s certain charges to the jury, pleadings and advices on evidence.. The
computerisation of legal data, although still in its infancy, has already been com mené_leq;"‘i{_l ’

Australia, The Commonwealth statutes are computerised and thé start has been made to



-to identify statutory provisions containing 'key words' relevant to the privacy,
nd evidence inquiries of the Commission. Computer analysis is being employed

at aid to the legal.profession. it canrreadily ensure tﬁat relevant statutes and cases
;'o_t"overlooked, as can so easily happen with manual systems. It can help lawyers to
iith the prolifgration of legal material. In Australia, it may increasse the use of
t interstate legal decisions end analogies. Tapper has even suggested that it may

apted to the development and extension of common law principles.n

These facilities are already with us in embryo. But there is an incident of
iputerisation which may be of greater concern to the Australian legal profession. At
'risk of offending against Kenneth Clark's dietum, I believe that this Convention is a
‘useful” oceasion to call to attention the possibie implications of computerisation for the
.,v1al-3111ty of the independent legal profession in Australia, as presently organised. Anyone
:cern_ed about the individual in Australia will be concerned about the survival of an

;é_.f_f._éétive and relatively prosperous legal profession practising in sufficient number in all
.pa'r'i:s of the cowitry, The features of computers outlined in this paper suggest that there
wnll ‘be a need in the future, even more than in the past, for courageous and able lawyers
.to defend the individual against some of the impersonal, oppressive and centnpetal forees
of the computerised society. Developments which threaten or endanger the independent
1?%'&1 profession of Australia must be viewed with concern by those who value the
individual, s has the law, traditicnally. . '
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. Havirig regard to the remarkable advance of computerisation during the past
decade, there now seems little doubt that computers will come, in a relativeiy short time,
to assume & very large part of registered land conveyaneing in Australia. This prediction.
is not new. Tapper put it forward in England in 1973.79 Chief Justice Warren Burger .
made a similar suggestion in his address to the National Conference on Administration of
Justice in the United States in 1976.30 The system of Torrens Title, so overwhelmingly
adopted in Australia, and the specia]ly. rapid computerisation of the records of locsal and
- other land use authorities, makes the penetration of land title conveyaneing by computers .
inevitable. The controversy is one gbout timing. The importance of such a- conclusion for
the legal profession of Australia is obvious. Surveys suggest that gbout half of the current .
time of lawyers in Australia is devoted to land conveyancing and associated work.81
Half the fee income of lawyers in Australia is said to.derive from this field of actmty. .
Yet if mueh of this work, particulerly domestic land transfers, were suseeptible in whole
or part- to automation and eomputerised procedures in an edministrative rather than' an
adverserial mode, the Justiflcatlon for a lawyers' monopoly of paid service in this area, .
would be significantly ¢iministed.82

In 1980, when the proposal was made to & Conference of Surveyors that
plammg should commence at once for & natmnﬂl land use data base, not only for Iand
conveyancing but also for the use of Commonwenlth, State and Local Government
euthorities as well as private concerns involved in land use, the notion was deeclared, a
‘misty-eyed dream’ by the past President of the Law Society of New South Wa}es.ff3 .

However, the move towards computensatlon of land titles in Australia has already begu

In Vietoria in November 1980, the Attorney-Genergl announced the introduction.of a _
computer system to facilitate the processing and searching of dealings in land at the
Titles Office. In South Austealia, the first stage of a new computerised land 1nform&tlon
system was launched in December 1980, The South Australian Minister for Lands opened'
the Land Ownership and Tenure System (LOTS). For a small charge, members of the pu tie, |

with an interest in land can make an inquiry and examine documents of an unlimit

variety of government recording systems, without the need of a trained intermédigf'
More than 30 terminals are already in operation in Adelaide and its éuburbs. The prospec
of a national eomputerised land and title data base must be squarely faced. Clearly,.in
foreseeable future, the computer will not entirely replace the need for the partlclpati
of lawyers in land transfers. Large, complicated old system and commercial deah_ngs__w
continue to. require skilled legal advice. Problems and disputes will arise which W I
require legal resolution. The faect remains that & great deal of land conveyancingrw_

shorily



ible -to automation. Realisation of this likelihood will prompt the legal profession
1s rép_resentatives to seek cut appropriate, modern and adequately remunerated work,
y:of thé profession and available to replace the remunerative land conveyancing

Thuceh of it falls vietim to automated procedures.

g Thls is not a criticism of the Australian legal profession, although the
nt':ht.i'bn of such a high proportion of its activity in routine land conveyancing is
Bly "i;nﬁealthy. It is a statement of concern for the survival of & resourceful, well
' éq pé'ivate legal profession, when a major souree of remunerative work may be
"Eomputers. There is still time for Australia's lawyers to prepare for the effects
- nge. It is those who are gware of the imporiance of the legal profession for the
'of the individual whe will call attention to the writing on the wall.

ONCLUSIONS

" This paper set out to do three things. First, to establish the speed and
asiveness with which computing technology is being adopted in Australian society.
though statisties are poor, those that are available, allied with common experience and
fvation, " will convince the observer that eomputing and allied technology is
trating all seetions of the Australian community. It is necessary to reslise this to
pel the myth that the legal consequences of computerisation are an exotic far-away
jécf that can be Leg?ﬁio other people, other times. This s not an issue of futurology.

“hroblems are with us now.

Secondly, the paper has sought to identify some of the social and legal
ations of computerisation, Fortunately, we are aided in this search by a commeon,
uniiversal quality of the technology and the similarity of its impaet, at Jeast upon throse'
countries of the advanced western economies, of which we are cne. National reports and
international inquiries outline the problems that must. be faced. Many of them are
f political and social and go beyond the immediate concerns of lawyers, even if they will
also have legal consequences. There is little doubt that computerisation will have
_implcations for international dependence, national security and cultural integrity. Of
“these 1 have said nothing. Computerisation also has implications for employment:
i:éplacing many routine tasks, displacing employees, and creating social tensions. These
- eonsequences will ‘undoubtedly have legal implications. So too the vulnerability of the
computerised society stimulates calls for new powers for the authorities of the state to
é;dard the eommunity against the added dangers which terrorism, industeial disruption or
accident cause for a society of inter-connected daté bases. It will be the special role of
lawyers constantly to remind lawmakers and the community of the F%articular balance we
have struck between the needs of iaw enforcement and the respect for individual liberty.
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Two projecis before the Australian Law. Reform Commission illusirate the
endeavour of the law to adjust to computerisation. The first, relatirig to 'the protection of
the p}ivacy of personal information, is an area where there is an absence of law adequate
to cope with the espacity of the new technology to collect, store, manipulate, aggregate
and retrieve information in new ways..The second, relating to the scceptance of
computer-generated evidence in courts, is a case where laws devised for earlier times are
unduly obstruetive of the admission of evidence generated by computers. The law must -
not cbdurately reject such evidenee, for the rest of society is using it as a commonplace. '
At the same time, fairnéss to the individugl will require an appropriate opportunity of
challenge and . serutiny. Blind faith in machines may be as unsafe as unguestioning,

uncritieal acceptance of any other evidence.

Numerous other areas of law reform remain for the futufe. Some of them have
peen identified. They include niodifications to the criminal law and to intellectual
property law. The examination of computerisation is not an unrelieved tale of woe. On the .
contrary, éomputerisation of legal data is already changing the nature of legal practice.
Word precesscrs and legal data bases will relieve busy lawyers of the future of many
tedicus, routine tasks. In this potential, however, lies a danger. It is gne which must be of
concern because of the heavy con_centrétion of the activities of the legal profession of -
Australia in land tiﬂeg;c'bnveyancing. The steps towards computerisation of this aetivity
have already begun. Their continuance will have important implications for the future
areas of activity of the Australian legal profession. A confident, prosperous and
courageous private legal profession is essential for the defence of the individual. This will
be even more so in the technological, impersonal, centripetal society of the {future..
Computers pose meany pressing, current chalienges to the law and its practitioners. For.
the sake of the individual, it {s to be hoped that we are equal to them.
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