-

ey

TRANS NATIONAL DATA REPORT

AUSTRALIAN PRIVACY INQUIRY: PROGRESS REPORT

The Hon. Mxr. Justice M.D.. Kirby *

January 1981



TRANS NATIONAL DATA REPORT

-AUSTRALIAN PRIVACY IWNQUIRY: PROGRESS REPORT

"“The Hon. Mr. Justice M.D. Kirby *

ustralia's national inquiry into new privacy laws. In Australia, only one State

e- -Commission is working closely with State bodies in Australia in the
of ,i1.:s proposals. It has before it.the QECD Guidelines governing the
£ privacy and trans border flows of personal data (see TDR Vol. 3, No. 7, Nov.
ithough Australia abstained when these Guidelines were adopted by the Council
ECD on 23 Septer:nbei'. 1980, it did so principally to permit TFederal/State
oﬁs. Under the Australian Constitution, the protection of privacy is substantislly
atter. Nevertheless, Federal and State bodies looking at privacy law now have en
nationally stated standard against which to de\:relop and measure proposals for

Viey protection.

In June J980 the Australian Law Reform Commission issued two discussion
ntaining tentative proposals for new Federal laws in Ausfralia on privacy

doption of certain rules based substantially on the OECD Guidelines. It also propesed the
reation of an Australian Privacy. Council, to elaborate the guidelines, and a Privacy
W mmissioner to investigafe complaints, conciliate disputes and promote community
ation about data protection and data security. During November 1880 the Law
«Commissioners sat in public hearings in all parts of Australia to receive industry,
cademic and community submissions. They also attended semsinars arranged by industry
odies. Under the direction of Professor Robert Hayes, the Commissioner in eharge of the
roject, the submissions are now belng evaluated. A fina! report with a draft Federal
Privacy Act is expected in the second half of 198L
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._.The purpose of this note is to outline some of the themes relevant to
information privacy which arodse during the course of the publie hearings. A resolution of

these themes will influence the future shape of Australia’s information privacy laws.

Criminal and child welfare records. One matter which was not specifically dealt

with in the diseussion paper was the subiiect of several submissions, namely eriminal and
like official personal records. Maﬁy peoplé making submissions referred to the damege
that can be done to personal reéutations by the indefinite retention of such records.
Reference was made to the s]jding seale provided in the English Rehabilitation of
Offenders Act. The enactment of similar legislation in Australia was urged at a number of
public hearings. - '

Problems raised by consideration of eriminal record 'pr'wacy inelude problems of
the security of such records from reticulation to & wide range of would-be recipients. It
was pointed out that some police and criminel records in Australia ere sometimes passed
on to insurance companies and 6thers. It was suggested that a proposed national eriminal
data system would have dangers and would inhibit people Miving it down'.

A clear perception of the wey in which old récords worry peoplé was given by a
submission- made in Sydney by a former State ward, i.e. a person Wh:)se custody and
upbringing during childhood had been undertaken by the State. Althbugh'his is not the case
of a criminal record, it is a problem of a similar order. His wardship file had followed him
from.one institution to another during his youth. His every offence or suspected offence
was noted.down. On one oceasion he illicitly saw his file and noted with estonishment and
embarrassment the large number of prejudicial, unfair and cruel esmments which
represented his 'data profile’. This young man, now 20, wanted to know how that file could
be destroyed, retaining only essential records such gs physical health treatment. He
mentioned how the file contained allegations™ of offences he never committed and
suspected personal sexual inclinations he did not feel. He objected to the way institutional
officers would 'see’ him through the file and endeavour to strike a note of familiarity on
the bagis of the file information, whieh familiarity he did not feel inelined to accord
them, at least at a first meeting. Most ehildren gét through life without an annotated
catalogue of their suspected joys and woes. The existence of such files worries some
sensitive people.




hé'érgd‘it society, credit bureaux have been established. Inereasingly they are
.- The establishment of computerised credit bureau, was explained. They are
ot linked to bureaux in other Australign States. However, such linkages are only a
£ time. -Already internationel credit linkages for the .world wide use of credit
apable of virtually instantaneous checking of eredit worthiness and fraud, They
gsta'blis_h'ed, efficient features of our society.

“redit bureaux, slready adopt standards both for securify of their dataz and for
ity It is in the interest of the bureau to offer accurate and up to date factual
ost provide access by the data subject, either to the information held, or to
ice of it. In some States of Australia (Victoria, Queensland and South Australia)
tion has already been enacted conferring on data subjects adversely affected

it information certain legally enforceable rights of access. In New South Wales

‘however, defects both in the sbsenee of schemes in some parts of Australia
ng the Capltal Terntory} and the inadequacy of some current schemes. Increasing

comments. Credit bureaux and ecertain other orgamsatlons (such as suppliers of
gqvemment services} are armed with enormous quantities of personally identifiable
infofmation. What ean be used in emergencies for location of people, could also be a
_soureé of interrogation by authorities, quite unbeknown to the data subjeet. The ability of
- 99m{5i£ﬁeriéed data of this kind toc be submitted to interrogatory rhythms so that
i information supplied for cne purpose is put to quite a different and unexpected purpose
‘wes mentioned in several places. The meed for protection of the date subject against
misuse of information in this way was a recurring theme-of the Australian public hearings

and seminars.
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Employment and Referces' Reports. Senior university officers came. before the
Commiission's public hearings to express doubts about the extension of a right of access to

employment and referee reports {letters of recommendation). It was suggested that a
problem would exist in providing access not only in universities but also in private business
and govemment employment. In universities it would exist both at the point of
recruitment and in respect of promctional edvanement. In Sydney it was asserted that an
employer was glso entitled to the privacy of his records and that these included certain
persbnnel information.

University representatives stressed that universities especially must be armed
with frank referees' reports if they are to maintain standards of intellectusl excellence. It
was said to be vital that referees should feel free to disclose derogatory and critical facts
about a candidate for appointment or promotion. Fear was expressed that a right by the
" subfect to have access to his whole persoennel file, mcludmg referees‘ reports on him,
would impede frank referee assessment, encourage bland comment, alternatwely lead on
fo the adoption of a ‘'code' system by which doubts about a candidate were signalled
obliquely. In this regerd, reference was made to referees’ reports in United States
universities and the warning which must be given there to those who write referees'
reports coneerning subjeet rights of access. The Privaéy Study Protection Commission of
the United States suggested that after an initial retreat to bland references-and to use of
- the telephone, more rec‘ent experience did not justify such criticism of the right of
access. Australian university personnel disputed this assertion based on their experience
of referees' reports originating in the United States. '

It was put {0 the university representatives that quite eritical decisions would
be made on the career of & person, on the basis of false, misieading, out of date or even
malicious referee repeorts. Present secrecy could simply proteet error. The possibility that
externsal referees could be sought, of whom the subject knew nothing, was specially
offensive. Not only might prejudice be done to the candidate. The decision-maker himself .
could be armed with inadequate -data. In response, it was suggested that this was the
regime which university people in most countries well understood. They themselves have
to write many reports as referees and they understand the need for confidentiality. Use of
the telephone as an salternative or supplementary source of frank assessment was
unsatisfactory in the Australian unjversity environment where an international scholarly
market tends to be tapped. By the same token, it was conceded that opportunities for
university advancement in Australis were declining and that non-academie staff in many
institutions already enjoyed or were negotiating the right of access to personal files. Its _
extension to academies in some form was considered possible. The issue was : is it

desirable and if so, in what form and with what limitations? -




i) ‘are now computerised. In Victoria a State-wide system of computerised
reé%t"dé i5 under study. Computerisation and the uSe of medieal teams going far
ihe ‘medical profession itself raise the posﬁbilitﬁ of a haemorrhage of private
rﬂation which was simply not possible in the old time doctor's surgery files.

“The other challenge to medieal privacy emerges as the consequence of the
government funding of health eare in Australia. The invelvement of health funds
ieal funding raises many complex questions. These include the computer matching
‘fc'i'acing of fraudulent claims by doctors énd patients, with consequent need to
fent health records and even investigate patients themselves. Another issue is
r-a. health fund may ever be justified to disclose to a patient something
urgble discovered about the doctor (on the other). An example of the lastmentioned

""When it cam@ to the issue of access by patients to their own records, strong

io were raised. Many of the medical witnesses conceded that there had been
cessive paternalism in the past and that the patient's interests must guide the ultimate
grﬁent on this issue. However, reservations were expressed coneerning direct access by
phﬁéﬁtS'to medical records. It was said that there would be a need for complex methods
to isire the identity of the applicant. It was said that records (often now contained on
negl’-fﬁh— or microfiche) could reveal the secrets of other patients. It was said that

hospitals and medical faeilities generally did not have premisés or personnel to supervise
“such.aecess. It was feared that direct, unsupervised access might lead to tampering by the
pétieﬁt: ‘with the file. Some objected to any retrospective principle, given that health
‘records until now have been prepared by officers with an expectation of confidentiality.

,‘Some:"-feared that a right 'of acecess might discourage the notation of peripheral
".'iri_form‘elti'on, vital for'a total profile of the patient. In the psychiatric area the problems
. of records in the case of group therapy or fa:mily therapy were mentioned. The rights of
'ethers- would have to be respected in any later aceess to such group or family records. The
involvement of medical teams and the need for peer review was said to be an obstacle for
. @n unrestrieted right of access.
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For all these problems, generally speaking, medical witnesses were content with
the notion of intermediate access i.e. through a trained medieal officer who could protect
patient and record-makers from undue harm, whilst at the same time giving the patient a
general right of access to his mediesl file. It was pointed out that most medical records
involve administrative material, factual material and sensitive and hypothetical material.
It was only in respect of the last class that significant problems of access were raised.

The question of ownership of records was raised in many centres of Australia,
although not addressed by the Commission. The preectice of doetors and lawyers selling
eonfidential patient and client -files as a business concern, - without subject consent, was

referred to and criticised,

Children's Privacy. No issue é.ttraeted more submissions than a suggestion
conceming.chidren's privacy. The suggestion arose in the context of the Commission'’s
view that a general rule of secess should be provided so that normally the individual would
have access to personal datz about himself, Adoption of such a rule requires the definition
of rights of access and a statement of its point of commencement. Obviously young people
‘of tender years may not exercise a right.of access to records about themselves for
themselves. Access by their parents or guardians must therefore be aliowed, acting on
their behalf. When it comes to children moving into adolescence and adulthood, a time
will be reached where the parent's right will be trensferred to the child himself. A point
will be reached where the integrity and privaey of the ehild will be respected and upheld
by record-keepers who are counselling and advising the young person, upheld even as

against an inquiring parent. What is that point? Can it be defined?

The discussion paper suggested that before the age of 12 parents should be

absolutely entitled to have a right of access. After the age of 16 the consent of the child -

should be required in every cese. In a grey area between 12 and 16 it was suggested that
the consent of the child should normally be required by the doctor or school counsellor,
even for parent access, but that such consent could be over-ruled in the interests of the
health, safety or welfare of the child, The propossls were not fully explained. The problem

of dealing with ebused and ill-treated children was not instanced. The spectre of ...

12-year-old girls securing medical advice on termination of pregnaney and contraception,
seeretly withheld from their parents, agitated many sincere and concerned community
groups and individual ecitizens throughout Australia.




ng ‘perents' rights over children and children's duties to parents. Many even
?-a-'é-bmewhat 'mercantile! approach to the problem. Aceording to this view, so
¢hild remained under the roof of a parent, eating at his table, the parent should
gbsolute right of access to the child's records, howevar intimate, whether
~educational or otherwise. If a parent paid the health fund fees, the claims of
ren’ a child) on such a fund could not be tolerated without the subscriber parent's

ge and consent,

: -‘, This 'approach was condemned by otheér participents. In Melbourne it was said to
yrnpt_or'nai-ic of a selfish attitude to a 'captive population'. Instences of unkind and
gl--“ﬁa';-eptal conduct eited to the- Commission. Psychological oppression and cruelty
._ch” ore common, so it was said, than physical abuse. Instances where parents were
sh and thought of themselves rather than of their children's individuality were
iid'ﬁed;‘ Orie witness pointed out that a case where a child, couregeously against the
nt, 'a_'as;s'ei'téd a right to the privacy of confidences, was already a case where intra
ily 'éﬁmmunication had 'oroken down'. All that wes proposed was that the law should
Eeétﬂsu-ch children as a vulnerable group. It was claimed that children were maturing
er'. today than in times gone by. It was also pointed out that in reality doctors,
chers, ‘ministers of'?;esfigion and priests in Australia did observe the confidences of -

ildren between the years of 12 and 18, and indeed, on oceasions, even younger.

- As against these contentions, strong arguments were advanced by oppeonents. It
us pointed out that parents are generally motivated by the best interests of their
ldren’ and ere usually in the best position to judge those interests. They have a longer
erm and less superficial knowledge of the child- than most record keepers, whether they
¢ doc'tors, school counsellors or advisors. The effort of society should be to bring parents
1d ehildren together, to share information. The dangers of abortion,-especially on young
irls, ‘were stressed by representatives of the Right to Life Association. Certainly at the
ge of 12 to 16, young people were vulnerable and susceptible to assertive peer group
_é?gssure. It was said that many children of this age group were 'bush lawyers'. Adoption of
the prineciple that children could object to parental gecess might encourage children in

‘rebellion against the legitimate efforts of parents to help them during a period of
immatufity. Crie participant even said that the need to tell parents, for example in the
case of pregnancy, would force children and parents together where the easy thing would
be to avoid communication. Commenting on this, representatives of the Family Planning
Association’ thought it a naive proposition in the context of pregnancy of a young girl.
They said it was more likely that the girl would borrow from friends, steal or even seek
non-expert termination of pregnancy rather than face up to parents, if they were known
to be unsympathetic. ; .
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The general consensus of those who made submissions to the Commission, even
some who favoured a child’s legal right to privacy, was that the age of 12 was too low for
the beginning of eny lepally enforceable right of privacy. Many expressed themselves
more forcefully. Debate about the appropriate age varied. The Family Planning
Associgtion of N.S.W. sug‘gestéd 14 years, that being an average sge of puberty. Others
supported that age because of its connection with sehool leaving entitlements in some
parts of Australia. Others arpued for 16 'years on the basis that this was the age for
consent to sexual activity in the criminal law. Many religious groups &nd some others
contended for 18 years, that being the age of adulthood, the right to vote, make wills,
contracts and so forth, Other participants said that 18 was nowadays 'far too old. The
mean of ‘the submissions received would appear to fevour a general age of 16 years,
beyond which parental insistence of access to intimate medical or educational
information, or the confidences shared-with a priest or minister of religion, should not be
upheld against the c¢hild's objection. '

Plainly this controversial propesal relating to children's privacy will have to be
reconsidered. An English legal scholar with an international reputation, Professor G.
Dworkin, told the Melbourne seminar that in the interests of securing effective privacy
and data protection laws, the Commission eould do well to postpone ithe controversial

* proposal on children’s privacy, referees’ reports and access to medical records.
ol

Towards Effective Sanctions end Remedies. The controversies about eriminal

and like records, credit information, employment referees' reports, the privacy of medical
records and children's privacy are international debates. They adhere in the information
practices -of all advenced economies. The OECD Guidelines recognise that in the
development of the actusl machinery of privaey protection, each country will have to do
so in the light of existing institutions and established legal traditions and constitutional
limitations. In the Australian Law Reform Commission's consultations, we were left in no
doubt as to the problems in the way of effective privacy legislation. Foremost amongst
these, in Australia, is the constitutional limitation wupon cohprehensive Federal
legislation. Only by artificial and dubious constitutional argument could a single regime be
established to govern sutomated data systems. Such an approach would be forced to rely.
upon the Federal power over telecommuniecations. However, beyond such legal difficulties,
many others were listed. They range from the apathy of the eommunity to the mobility of
highly trained informaties personnel. The problem of apathy was touched on in many
places. In Brisbane, the public hearing was told that privacy was not presently seen as .
'eost justified. Elsewhere we were told that there was 'little interest in the subject’. The
need to raise the comrﬁunitys understanding of the problems and of the subtle dangers

that lie shead wes stressed in almost every centre.




h equally the clalms to privacy and mformatlon It was 1mportant to avosd an
and 'over—tender‘ concern for privacy. Professor Dworkin stressed that any

developéd should be flexible because of the mflmte variety of information

.particular, and the fast-developing technology which almost daily creates new
or the slow-moving lawmaker. The role of the law was limited and its limits
gnised in.all parts of the country.

he ¢ost of privacy protection was mentioned in many places. Some urged that
- ges should be made for the suggested right of access. Others urged thet any

T g‘ht of aceess. Still others pointed out that access and data quality rules should
3 elements in & good mformatlon System. Data cleansing and audltmg should be

ood came through that encryptlon would be required to protect sensitive personal'

computers from 'raiders’.

S lrtS. ‘content is moved about for reasons of economy and efficiency. By way of
eassurance, it wes pointed out that Australia will pick up various security measures
ro\\}ié__rde:_d- for in United States legislation. Numerous participants urged the need to 'phase
HY legislétion and to provide machinery that would ensure that tﬁe regulation of privacy
nd the provision of effective data protection laws was an ’Ongoing‘ procedure.
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So far as the actusl mechinery for privacy protection was concerned, an
important difference of view emerged. On the one hend, some proponents urged that it
was necessary to go no further than the model of the New South Wales Privacy
Committee. Generally speaking, this provides a mechanism for investigating complaints
and generalising to voluntary, non-enforceable 'guidelines’ which are given publicity
through fhe media. The Law Reform Commission's discussion paper urged an extra step in
the provision of a residusl right of access to the courts, at least in some cases of privacy
invasion, both in respect of unlavful intrusionis and breaches of established fair
information practices. The sucecess of the New South Wales Privacy Cbmr_nittee has been
most notable in its accessibility to ordinary citizens, across the table. In this it contrasts

. markedly with the relative disuse of general tort remedies provided in Canadian
legislation. Nearly 10,000 complaints have been dealt with in the five year history of the
Committee. However, the other view was expressed that legislation and court-enforced
remedies were appropriate and necessary for effective protection in addition to
conciliation and persuasion witﬁ reliance on media coverage to ensure compliance.

Self-regulation was mentioned in many centres. Although it is cbvious that
self-diseipline will be an important aspect of effective privacy laws, most participants
agreed that self-regulation alone, with no statutory backup, would be inappropriate and
ineffective, pérticularly in the area of data protection and data security.

CONCILUSIONS

The Australian Law Reform Commission is now entering the final phase of the
_preparation of its privaey report. Procedures of public and expert eonsultation teke a long
time, particularly in & big ecountry with scattered communi:cies. However, the end result
should be a law whieh is well considered and sensitive to the perceived needs and attitudes
of the Australian public. A recent national publie opinion poll, eonducted by The Age
newspaper in Melbourne for the Law Reform Commission, showed that:

* 83% of people surveyed thought that those who were in a job should have a right to k

see their personnel file if they ask for it.

. 89% thought that s person seeking a loen should have a right to see and comment
on any report obtained by lending bodies.
83% were aware that information gathered by government departments zbout
individuals was not universally treated as confidential, in the sense that it was
sometimes passed to other government departments or outside bodies.
Yet only 31% of Australians felt that their personal liberty was threatened. 65%
felt that it was not under threat,
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ffhe pirqvision of effective laws on privaey is now a major pricrity of the Ausiralian
form -Commission. ) )

Chairman of ‘the Australian Law Reform Commission 1975—; Chairman of the
QECD Expert Group on Trans Border Data Barriers and the Protection of
Privacy 1978-80.



