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PRIVACY AND INDIVIDUAL LffiERTIES

When Gutenberg developed his printing press, the spread of information which

-followed promoted

soc~·and
soc~·

economic revolutions which extended to our own age. The

new information technology of computers (especially as now linke.d to
telecommunications) is a development of the last decade or so. Its consequences will be at
least as profound as GutenbergTs handiwork. Just as C;}utenberg
9utenberg released informati~:m
informati~:m from
the .near
monopoly
of
the
educated
members
of
the
church
and
nobility,
so the new
.nearmonopoly
nobility,so
information technology will dramatically affect the lives ,of everyone in Australian
sqciety and indeed the shape of society itself.
At a recent conference in France on Informatigue et Societe·
Societe several
society were identified. They are relevant to us in
consequences of the computerisation of soeiety
Australia. They include:

* the effect of the,new technology on employment;
vulnerabil.ity of computerised society to terrorism and, crime;
* the greater vulnerabi1.ity
* the impact of the new technology on naticmal security and defence;
* the effect of pervasive international technology o~ national identity and

culture;

and

*

individual.liberties of the new technology, ,inclUding
the consequences for individual.libeI."ties
,including privacy.

-2In Australia, the Myers Committee has been established to inquire into technological

change. As well, the Australian Law Reform Commission has been asked to propose
Federal laws for the better protection of one important liberty: individual priva~y.
priva~y. There
1
Icomputications (computers linked by telecommunications) pose dangers
is no doubt that 'computications'

to· individual privaey. The dangers .are. recognised in most Western countries. They are
outlined in a discussion paper issded by the Australian Law Reform Commission in June
1980, Privacy and Personal Information (ALRC DP 14).

This contribution be rrie
me seeks to idE':ntify Bnd illustrate the dangers to individual
remarkable developments of the new information te~hnology.
te~hnology. It
privacy which
Which attend th~ remarkable
also calls attention to the proposals tentatively advanced by the Australian Law Reform
Commission to provide for the better protection of privacy in Australia. The Law Reform
Commission is a permanent body established by. the Australian Parliament to propose the,
review,

modern~sation
modern~sation

and simplification of Federal laws. Already a number of its

proposalS have been adopted ~oth at State and Commonwealth levels. Its work in privacy
protection is one only of several projects
projects currently before the Commission for the
improvement of the legal system in Australia. In many ways it is the most important
project. It addresses, in the context of fast moving
importa!1~
moving. technological change, the importa.!1~
issue of how we can preserve some of the best features of our type of society, without
,onward advance of,
unduly impeding the beneficial .onward
of technology.
technolOgy. The Law Refor,?
Reform
LUddites, seeking mindlessly to hold back the 'flood of computer
Commission is no group pI Luddites,
./

technology. Indeed many of its proposals on privacy protection have nothing to do with
computers or telecommunications. Some are concerned with territorial privacy, e.g. the..
the.,
entry of Federal officials onto' property or the transmission of uris,olicited advertising;
advertising"
Intrusi'ons~':'
mail. Such matters are dealt with in a companion -discussion paper Privacy and Intrusi'ons~':'

(ALRC DP 13) also issued in June 1980.
The universal and most pressing concern for individual privacy today, is,
consequence-of
-of the growing automation of personal information records. In
-In
however, the consequence
many of the countries of Western Europe and Norther Amer.ica, laws have alreadY'b_e~n
already' b_e~n:
basic rules for fair information practices and to secure
developed to lay down and enforce basi~
control over access to computerised personal data. The Law Reform Commission's
proposals for Australian laws must be seen in the context of the rapid development of
information technology, the universal spread of that technology and -the recognition in all
Western communities that in the train of this technology come dangers for the individuat
The unique feature of Western countries is the importan:e they attach, in their political
and economic systems and "in their legal machinery,' to the individual human being. Let
there b'e no doubt about it. The individual is endangered by certain aspects of the 'new
-new
information technology. The business of the Law Reform Commission is to identify the
dangers and to propose effective means of defence and redress.

-3THE NOTION OF 'INFORMATION PRIVACY'

In ,a nutshell, the basic problem of information privacy today is that government
and business bodies maintain, as a matter of course, a vast amount of personal data on'
just about everybody in modern Australian society. The collection of such data and its
growing computerisation increase daily. Whether it is a social security record, Medibank

file, income tax return, credit referen,ce or -record of.insuran·ce claims experience, we can
alfbe sure that we are Ion file l. In the old days, there was a certain amount of protection
for the individual, arising from the fact that files become too bUlky
bulky and had to be
dis'carded. Linking manual records, kept in differing places,' Was
was just too difficult and

expensive. Technoligically, these" problems no longer provide an impediment. Data of
almost limitless quantity can be stored. Data from differing sources can be integrated and
ke[)t indefinitely. It is literally at the fingertips of the data controller.
The legal system lo..,ng ago developed remedies to [)rotect bodily and territorial
privacy. The laws of assault and trespass provide instances of this. If you trespass
provides "enforceable remedies and
[)hysically on a person, his land or goods, the law prOVides
punishments. Nowadays,· we speak of 'information privacyt
privacy' meaning the individuaPs_
individuaPs. 'zone
of privacy' relevant to todey's world. 'Information privacy' is the claim of the individUal to
have some control over the way in which he is perceived by others Ion
'on his file'. In a rural
sOclety, privacy may be protected, in law, by defending the person, property an~ territory
of individual. In a society of data bases, perceptions of the individual and intrusions upon
his personal life will generally have nothing to do with his physical person or immediately
surrounding territory. Vital df;!cisions will be· made as a result of perceptions of an
individual through his 'data
tdata profile'.
profilet. Modern privacy is the business of asserting and
upholding the individual's rights in ·respect
-respect of personal d.ata about himself. Privacy
invasion today is a problem of the data base not the keyhole.
THE PACE OF CHANGE

A major difficulty of designing effective machinery for ·the'
·the· protection of the
privacy

~f

personal information is that the information technology, sought to be tamed, is

itself changing so ra[)idly.
ra[)idly~ One U.S. report recently said that the basis problem was that
the 'time cushion'
cushion l between technological advance and the legal response had simply
disappeared. Things are just happening too fast for the slow moving machiner'y· of law

.,

wave'...says that we are facing a crisis
making. Alvin Toffler in his recent book lTbe
IThe Third waveT..says
of Our
aUf law making institutions. They are simply incapable of keeping up with the needs

.

identified by modern technology.

-4Certainly, things are happening fast. A few recent developments mentioned in
the discussion paper are:

*

the cost per function of a micro chip has been dramatically
dramatically reduced by more than
10,000 fold in 15 years;

* satellite costs per circuit year 1965 - $30,000; 1980 - $700;
* satellite earth terminals 1975 - $IB,OOO;
$10,000; 1979 - $12,000; 1980 - $1,000;
* bubble memory 1975 - 25~,OOO bubbles on a chip; 1979 - 1I million bubbles on a chip;
1980 - 27 million bubbles on chip;

* a single optic fibre one fifth of the thickness of human hair can do the work of_
10,00.0 ordinary telephone wires.·

Although these rapid developments are daunting to· the
the layman; and although they
necessitate flexibility in any legal machinery that is provided, it has not been the way of

our legal system to. simply gi!;e
.must be frankly acknowledged that no
gi~e up in'
in· despair. It ,must
legal system will provide for the detection, pun~shment
privacy·'
pun~shment and redress of every privacy··
invasion which occurs, whether in
ina data bank, electronic surveillance or otherwise. But

a

the law should provide guidance ._abou~ fair information practices and flexible and
accessible sanctions and remedies to
adjudic~te .su~h complaints of privacy invasion 'as are~_
toadjudic~te.su~h
brought to notice. Unless this is done, respect for the individual and his rights to privacy _
eroded~: In the process a very important feature of our form of society
will be,
be..,continuously
continuously eroded~:
will be destroyed.
DANGERS OF AUTOMATION

The first inquiries which looked at computerisation of personal data did·
did' no~
special problems arose requiring
reqUiring legal. attention. Even t<?day,.it
consider that any new or speCial
t<;,day,.it ..is
..is ..

pointed out that damaging personal data can be kept in a notebook or in the bottom
critic.al time, it can do great harm to the individual. Conceding
'~~~.
drawer. If used at a critical
Conceding·~~~_.
dangers of old information'
information· practices, it is now generally recognised that the new
dangers'

technology results in special features which endanger individual privacy and therefore,or another, to protect the individual. What are these
warrant legal responses, of one kind ·or
these·
fe'stures?
fe'atures?

* Amount.

Computers can store vastly increased amounts of personal informati()if~
informatiorL

Virtually indefinitely, 50
50 that the prote...
tionof
prote...cction
of sheer bulk evaporates~' .
and can do so virtually

*

~. Recent technology has vastly increased the speed and ease of retrieval 'Or.:
·of.:

material· which was once virtually inaccessible because -it
it
. information, so that material'
would be just too difficult to get at is now, technologically, instantaneously at .
one's finger tips.
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*

Cost. The substantial reduction in the cost of handling and retrieving personal
information has made it a completely viable proposition to store vast amounts of
I?ersonal kind indefinitely. 'Living it down
down'' becomes more difficult.
information of a l?ersonal

. llpdating accessible old records becomes 1TIore
more important.

*

Linkages.

The

possibility

of

establishing

cross-linkages

between

different

information systems is perfectly feasible. The capacity of computers to 'search' for
a particular name,

Of

p~rsonal ·reatures and 'match'
particular p~rsonal

identified

I?ossible in the old manilla folder•.
folder •.
characteristics was simply not l?ossible

*

Profiles. It is now perfectly possible, if access can be gained to numerous
data

~ases,
~ases,

per~onal
per~onal

'profile' which aggregates the information
to built up a cor:nposite 'profile!

supplied by different sources.

~et,

unless the data which is aggregated is uniformly

-the composite may be ,out of date, unfair and
up-te-date, fair and complete, 'the
unfair.
distorted. If decisions are made on such data, they may be errC?neous or unfair..

*

New Profession. The new information technology is very largely in the hands of a
new

employ~ent

group not subject to the traditional

cons~raints
cons~raints

applicable to the

established professions nor yet subject to an enforceable code of fair and
honourable conduct.

*

~l

AcceSSibility. The very technology, and the language, codes and occasional
Accessibility.
encryption used makes unaided individual acceSs to the data difficult if not
impossible. In a sense the new technology can actually protect security and
confidentiality. But privacy depends

o~

who may have access to personal

information.

*

Centralisation.

Although

telecommunicatic;ms,
telecommunicatil;ms, may

technologically,

facilitat~

computerisation

decentralisation of

information~
information~

linked

with

it is prone, ,by,
'by'

linkages, to ultimate centralisation of control. Obviously, this has implication of a
political kind. Technologically, there is little to. prevent 'Big Brother' gaining
everyone, in society. At 'present, our defence
access to intimate personai details of everyone.
against this happening is political and traditional. There are few legal inhibitions.

*

International. The advent of rapid progress in international telecommunications,
B:nd the exponential growth of trans border flows of ,data,
_data,
including satellites, B;nd
including personal data, makes it relatively simple to store intimate personal
information on the citizens of one country in another country: not readily
susceptible to protective laws yet instantaneously accessible by reason of the new
technology.

-6The -recognition of these featuresfeatures' of the new information technology has led to the
development, during the past decade of laws protective
protective of the individual and assertive of
his rights in respect of personal information. They began in Germany and Sweden, spread

to North Americ~n
Americ~n and·
and, have now been developed in most "European countries. The very,
universal natUl;,e of the new information technology makes it important that we should
seek, in Australia, to develop laws
8f1d consistent with those
laws which. are compatible 8f1d
developed in other countries with which we have numerous telecommunications links. The
legal machine~y
machine~y provided in the laws developed to date differ from country to country, in
accordance with differjng
differing legal traditions. But at the heart of the national and
international efforts to reassert the individual's rights in respect of personal data systems,
is an idea which is essentially simple. It is an idea which has been adopted by the

Australian Law Reform Commission. It is the central provision of the proposals on
information privacy protection. It is that normally, with exceptions spelt out by law, the
individual should have access to personal information stored which concerns himself.
Where. this information, on access, is found to be false, out of date, incomplete
incomplete or
otherwise unfair, remedies sh;uld be readily available to permit the correction, deletion
or
annotation of the record. In the future, the indiVidual
orannotation
individual will be 'seen' through his file. It is
v,ital that legal machinery should

b~

available to ensure that he is 'seen' accurately and

fairly. It is also vital that the law should give guidance to those involved -in the collection,
use and dissemination of personal information.

NEW PROTECTIONS FO{PRIVACY: BASIC RULES
In many of the qountries <?f Western Europe, legislation has been enacted to

establish. data protection boards, with which every owner or user of computerised systems
containing personal data must register or by which they must be
be licensed. In the -United
tne Privacy Act 1974 is basically enforced
States, Federal legislation enacted as toe

.~y:

adridnistrative.direction
administrative.
direction and upheld ultimately by private civil actions in the court~.:
court~., The~'
The,'
only general body established for privacy protection in Australia is the Privacy
Committee of New South Wales. That body works, very largely, by procedures of:
conciliation, negotiation and persuasion. There is no doubt that the Committee·
Committee' has done
extremely valuable work. A measure of its success can be found in the rapid growth orits,
of its,
business. Every year, the numbers of complaints made to·the Privacy Committee increase
TheCommitt.ee
significantly. The
Committ.ee aggragates its experience from

dealing with

th~se

complaints. In consultation with those affected, it prepares guidelines for voluntary'_
voluntary' ..t.he guidelines. !t has no means of awarding
adoption. It has no powers of enforcing t,he
compensation to those whose privacy is invaded.

-7The machinery for privacy protection proposed by the Austra.lian Law Reform
draws on this local and overseas experience. It starts with establishing the

mission
_~ommission

)r'oposition
proposition that present Australian law does not provide adequate protection for privacy.
. '-In particular its protections to the privacy of personal information are shown' to be

:--"·piec.emeal_and
-·piec.emeal.and inadequate. The advent.'of computerisation linked to telecommunications
identified new dangers, making the provision of new prctections by the law both
';:~:,riecessary
':., necessary and urgent.

_poses
.,~' __poses

The discussion.paper sets for itself the task both of establishing certain general

'-principles. which should be observed
,7principles.

in the collection, use, disclosure and storage of

. per:spnal- information and the enactment of legal machinery which will elaborate'
elaborate" those
gE?he.ral
gE?,he.ral

rul~s,
rUI~s,

particular cases, permit the
provide conciliation and mediation in partiCUlar

development of community awareness about the importance of privacy, facilitate on going
enforcement .
'. law reform and, above all, provide for the just resolution of disputes and the enforcement.
}tejecting a number of overseas models, the discussion paper
.of fair information practices. !tejecting
:0£
: m'akes it plain that Australia's".Federal
Australia's·.Federal Privacy Act:
:m"akes
to-computerised. information systems.
Should not be confined to·computerised.
public sector "(as
'(as is still largely the case in
Nor should it be restricted to Federal pUblic

Canada and the United States).
Nor should it be limited in its application to citizens and permanent residents. All
persons in Australia should have the protection of these uniquely modern legal
rights.
·collection, use and
The discussion papers 'lists various principles concerning ·the ·collection,use
personal -information, its storage and security. -It adopts;
adopts, ~as
:as a central
disclosure of personal-information,
individual access and challenge.
provision the following 'basic rule' for individual-access
to find "out
'out -what .information
The individual should normally be entitled to
-information is held
about him and to challenge it upon specified basis, in appropriate circumstances.
Much of the discussion pape~
papeJ;' is devoted to spelling out this general statement. Exceptions
must be identified. The precise .r.ights of 'challenge' must be clarified. The circumstances
in which challenge will be appropriate and the consequences of such challenge must be
·challenge can be used in th~ first place and turned to an
clarified. The way in which "challenge
effective defender of the individual and his control over information about himself, must
all be explored.

In addition to these general rules a number of specific topics are dealt with in
Can do no more hear than to list them. They include:
the discussion paper. I can

-8-

* the rules that should govern 'blacklisting'; -.

* the rules that should govern 'matching';
.* ,when. 'logging' of access to
personal information shoUld
should be-required;
to,personal
*
*

when 'culling'
Iculling' of out-dated personal information should be necessary;
when destruction, de-identific{ltion
de-identific{ition "-.or archiving are ,appropriate to protect
individual privacy of personal information.

NEW PROTECTIVE BODIES

The proposals of the Law Reform -Commission
the.creation
'Commission suggest the
.creation of three new
e
protective bodies. These nee~
(the"nee~ not be expensive proposals. Apart from the first (the

Privacy Commissioner), it is envisaged that other bodies would be made up of part-time
personnel. The Ombudsmen and the Privacy Committee
Committee have demonstrated how much can'

be done with a small effective staff.

*

Privacy Commissioner. A new Federal officer who should handle complaints and-and-~
conciliate grievances about invasions of privacy and fair personal

info~mation
info~mation

practices in the Federal sphere in Australia.
body. should be established to develop detailed
•~ Privacy Council. A new national body
standards for particular forms of personal information systems and for particuiar
information .practices which pose special dangers for privacy. The functions of
iriformation
setting standards and handling complaints should be separated. The Privacy ,Council
·Council .

should:
•. develop codes of practice;
•• elaborate the standards to be 'observedj

r"
.• give advice on information practices, promote community awareness',about
awareness'·about the
tht{;:
.-. ~)
importance of. respecting individual privacy; and
.. suggest reform of the law, where this is

indi~ated

by advanced in technology. or

knOWledge and experience.
by the accumulation of knowledge
The Privacy Commissioner should be a member of the Australian Privacy Council.

*

Gouncil. Because of the desirability in securing common standards,:t&";~:;
Ministerial Gouneil.
standards·' [or";'-;
privacy protection and compatible machinery for the enforcement of"th'os'e;;-':
of'-th'ose';-':
standards throughout Australia, a MinIsterial Counc"'U should be created of P"ed~rat~-~'>
P"ederal5-~'
and ,State
.State Ministers ·concerned
-concerned with information practices in theirrespecifv~>'~;}
their
jurisdictions. The Law Reform Commission has suggested that, to prQmCit~
prQrnCite 'tii';:i4}
'
practices in
widespread implementation of uniform, national fair information practices'
p~rsonal information, Federal legislation should apply -·not-·only
relation to p~rsonal
'-not-- only to..
to- the;";;.',:'

-9Australian Public Service and throughout the Comm~nwealth's
Comm~nwealth's Territories but also,
within the ·States, to the extent to which personal information may be transmitted
between data bases by

telecommunications. The

Commission

has

invited

submissions on whether the Commonwealth's constitutional powers to legislate on
telecommunications could or should be used as a means of securing a single
national code of fair inforr:tation
inforr:lation practices in respect of data bases linked by
telecommunications. Obviously, this question has political as well as legal and
technological implications. But the spectre of disparate privacy protection laws in
different parts of Australia is one which I?racticallaw

mak~rs
mak~rs

may have to face up

to and avoid.
REMEDIES IN THE COURTS
In the United States, the Privacy Act may be enforced by the citizen bring a

suit.in a Federal Court,claim!ng
_money damages for non-compliance with its terms, for
Court, 'claim!ng .money
example refusal to grant access to personal data within the time specified. In Australia, a
I?rivacy should be
"controversy has surrounded the extent to which a general right to l?rivacy
created,
The good work of the New South Wales Privacy
cr.eated, enforceable in the courts. The
Committee in dealing with hundreds of complaints, indicates what can be done by a 'low
k"ey' accessible body which avoids the costs and delays of the courts. Is more ne.eded?
ne_eded?
The Law

Re1c:~m
Rei:~m

Commission 'has
"has suggested that it would be desirable to

supplement the"
the . administrative remedies provided by the prol?osed Federal Privacy
Commissioner. It has suggested that a new civil remedy should be created, enforceable in
the courts, for loss, damage, embarassment annoyance or distress caused by breach of the
specific standards laid
laid down in the Privacy Act or subsequently established, according to
law, by the Privacy CouQcil.
It has suggested that money damages should- be recoverable
CouQcil.It
in respect of any actuBl loss suffered by a person as a result of the' breach of fair
information practices.in
practices .In respect of personal information about him.
a~e
ate

A number of reasons

given for. going beyond the conciliation/mediation model of the N.S. W. Committee.

They include, in the Federal sphere," certain

c~nstitutional complications..
complications.
c~nstitutional

But even more

important is the need to keep the remedies for privacy bright, by the actions of the
ordinary coUrts of the land, versed in the protection of liberty, independent of the
Executive Government and able to provide remedies and sanctions, civil and criminal,
which cannot be given by"
by. an administrative agency "alone. The need to provide a power of
injuI}ction, or the_
the. making of declarations of legal "rights and the need to provide criminal
offences for deliberate or reckless breaches of standa;ds of privacy protection, all
necessitate a role for the courts, in addition to the administrative agencies proposed.

- 10-

Because of the nature of the complaint and reasons of cost, speed and
it is likely that most claims for privacy protection would be dealt with by
accessibility, it·
the Privacy Commissioner. The very nature of privacy invasions- makes it likely that
in "the
'the courts will be rare, because of the pUblicity
publicity USually
usually involved. Having said
actions ih
with their unique remedies and
this, 'there may be merit in ensuring that the courts, With
powers and their independence from external pressure should corne to play 8 role in
defending the individual in this. modern, but vital, attribute of individual liberty.
IS IT ALL NECESSARY?

The discussion so far has proceeded on a somewhat theoretical basis. But the
challenge to privacy and individual liberties is anything but theoretical. The discussion·
pa(?er 'published by the Law Reform Commission instances many ·cases
"cases where personal
information has been used unfairly to the individual. Many more instances are collected in
have' simply':
the' .annual reports of the Privacy Committee of New South Wales Many cases have"

..

Take 'a
not· come to' notice. Other cases or potential cases are not difficult to imagine. Take'a
few examples:

.*
'*

credit t6'~'
Wr-ong Credit Reference. Mr and Mrs X applied to a finance company for creditto·
buy a ·panelvan.
'panel van. Their appliea
tion ~as initially
ini tiilly rejected on the basis of their creait>'·
creait>·"
bUy
application
rating. Investigati,cin
two"
Investigati,.cin revealed that Mr and Mrs X had a bad credit record with two·
f/
."
credit 'bureaux. Each bureau had misrecorded 'credit information concerning Mr XiS'
XIS'
father" against Mr
father'

XiS
XIS

name. Both persons lived
"at'a~:
lived in the same street, but "ata:::

.

different address•
address.

.*
-*

Inquisitive Restauranteur. The operator of a chain of restaurants asked- all ,'iri':- '
applicants for employment if they had criminal records. Inquiry was made just'
jusr iIi';case the appIi~'ant
for,"R-c,
appIi~ant "might then, or 'at
-at a subsequent stage, be considered" for"tf''managerial position. A manager had to obtain' a liquor licence, for which'
whicli'a~~,~;
a~~'~;
conviction of a serious offence might constitute a bar. After investigation bY:,
bY, thEr"
Privacy Committee, the company agreed to delete the question from the'
the fc5rm:':T(rcirm:':T('
Even if rephrased, it would have been relevant only to applications for .-ii'~-·-

"--.,-.

managerial position.

*

Incomplete Criminal Record. In 1953 A was charged with committing an offence"of'::';:
offence"of.'-';'
offensive behaviour. The charge was dismissed. In 1974 A applied to :B for a"jdb':"~
l(jo6:"~
EJ
For the purpose of the application, A made a stat~tory declaration to the' eftecl:;i,:<'-'-'
'.,_
.

effeclr

. ' -",,, ,,'

"c:;~i'~.'

that he had never been convicted of a criminal offence. B lawfully obtained'
obtained 'w~~t~
, , : ' "".,~;?
was supposed to be a true copy of'
A's criminal record. But the record:' was
of -A's
incomplete. In relation to the 1953 charge,' it did not say whether A had ·been·
,been'
convicted or not. Because of the record, A did'
wClu1d"nOtteIl~
did- not get the job and B wCluld"riOt
te11'-''''''
him Why.
why.

-ll-u-

- * Threat of Suicide. A journalist-who had received a letter. from a pensioner who was
threatening to commit suicide, sought to secure the pensioner's address from -the
"Department of Social Security. The pensioner had a history of long and severe
illness and had been seen from time to time by social workers. Access

address was approved in this

*

to.
the
to .the

case~

Police and Legal Records. In July 1978 it was reported that documents of a police
were_ found at a local garbage
crime intelligence unit marked 'strictly
Istrictly confidential' were.
dump. One record was reported to refer to a man as a 'potential
pOlice killer'.
lpotential police
maintained~ In a similar
Security in respect of the records had not. been properly maintained~

case a pri!1tout of confidential records from a solicitor's office turned up in an
infants school being used as spare paper for drawing and painting by the school
children.
At present,
present, in Australia, ther;:is
ther; is usually no accessible legal machinery for dealing with
cases such as these.
these. Only in New South Wales does a privacy 'watch dog' exist~ But its
caSes
. powers do not extend to enfor.cement of its advice or
01" the provision of damages or
01" other
court-like remedies. The growing· accumUlation
accumulation of personal information on all of us, both
public and priv~te sectors, makes it important that new sanctions and remedies
in the pUblic
should be developed. It is important that sensitive legal machinery should be developed
now, so that hand in hand with technological developments, we can develop effective
sanctions and remedies which provide the individual with effective means to defend his
privacy. Furthermore
FUrthermore such laws should provide the record-keeper with clear guidance as
to acceptable and unacceptable information. practices.
The danger to individual liberties· in Australia
Aust.ralia today lies not. in a fr.olJ,talass.ault
fr.ontal ass.ault
freedom. ·It'lies
to· freedom.·It
'lies rather in the steady erosion of rights and privileges.
by forces inimical to'
In'
In· a world of fast moving .science: and technology, slow. moving lawmakers. find .it difficlJ.lt
difficlJ-lt
to cope. In the'
,science lie many dangers for
the· dazzling advances'
advances· of information .science
for the
indiVidual.
individual. A world in which telephones are regUlarly
regularly tapped, individuals are constantly
the subject of elect1"onic
electronic eavesdropping,
eaveSdropping, optical,
optical. survei~ance
survei~ance is ma~ntained
ma~ntained regularly on
individual conduct and the information gathered is fed into date
data bases regularly available
to a controlling
contrOlling class seems fantastic. But it is, or sho1"tly
shortly will be, technologically
perfectly possible. Ultimately, technology exists to serve humanity. It is for humanity to
state the terms upon. which technology may be used in SOCiety.
society. A modern ·F-rench
·French
philosopher, having experienced the War time occupati0l!.'
occupatio~, saidsaid wrily that 'the mere fact
that it is a dictatorship of dossiers and not a dictato1"ship
dictatorship of hobnail boats, does not: make
it any less a dictatorship'.·
dictatorship'.' It is this truism which rings the bell to warn countries such as
Aust1"alia'
Australia- about the dangers to liberty which'
which· may arise from the new info1"mation
information
technology, if we nothing. There is a common resolve in Western Eurol.)e,
Euro!.>e, North America
res[)onse should not be seen. as simply the [)rovision
[)fovision of
and Australasia to respond. The 1"es[)onse

- 12machinery to ensure that information systems are relevant and efficient. There is
something more at stake. What is at stake is the role of the individual in the society of
the future. The new· technology both creates the problem and provides facilities for the
solutions. The Law Reform Commission's proposals for new privacy protection in Australia
those in this country concerned about the future .of
should command the attention of all thpse
individual freedom in it. Information privacy is a thoroughly modern aspect of freedom.
PUBLIC HEARINGS AND CONSULTATIONS

The Federal Government is committed to the introduction of privacy legislation
in Australia, when it has considered the report of the Law Reform Commission. Already
legislation has been enacted or is before Parliament which facilitates the access of the
cert\ain government information about him. The most important of this
individual to cert1ain
legislation is the Freedom of Information Bill 1978, still before Parliament. The proposals
stated above are a natural extension of and companion for this legislation. They fit well·
well- .~
econom~c: ...
into the international pattern ~which
~which is emerging in countries with political and econom~~
systems similar to our own. Gre~ter urgency is undoubtedly felt in the countries of Europe:
pe~sonal data during the las~.
which saw the damage that could be done .by.
.by_ the misuse of pe~sonal
-·8·
War. Though the urgency is not yet so plain to Australians, the potential danger is -,8..:.-

common one.

.~

,_ "-'
The whole point of referring a matter of such sensitivity and complexity as this
this;:,""
-Law Reform Commission is to promote a national debate and the thorough',:"
thorough,,:"
to the 'Law
consideration of proposals, before they are presented in a final legislative form. -Tne~:
-Tl"!e~~
suggestions of the Law
LaW' Reform Commission on privacy protection have been put forward
in a discussion paper, precisely to promote discussion. Throughout Australia, during
November 1980 pUblic
by the Commission to secure reactions
reactionsto,th~'
public hearings will be held"
held"by
to .th~·
discussion paper by government and business groups,experts
groups, experts and ordinary citizens;'~Tg~':
citizens;'-Tg~-:
coincide with these pUblic
,be held, sponsored by.;th.~,,;_
public hearings, a series of seminars will ·be
by.;th.~: __ ·
Australian Computer Society. Anyone interested to comment on the proposals for;"n~}r~.!C';:
for;"n~}r~.!<
privacy legislation is invited to secure copy of the discussion papers and to ,make
-make the.ir:it ,'
comments before the end of 1980.
The new informatio~
informatio~ technology certainly puts 'Facts at Your Fingertipsl.,'But~if~;"i<-",.
Fingertips\.But'if~;"ir
the facts are the personal information about fellow citizens, it is at least possiblel,~h~~hi'
possibleAh~~:-\i'
sometimes they should not be" at your fingertips. The technology and your fingertips~ro~~~f~j;:::
fingertips sh'J~I~i,r,
.
-become the means of invading the legitimate private zone
not becom~
~one of others._
others., Deciding.whWi':'·C';
Deciding.wh~t.fi:~~:{t

.

the undoubted values of information flows'end
flows' end and where the right t6
to respect ,::fgr~:~/
individual privacy begins is a difficult task. It requires sensitive jUdgment
judgment in tune. \'fith,S~~'
\,?ith
values of our society. If there is no defender for prIvacy,
practi,<;,es, w.~
privacy, fair information practi,c_es
rest on flimsy foun~ations.
foun~ations. In the age ,computications,
_computications, we must do __more.__
more.__ 'I)J~~_I!.Ef
.....P_~!!"""'f.
technology requires new legal responses. For 'information privacy' read 'individual liberty'..
liberty'•. :

- 13Further Information. Co(?ies of the Australian Law Reform Commission's
lsclussion
ussion papers Privacy and Intrusions (DP 13) and Privacy and Personal Information (DP

available free of charge to persons prepared to comment on them. For copies
G.P.O. Box 3708, Sydney
to: The Secretary, Australian Law Reform Commission, G.P.c.
W. Australia, Telephone: (02) 2311733

