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AUSTRALIA ON THE BRINK OF PRIVACY LAWS

--Australia has no coherent law for the protection of
inaividual privaey in. information systems. The advent of .
-gomputerised Lnformatlon retrieval and the general exp1051on in

the. collectlonjgnd storage of personal, information make it

‘Amportant that our country should develop an appropriate legal
;fégime to ensure fairness of infbrmation handling practicés.
ﬂThe recent marriage of computers and telecommunications
=(descr1bed as 'computieations® by none other than the. French
7:M1n1ster for Telecommunlcatlons) brlngs an 1nternatlonall

.d:men51on. Henceforth personal :nformatlon may be readlly

.stored in overseas countries. The exponentlal growth of

“t:ansborder flows of data, personal and non-persconal, poses

-nevel challenges to the domestie lawmakér.seéking to devise
éffective rules to protéct individual rights and submit
informqtion systems, national and intérnational,
requirements of fairness. . . o } :

Within Australia, the Australian Law Reform Commission‘has

been given a reference by the Federal Attorney-General to
propose laws for the protection of privaey within the



Commonwealth's sphere. Two rgpdrts havé already been delivered,
one relating to the special pfoblem of privacy protection in
publications (particularly in the media} and the other in
respect of the largest personal collection ¢of them all: the
ebmpulsory national census. Shortly, the Commission will be
publishing two discussion papers deﬁling with with the
remaining aspects of its privaey reference concerning
information privacey. The first paper will address certain
problems of Federal regulatioh of privecy invasive intrusion
{entry by Federai'officers, use of surveillance devices,
telephone tapping ete.). The second will deal with informatien
privacy generally as it falls under Federal régulation. It is.
hoped that a final report on these subjeects will be produced
early in 1981.

The Australian proposafs for the protéction of information”
privaéy are being developed egainst & background of national
legislation in a number of countries of Western Europe. and
North Ameriea. Furthermore, they will be developed with the
benefit of years of work in a number of intérﬁational
organisations gﬁ%ch have been seeking to identify the ‘'basie
rules' whiech should guide domestic laws on data priveey.
Computications impose on the international community the
obligation to develop privacy laws for informatidn'systems
keeping steadily in mind the likely development of the growing.
intergration of information systems, nationally and indeed
internationélly.'Fof a couﬁtry suech as Australie, at the brink
of developing national and State laws for data protection and-
data Security Iaws it is useful, if not esseniial, to search
out the ,'basie rules' already developed andlfo fashion )
Australian laws with these 'basie rules' clearly in sight. With
illustrations from the international and national efforts whigﬁ
have gone before, this paper seeks to deseribe the 'basie
rules'. I{ we can agree upon them, and refleet them in
Australia's legislation and information prectices, we may not
only produce more gffectivellaws. Wé may also évoid the
inefficiencies and diseconomies whieh will arise from
incompatible and inconsistent legislation in Australia
operating on integrated international and pervasive technology-




pgw'decade.futurology speculation. Amongst its prognostications

wés the prediction that the scope for advances in
telecommunications would be 'aborted in bureaueracies' or price
éontrbilers’ grip'. Privacy regulations, it predieted, would
ede data processing without sctually safeguarding privaey.]

‘The close of the 70s saw an energeticleffort in = number of
international orgenisations addressed at the proliferation of
daté=protection (privacy) laws. Central to this international
;endéaﬁoﬁr ﬁas been the attempt to define certain 'basie rules'
{which can be used as a benchmark for privacy legislation. There
i$ no doubt that the-rexpansion of automated processing of
. pérsonal and other data has greatly benefited mankind. But
-,théﬁé'is equally no doubt that lawmekers and those who advise
;'jhem, in the developed world at least, pefeeive'certain dangers
f:tn;the individual, which require protective legislation. This
"péjpeption has led to specifie data protection laws in the
United -States, Canada and Western Europe. In many other
coﬁntries, inecluding Australia, inguiries are well advanced .
- towards the design and mdoption of privacj protection laws. In
sé@e of the legislation already passed, specific provisions are
“enacted by whieh a local data protection authority may control
the trans border flow of personal data either by a licensing
provisions as in the case of Sweden and Denmark? or by a
system of prior authorisations, as in the French law.3
Typiéally, the justification offered for such provision§ is
that the instantaneous nature of new informestion technology
facilitates the ready haemorrhaging of personal data unless
international as well as loeal purveyors of infermation ean be
readily'controlled. There would be little point in erecting
protective legislation in one country if the protections could
be readily circumvented by.the inexpensive expedient of storing
data across the border where it was beyond the jurisdictionsal
control of privacy iaﬁs, yet could be reaaily and cheaply
retrieved via international telecommunications systems whieh
were themselves proteeted frem scrutiny by the rubeie of

secrecy.



Put positively, there has been a concern thét unintended
disparities in the laws offfriendly'countries could create
unexpected adverse effects on the general free tlow of data
between countries. It being considered that trans border flows
of data (including personal data) contribute to economic and
social'developﬁent, the fembval of unintended or unexpected
impediments arising from differing regulatory machinery has
been a chief effort of the international moves towards
harmeonisation. The adOption at an international level of agréed
principles might help to promote harmonisation or
. standardisation of laws, which cduld otherwise develop in a
discordant and inconsistent fashion, thereby creating the
inetfective bureaucratic impediment to.growth and development
feared by the Economist.

Put negatively, the fear has been expressed in some

guarters that, in the name of privacy protection, legislation
' might be developed which could actually have cother national
purposes in mind. Put biuntiy, this is the fear of 'data )
protecticnism’. Legislation, nominally for the purpose of Hata,
protection, could actually have such objects as the protectlon'
of domestic employment, local technology and expertise, home
industries, national culture, language, soverelgnty etc.
Accordlngly, it has been suggested that there would be merit in
"an intérnational definition of the general rules against wh;ch
legislation, ostensibly for the protetfion of privacy, could be
publlcly measured. Such an international standard might- reduce )
or discourage the adoption of illicit national leglslatlon
which imposed an artificial barrier on the general free flowlof.
information, including personal information, ‘

This is the background to the search for the 'basic rules’
of privacy protection laws. Given the difterent languages,
difterent legal traditions and differing cultural and social
values, it might have been expected that such a search would
have been frustrated by fundamental disagreémeﬁts. The tact is
that in all of the major 1nternat1ona1 efforts that have so far

ad&ressed “this problem, there has been a broad measure of
' agreement on the ’'basic rules'™ around which.domestic privacy
legislation should cluster. In a statement made by me to the
Committee for Scientitic and Technological Policy (C.S.T.P.) of




‘Organisation for Economic Co—operatiqn and Development
2.C.D.) I reported a broad consensus in an O.E.C.D study
essed to this issue:

At the heart of the basic rules is a simple idea.
It is the so-called 'golden rule' of the
protection of privacy and individual liberties.
This is the right of the individual, in general,
and with some exceptions specifically provided
for, to have access to personal data about

" himself. If this rule is accepted, not only will
the individual know the ways in which he ‘is
perceived by others. He will, by inferénce, have
power to amend and correct personal intormation
which is unktrue, unfair br otherwise lacking in
appropriate quality. In additionm to this
fundamental rule, a number of other basic rules
were identified. These relate to the 'inpot',
'throughput'® and 'output' of personal
information. They govern the rules that should
control the collection, use and security of
personal data.4’

:The speed with which countries linked to each other by rapidly
:"xpandlng ties of data_trattlc are developing .privacy and data
f?rotection laws make it imperative that the 'basic rules'

- should be identified as quickly as pbssible. Otherwise the
tfopportunlty mlght be lost to influence the lawmaking process in
j those countrlesrwhlch have not yet developed privacy protection
. ‘machinery. The inefficient bureaucratic nlghtmare, imposing
.cumbersome, ineffective and -expensive impediments to.
f%nternatlonal data traffic, could still develop. There will be
less chance of this happening if data protection and data
.5eqﬁrity laws continue to follow a basic scheme identified in
qﬁ international instrument. At 2 later stage, interﬁational
treaties may be neceséary to go beyond intermational
self-regulation and to provide eftective machinery tor the
eﬁforcement of the 'basic rules' in one country, by a resident
of another. But unleSSIthe 'basic rules' can be promptly
identified, aﬁ opportunity may be lost to iafluence the
dévelopment of legislation in countries such as Australia,
Japan, the Netherlands and the United Kingdoh, where privacy
laws are planned but have not yet been enacted.

-

THE SEARCH FOR THE "BASIC RULES"

§

United States. It is not typical of the development of

legislation in countries of the common law tradition for there



to be clear articulatign‘of principle before legislation is-_
proposed for enactment. Our highly specific and detailed mode
of grafting legislation, our traditions of Judicial
interpretation of legislation and the sheer pressure of
business of Congress and Parliaments, as well as the
inclinations and expertise of legislators, dampen the-
enthusiasms of the conceéptualist. Of course, lawmakers and
legislative draftsmen. have certain fundamental principles in
mind. But it is not typicai for these to be flushed Sut and
definedfénd then included, in terms, in statutory provisions.
The report of the United States Privacy Protection Study
Commission put it thus: :

The requirements of an act, although not always
easy to interpret, derive from the words of
legislation. Principles, on the other hand, are
sometimes less readily apparent. The statement of
principles in a law's preamble, the law's
legislative history, and the conditions of
problems that led to its passage must zll be read
along with the language of its specific
provisions. Although many issues in the 1960s and
early 1970s were loosely grouped under the
-category of invasions of privacy, it is clear
that many of the perceived problems had very
little sin common. ... The inguiry into these
matters by. a number of congressional committees
did not share a common analytical framework, nor
were the distirnctions among different types of
privacy invasions sharply drawn.>3

The search for én 'analytical framework' for privacy
protection laws in the United States received an impetus whers,
in 1972, the Secretary of Health, Education and Welfare, Mr.
Richardson, appointed an .advisory committee on automated
personal data systems. The committee's terms of reference were
limited to the impact of computers on record-keeping about
individuals specitically in the social security sphere. After
grappling with the unsatisfactory problem of the definition of
privacy, the committee concluded that it was the ability of the
individual to have some control over the use of records about
himself which constituted the most significant relevant aSpéct
of the way organisations kept personal ifdformation. Five
principles were propounded as a 'code of fair information
practices' designed to guide the striking of a fair balance
between the legitimate requirements of the information
gatherer, on the one hand, and the brerogatives of the
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(5)

(1}

{2)

dual, on the other. In tracing the development of the
a51c rules' of 1ntormatlon privacy, it is helpful to record

There must be no personal data record- keeplng systems

'whose very existence is secret.
‘There must be a way for an individual to £ind out what

information about him is in a record and how it is
used.

There must be a way for an individual to prevent
information about him obtained for one purpose from
being used or made available for other purposes
without his consent.

There must be a way for an individual to corfect or
amend a record of identifiable information about him.
Any organisation creating, maintaining,'using or
disseminating records of identifiable personal data
must assure the reliability of the data for the
intended use and must take reasonable precautions to
prevent misuse of the data.6

) These five principles of fair lnformatlon practlces plainly
1ﬂflUEﬁCEd the form of the United States Privacy Act of 1974.
"However, in developing that Act, the Congress, guided by its
own inquiries, developed the five principles further: According
éo the Privacy Protection Study Committee, eight principles can
‘be discerned in the 1974 Act. Because Of the importance which
the Commission's presentation of these eight principles has had
in the development of international guidelines, it is useful to
set them out in fuli: ‘

There shall be no personal-data record-keeping system
whose very existence is secret and there shall be a

-policy of openness about an organization's

personal-data record-keeping policies, practices and
systems, (The Openness Principie).

An individual about whom information is maintained by
a record-keeping organization in individually .
identifiable form shall have a Eight to see and copy
that information. (The Individual Access Principle}.



{3} &n individual about whom information is maintained by
a recoré-keeping organization shall have a right to
correct or amend the substance of that intormation.
{(The Individual Participation Principle}.

{4} There shall be limits on the types of information an
organization may collect about an individual, as well
as certain requirements with respect to the manner in
‘which it collects such information. {The Collecticn
Limitation Principle).

(5) There shall be limits on the internal uses of
information about an individual within a
record-keeping organization. (The Use Limitation
Principle).

(6) There shall be limits on the external discleosures of
information about an individual a record-keeping
o;génizatioﬁ may make. {The Disclosure Limitation
Principle). ' o

(7} A record-keeping orgénizatioh shall bear an-
affirmative responsibility tor establishing reasonable
and proper information management policies and '
pfactices which assure that its collection,
maintenance, use, and dissemination of information
about an individuai is necessary and lawful and the
information itself is current and accurate. {The
Infofmation Management Principle). ' .

(8) & récbrd;keeping orgénization shall be accountable for
“its bérsonalfdata record-keeping pdiicies, practices,
and systems. (The Accountability Principle).7

So far as principles were concerned, the Privacy Protection _
Study Commission urged that any clarification of .the Privacy :
Act should iﬁcorporate 'reascnableness' tests to allow
flexibility and to give record?keeping agencies incentives to
attend to implementation and to take account of difterences
between manual and automated record-keeping.8 No

fundamentally different or new basic principles were proposed,
although many and varied suggestions were _made concerning
amendments to the Privaéy Act and supplementary legisiation.




oitncil of Europe. Three data protection laws were in

jon-in Europe when the United States Privacy Act of 1974

es- Oof general application for data protection, not
__;ﬁibally contained in legislation establishing a data
ptfbr,it was limited to computerised data in the public
gto;..it contained rules for conduct of computer personnel

he rights of individuals about whom information was

d. Protective machinery, including a Data Protection

mfésioner, was established, The model was later tollowed in

thef{Lander. ‘

The Swedish Data Act was the first national law. It

stablished a comprehensive set of rules concerning data

r Qéssing by private as well as public users. A Data

spection Board was established and other remedies apd

égnctions were instituted. The Swedish legislation set the

tage for many;ﬁﬁbsequent European laws. Variants have already

een enacted in Denmark, France, Norway and Luxembourg., In

'ﬁefmany and Austria an alternative model has been developed

~‘which does not require the registration of data banks but

‘establishes a data protection aunthority to monitor a system

‘whiich depends, significantly, on self-regulation. In Canada in

1977, a Privacy Commissioner was established as a member ot the

- national Human Rights Commission. Canadian citizens and
‘permanent residents bhave been given certain rights with respect
to the handling of perscnal information held by the Federal
HGovernment. The Canadian model has been followed, in part, in
New Zealand. The natiomal Human Rights Commission of that

) couhtry has been given the obliggtion to develop proposals on
pPrivacy protection. In addition, legislation establishihg a
rational computerised govermment information system for the
Departments of Police and Justice and the Ministry of Transport
includes detailed measures for protectiod-of privacy. A Privacy
Commissioner is created and rights of indirect access and

correction are assured, specific to the Computer Centre at
Wanganui.ll '
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The contemporaneocus deveiopment of data protection laws at
a national and provincial level in Europe, and the planned
enactment of laws in other European countries, initiated a
number of projects designed to secure harmonisation and
éompatability,among those laws. The nature ot information
techriclegy and the geographical proximity of the nmations of
Europe, as well as shared cultural, political,
telecommunications and trade interests, made the effort to
secure harmony in legislation natural and indeed inevitable.

As early as January 1968 the Consultative Assembly.ot the
Council of Europe adoptéd a recommendation seeking a study of
the effectiveness of the protection offered by the European
Human Rights Convention against violations by modern scientific
and technical devices of the right of individual privaéy.
Following a number o% reports, a Committee of Experts was
established in 1971 specifically to address the protection of
privacy in respect of the use of compﬁters. As a result of the
reports of that committee, twoc seminal resolutions were adopted
by the Committee of Ministers of the Council of Europe. The
first,_édqpted %p September 1973, annexéd cerfain principle%
applying to pefgonal information stored in electronic data
banks in Ehg private sector. The second, adopted in September .
1974, annexed like principles in relation to the public
sector.12 As Dr. Frits Hondius has explained, although for
cperational reasons two separate resolutions were adopted, the
guiding idea was that fundamentally the same rules should apply
in both sphéres. In 1974 it was considered that the time was
not yet ripe for a European Convention because electronic data
‘processing (the subject matter of the resoluticns) was still in
an initial phase. The enactment of legislation in the late
1970s in.a number of European countries and the developing
sense Of urgency to resolve the interjurisdictional problems
raised thereby led to the formation of a new committee of
experts on data protection with the specific tasks assigned to-
prepare for éonsideration a draft Convention for the protection
of individuals with regard to automated d;ta files. That
committee hés substantially concluded its work on the
pPreparation of a draft Convention. Initially the proposed
Convention was intended to cover the member countries of th%
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_ﬁciifbf Europe only. However, when in July 1977 the

imittee of Experts received a formal mandate to prepare a
‘aft international Convention, the scope was broadened to
oniemplate possible adherence by other non European countries.

.. Chapter II ot ‘the draft Convention is that which contains
are described as the "basic principles for data

duty on contracting parties to take the necessary measures in

mestic legislation to give effect to the basic principles.
Atticle 5 sets out requirements concerning the quality of
perstnal data which is to bé automatically processed. Article 6

.gohtains special provisions 'in relation to certain defined
‘tégories of sensitive data. Article 7 requires appropriate
gaslires to be taken for data security. Article B contains
éaﬁitional safeguards for the data subject, enabling the
individual to secure data protection for himself. Article 9
“provides limitations on the exceptions and restriction of the
léxercise of the rights previously mentioned. Article 10 impdées
~-on'countries the obligation to establish appropriate sanctions
_and remedies for violations of domestic data protection law and
‘Article 11 saves domestic legislation conferring a wider
measure of protection on data subjects.

Although a draft Convention in final-form was adopted by,
the Committee of Experts at its fourth meeting in Strasbourg in
May 1979, at the end of the 1979 negotiations were continuing
concerning -Gertain provisions of .the proposed Convention.” These
would not, however, -appear to affaect the 'basic principles®
which are less a matter of controversy than other provisions.

European Communities. The European interest in-data

regulation has been paralleled in the institutions. of the
European Communities. In November 1973 the E.E.C. Commission
delivered a report to the Council for a Community Policy ‘on

Data Processing.l3 The focus of this communication was more

upon the neéd to develop Eurcpean industry than to protect
individual liberties, including privacy. Nevertheless, the
report concluded that the creation of data banks joined
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increasingly by international links would oblige the Community
to establish common measures for the protection of its
citizens.

‘Early in 1975, following a report of the Legal Affairs
Committee, the European Parliament adopted a resolution in
which it expressed its conviction that a Directive on
individual freedom and data processing should be prepared
urgentlyimposing on Community members the obligation to provide
maximum, protection to citizens against abuses or failures of
data precessing procedures and at the same time to avoid the
development of conflicting national legislation. In 1976 the
European Parliament adopted a resolution which instructed the
Legal Affairs Committee to draw up a further report on the
subject. Mr. Bayerl was appointed rapporteur.:The sub-committee
was formally constituted in 1977 and public hearings of experts
were held in 1278 and lgjg.kA report containing a motion for a
resolution was presented in May 1979 and adopted in the dying
hours of the last European Parliament based by the Bayerl
reportl4. The resolution contains a recommendation from the
European Parliament to the E.E.C. Commission and Council
concerning the 'principles' which -should form the basis of
community norms on the protection of the rights of the
individual in the Fface of developihg technical progress in the
field of data processing.l5 The Recommendations are divided
inte three parts. Part I contains, amongst other things, what
have been called the 'basic ruvles’'. However; the first
recommendation is that computerised or manual personal data
banks should be subject to prior registration or authorisation
by a data protection body. Part II deals with the rights of
individvuals to assert and uphold the basic rules. Part III
envisages .the appointment of an independent Community body as
the 'data control body of the European Community'. )

No action has so far been taken on the resolution of the
Eurcpean Parliament. The formal pesition is that the Commission
-0f the Buropean Communities is awaiting the completion of the;i,
draft Convention of the Council of Europe. The Commission hés
been represented as an observer in the work ot the Council of- "
Europe Committee of Experts. ' '
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ZBE.C.D. It is in the Organisation for Economic
perdtion and Development that the United States, Australia
ot ‘non European countries are afforded the opportunity
fluencing most directly the international specification of
ke "basic rules' for privacy protection legislation. . The
QE;CEDJ comprises 19 countries of Europe, the United States,
.aﬁa; Japan, Australia and New Zealand. Yugoslavia has a
pediai'associated status. Concern about the social
m@ricationS'of computer development was expressed in the

C.D. as early as 1969. Specific concern about the poliey

sgues for trans border,data-flows following the introduction

'iptivacy protection legislation has been evident since 1970,

fi 1971 a consultant's report was secured on 'Digital’

Hforfation and the Privacy Problem'.16 In June 1974 the

LOVEIC.D. organised a seminar on 'Policy Issues in Daka

ZhFOtéétion and Privacy®.1l7 Among the issues considered were

ihéﬁﬁroblems that might arise as a result of the enforcement of

:;domestic-priGacy laws in trans border data flows. Between 1974

.;aﬁ531977 the Data Bank Panel analysed and studied a number of

.TESPECtS of the privacy.issues which sought %to identity, within

--EheECOpteXt ofﬂ;ﬁe Organisation, basic rules on data protection

and -data security. The Data Bank Panel organised a symposium in

- Vienna in 1977. Following this symposium, it was décided to

téfminate the activities of the Panel and to create a new = °

Antergovernmental Expert Group on Trans Border Data Barriers

and the Protection of Privacy. This Group was formally -

established in February 1978 by the Committee tor Scientific

and Technological Policy. The terms of reference of the Expert .

"Group required it to: . ] '

(i} develop guidelines én basic ;ﬁles governing -the trans
border flow and protection of personal data and
privacy, in order to facilitate a harmonisation of
national legislation,Awithout thié precluding at a
later date the establishment of an International
Convention;

{ii} investigate the legal and economic preblems relating
to the ‘trans border flow of non-perscnal data, in
order to provide a basis for the development of
guidelines in this area which should take into account
the principle of free flow of information.
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The Expert Group was instructed to carry out its activities in
'close co-operation and consultation' with the Council of
Europe and. the European Community and to complete its work on
item (i) by 1 July 1979. I was elected Chairman of the Group at
its first meeting in April 1978. although some work has been
done on item. {ii), the fast proliferating legislation, the
currency of national ‘inquiries on future legislation and the
deadline imposed by the mandate all dictated that priority of
attention should be given to developing the guidelines on the
'basic rules’. '

" The Expert Group met on six occasions and the results of
its labours were ‘presented by me to the Committee for-
Scientific and Technological Policy of the O.E.C.D. on 21.
November 1979. In acgor&ance with its instructions, the Expert
Group.at its fourth meeting ih May 1979 agreed to the draft
Guidelines;—within:the time specified. These were transmitted
tor approvai and work continued on an Explanatory Memorandum to
accompany 'and clarify the Gudidelines. At .a fifth meeting of the
Expert Group in September 1979 the Explanatory Memorandum was
also completedijﬂowever, when these documents were circulated
certain sugges€e6~amendments:and reservations were.proposed. It
was in the hope of removing these that a sixth meeting was
called in November 1979 to coincide with the meeting of the
Committee for Scientific and Technological Policy. In the
result, most of the outstanding amendments and reservations.
were satisfactorily dealt with by the experts but five remained
outstanding. Only one of these atfects the 'basic rules' on
privacy pretection. Most, if not all, represent gquestions for
resolution at a political, not an expert, level.

At the time of writing (April 1980) the Guidelines have not
. been adopted by the 0.E.C.D. Council. In accordance with the
rules of- the Organisation, they are therefore restricted in
their circulation. Most of the controversies centre around
provisions relating to the international flow of data. The
concerns of this paper, the 'hard core' 6f privacy protection
rules in domestic legislation} enﬁbyed a substantial measure of
consensus. - Although the 0.E.C.D. Guidelines retlect the
influence of the language and presentation of the United States
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acy Study Protection Commission rather than the Council- of
1£0Pe resolutions, the common themes are obvious. The points

difference from the Council of Europe draft Convention are
£ important than the points of similarity.

The D.E.C.D. Guidelines, as proposed to ‘the Council, are in
: ‘form of an annexure to recommendations to be adopted by the
Cbuncil addressed to member countries. These urge member
countries to take the principles contained in the Guidelines
jto account in démestic legislation, to remove or avoid the
creatlon of unjustified obstacles to trans border flows of
personal data, to co-operate in implementing the guidelines and
to'agree as scon as possible on a specific mechanism of
§bﬁ§ﬁitation and co-operation.

The proposed Guidelines contain, after certain det1n1t10n5
ﬂand prov151ons as to their scope, exceptions from their
-operation and special rules applicable to federal countries
“with limited constitutional powers, Part Two which deals with
the 'basic principles' of national application. Part Three

- 'deals with certain basic principles of international
appllcatlon. free flow and legitimate restrictions. Part Four
deals with national 1mplementat10n Part Five contains
provisions concerning international co-operation. It is Part
‘Two which is the subject matter of this examination.

Part Two contains eight paragraphs titled respectively (7}

Collection Limitation Principle; (8) Data Quality Principle:

{9) Purpose Specification Principle; (10) Use Limitation
Principle; (l1) Security Safeguards Principle; (12) Openness
Principle; {13) Individual Participation Principle and (14)
Accountability Principle. Even .in the language bf the -titles
‘chosen, the intellectual debt of the Expert Group to the United
States endeavours can be clearly seen. The origin of -this
influence may be explained by the fact that, when an impasse
was reached in the deliberations of the Expert Group between
the European members (who favoured language very similar to the
Convention language of the Council of Europe) and. the United
States, the United States representatives were set the task of
Preparing what they saw as the basis of acceptable Guidelines
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for adoption in an O.E.C.D. context. Inevitably, the United
States representatives looked to the most recent endeavour in
their own country. to provide a 'conceptual framework' for
legislation on the protection of privacy in information
systems. This was the report 'Personal Privacy in an

Information Society'. Having proposed for adoption tﬂe eight

principles identified by that Commission, the conus then shifted
to the Europeans to propose modifications and variations to
bring the-United States principles into .line. with their own
notions of the ‘hard core'. A number of important modifications
of the United States principles were agreed to. But in the
result, if emerged that, at least in this fart of the
Guidelines, the difterences between the United States concepts,
as stated inrthé report, and the Edropean concepts, as already
contained in the Council of Europe draft, were not as
significant as had b;enrthought. More‘sigqiﬁicant differences
eiisted in relation to other Parts of the Guidelines, notably
the basic principles of international application. Eheée
ditrerences were not confined to a debate between the United
States and European countries; but that issue is not under
consideration here. ’

A superficial examination of this subject might raise
gquestions as to the légitimate interests of the O.E.C.D. to
identify the"baéiq principles{..Such 'principles’ might
typically be catalogued as relating to ‘human rights’, not
normally the subject matter of the concerns of the
‘Organisation. Without debating the limits of the activities of .
the 0.E.C.D. under its Convention, two specific concerns lay
behind the establishment ¢f the Expert Group and were Rept in
mind by it during its work. Each was of particular relevance to
the purposes of ‘the C.E.C.D. The first was tﬁe rapid
development of privacy protection legislation thch could
accidently and'unintentionallf impede tree flows of data
. 'between member countries. The second was the fear of 'data
protectionism' already mentioned. .

- What was proposed bf the 0.E.C.D. Expert Group was not a
convention. Some purists, and some Eurcpean representatives,
concerned to find a legally enforceable solution to the
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competlng obligations of 1ncon5xstent data preotection laws,
zged that untll a convention was entered into, Guidelines
would be of llttle value. However, four advantages of the
d:E.C.D. Guidelines can be mentioned:
' First, the 0.E,C.D membership is itself more
geographically scattered.and includes countries which
have a great significance for automated processing and
‘trans border flows of data, especially the United
States and Japan.

Secondly, the mandate of the O.E.C.D. Group was not
limited to consideration of zutomated data, as has
been the case in other international progects,
including those of the Council of Europe and the
Européan Communities. In terms it extended to non
automated data. '

Thirdly, the mandate of the O.E.C.D. Group was hot
limited to flows of personal data but included in 1téml
{ii) a consideration of the implications of 7
non-personal data flows.

Fourthly, as to the form of the international
'lnstruMent proposed, some countrles took the view that
a persuasive but non-binding recommendatlon was most

appropriate for those countries which have not yet
adopted or are still considering domestlc data
protection laws. In such countries, a conventlon mlght
be premature but Guidelines might 9051t1vely influence
the direction of domestic law-making. In ltself, th1§
could be a contribution to the hafmonisation of laws
in an area where the unlversallty and perva51veness of
the technology involved suggest the need for
harmonisation or at least the compatibility of laws
The possible need at a later stage to develop bzndlng
international conventions on data protection in the
context of trans border data flows was generally
acknowledged but considered distinctly premature by
some.

Other International Organisations. The three intermational

organisations now mentioned do not exhaust the efforts at an

international level to develop principles on data protecﬁion
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and security. It is beyond the scope of this paper to detail
the work of the Nordic Council or the various non—governﬁental
organisations such as the International Federation for
Information Processing (i}F.I.P.).and the Intergovernmental
Council of Automated Data Processing (I.C.A.).18 Within the
United Nations, the General Assembly adopted in December 1968 a
resclution inviting the Secrefary—General to undertake a study
of human rights problems in connection with the developments of
science and technology generally. A preliminary report was
submitted in 1970 to the Commission on Human Rights. Although
the issue has been before thé General Assembly on a number of
occasions Guring the 1970s {and there has been certain relevant
work within U.N.E.S.C.0.), the work within the United Nations
has basically been addressed at the problems 6£ éeveloping
countries, There is less concern in'developing and socialist
States about the peréeived perils of invasion of privacy.l9
Their major concerns have been to secure the benefits of
computerisation and technological development. Nevertheless,
the relevant provisions of the Intermational Covenant on Civil
and Political Rights have already been mentioned. The
internatioﬁal, universal nature of telecommunications-linked
data banks wilirprobably impose an obligation to develop
international law applicable beyond‘fhe membership of the
Council of Europe, the European Communities and the O.E.C.D.

I now turn to an identification of ten recurring suggested
p;inciples of privacy protection. These do not coincide
precisely with the catalogue proposed within the O.E.C.D., the
Council of EBurope or the Eﬁ:opean Communities. Nevertheless, as
will be seen, they closely approximate both the general
prinqipies put forward by these organisations as the 'hard
core' for adoption in privacy legislation and specific measures’
enacted in legislation of those countries which have already
passed data privacy laws.

"The ten suggested '‘basic principles' of information privacy
are, in brief: )
(1) The Social Justification Principle
{2) The Collection Limitation Pfinciple
(2) The Information Quality Principle
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{4) The Purpose Specification Principle
r_(é)' The Disclosure Limitation Principle

(6) The Security Safeguards Principle

"(7) The Policy of Qpenness Principle

{8) The Time Limitation Principle

,:(9) The Accountability Principle

{10) The Individual Participation Principle.

; PRINCIPLES OF DATA DPRIVACY PROTECTION

',The Social Justlflcatlon PrlnC1p1e. The first prlnC1ple

proposed is a controversial one, not found in all international
statements and not included in all national laws.

The collection of personal data should be for a
general purpose and Speciflic uses which are
socially acceptable. :

The 0.E.C.D. Guidelines do not contain reference to this
principle. The preamble to the Council of Europe draft
Cenvention refers to the common respect of member countries in
’the.Rﬁle of Law as well as human rights and fundamental
freedoms'!, Article 5(b) requires that perscnal data to be-
~automatically processed shall be stored for specified ‘and
légitimate’ purposes and not used in any way incompatible with
those purposes, The N.S$.W. Privacy Committee's Guidelines for
the Operation of -Personal Data Systems proposed a first
division in relation to the operation of a personal data
system, namely 'the justification for the system'. The first
and second proposed rules refer to the social acceptability of
the system's purposes and uses and the relevance and seocial
acceptability of the data for specific decisions. The N.S.W.
Committee proposed'thaé as a genéral principle:

a personal data system should exist only if it
"has a general purpose and specific uses which are
socially acceptable,20

By 'general purpose' the Committee explained that it meant the
most abstract system of objectives. By 'specific uses' was
meant the operational objectives. It was pointed out that
"social acceptability' was not synonymou$ with ‘1e§ality'. Scme
'unacceptable’ forms of behaviour, 1ncludlng information
collection and use, may be’ pertectly lawful but not socially
condoned. The Committee admitted that the question of what
constituted 'éooial acceptability' was not a simple matter. No
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attempt was made to define what purposes and uses were or were
. not acceptable. The point being made was this. Privacy
protection is not simply a matter of informatien etficiency. It
has at its heart a matter of morality, concerned with
individual liberties (as the French legislation, in terms,
describes it) and "fairness' to the individual data subject. It
is for that reason that proposéls have been made for the
operation of a test-ofllegitimacy and acceptability for the
system and the uses of data within the system. In a sense, this
threshold question asks in'a general way what is later
addressed by more specific principles in particular
chronological stages. It is a question which is asked and
answered in a number of the domestic laws of European
countries. Certain particular kinds of personal information are
identified as especially 'sensitive', In such cases, strict
limitations and eveﬁ'prohibitions are placed upon the

'processing’ of that particular kind of personal information.

The debate about whether particular classes of information
should be identified as specially deserving of data protection
exercised the O.E.C.D. Expert Group. In the end, despite
arguments to the contrary by certain Buropean countries, the
consensus was that ;t would be impossible to reach an agreement
among the differing cultural values represented, concerniﬁg.
those kinds of data that could be universally described as
'specially sensitive'. Furthermore, some participants took the
view that it was the use and context rather than the nature of
data that gave rise to perils against which privacy legislation
should éuard the individual. The Council of Europe draft
Convention does identify a class of 'sensitive data'. Article 6
provides that personal data reﬁealing religicus or political
opinions or racial origins or relating to criminal convictions
may not be stored or disseminated unless domestic law provides
appropriate safeguards., The European Parliament resclution,
without defining the content, urges that the acguisition of
'especially sensitive data’ shall be subject to consent of the
person-céncerned or to special legal authorisation.2l

In a number of national laws particular data collections
are singled .cut and identified as specially sensitive and .
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erefore socially unacceptable, at least without specific
fegpéfds and protections for the indiviguals concerned.
ect{dh 1 of the French law provides that data processing is to
at. thé service of every citizen, is to develop in the

ontext of international co-operatjon and is to infringe

1thé: huaan identity nor the rights of man nor privacy nor

ridual or public liberties. Against this background, the
nch law proceeds to deal specifically and in terms with
ékéain personal details considered particularly sensitive.
ical is the provision of s.31 which provides that without a
k;yﬁs express consent, the recording or storage in a computer
émbry of personal data which directly or indirectly reflects
f;tial origins or political, philosophical and religiocus
foginions or Union membership is pfobibited.ZZ-

. The provisions in the French law are reflected in the laws
jof other European countries. The Swedish Data Act commences
-qﬁith a provision imn s.2 that a collection of personal
‘information may not be  started or kept without permission of
~fhe Data Inspecfion Board. By s.3 the Board may grant its
:_ﬁékmission if thére is no reason to suspect that undue
“‘encroachments on the privacy of individuals may arise. Section
&, however, makes special provisions in respect of ‘'sensitive’
1pérsonal data. These include lists of criminal convictions or
gsentences, details of coercive action under the Child Welfare
Act, the Temperance Act or mental health laws, details of
personal illness, the receipt of social assistance, treatment
of alcoholism and so on. Permission to start and keep a
register containing personal information about the person's
political or religious views may be granted only where there
are 'special reasons'. Similar provisions are found in the
Danish and Norwegian legislation,23

Not surprisingly, the Council of Europe Draft Convention
reﬁlects this SPECIflc concern in Artlcle 6. Although the
0.E.C.D: Guidelines do nokt adopt the attempt to define’
specially sensitive data they do, in deallng w1th ‘the scope of
their operation, make reference to the competing views as to
what it is that makes personal data specially dangerous.
According to paragraph 2, the Guidelines apply to bersonal data

o
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which, because of the manner in which they are processed {[the
aﬁtomated v. manual issue)] or because of their nature‘
[especially sensitive facts issue] or the context in which they
are used {the official United States view] pose a danger to
privacy and individual liberties.

The Australian Law Reform Commission, in its recent report

on Unfair Publication: reflected, in the spegial context of

defamation and publication, the majority Eurcpean view. An
attempt was there made to identify, for the purposes of
controlling publication, certain aspects of personal life which
were considered to be in need of special protection. The
aspects identified are much narrower than the concerned listed
in the Council of Europe draft Convention or the European '
legislation just quoted. There is no mention for example of
religious or political opinions or racial origins. Instead, the
information defined as 'specially sensitive' relates
principally to a person's family, home and sexual life and
perscnal associations. The common feature is the assertion that
some information about a person, éven if of general interest-or
relevance, ough¥ not to be collected, used or disseminated
because it is not socially acceptable to do so. At the heart of
this assertion is a conviction of the danger to individual
freedoms in the use of such information, even when
consideration is given to thelvalue of the information. The
N.S.W. Guidelines put the point thus:

In some circumstances, even though. the
information is relevant, its use in certain
decision-making situations may be prohibited by
law or be s¢ socially unacceptable. This is the
intent of racial and sex anti~discrimination
provisions and some criminal rehabilitation
proposals. Community standards also largely
preciude qguestions on religious and political
affiliations. The reason for such prohibition is
the sensitivity of the data, by which 1Is meant
_the Eﬁﬁﬁffiﬁﬁﬁxwhlch a given person places upon
the non—dlsclosure of a given item of information.24

This is a controver51al 1ssue and one upon which the 0.E,C. D.
Group with its wider membership reflecting different culturalA
values could not reach unanimous agreement. Symbolic of this is
the fact that although the proposed Australian legislation on'
publication privacy identified certain informaticn as 5pec1allY
Sensitive, the field so identified is different from that
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enfified as prima facie sensitive and illegitimate in the

ncil'bf Europe Committee. The Australian specification

he3War still fresh, reflects other phenomena which, even in
itéfrécent European history, were literally matters of life
death for the data subject.

The Collection Limitation Principle, Less controversial is

‘ﬁhe‘proposal that, as a 'basic rule' of privacy protection
-there should be limits on the collection of personal data:

The collection of personal data should - be
restricted LO Lhe minimum necessary and such data
should not be obtained by unlawful or unfair
means but shoUld be collected either with the
knowlege or ecnsent-otf the data subJject or with
the authority of law.

oth the 0.E.C.D. and Council of Europe texts address this
-principle. Paragraph 7 of the O.E.C.D, Guidelines provides that

~there should be limits to the collection of personal.data and
a;yﬂsuch data should be obtained by lawful and fair means and,
) Qhere_appropriate, with the knowledge'and consent of the data
subject. The Council of Europe text is limited to automatically
processed data. But the principle is much the same. Article
5(a) requires that personal data to be automatically proceéSed
: shall be (a) obtained and processed fairly and lawfully and (c)
adequate relevant ahd not excessive in relation to the purposes

for which they are maintained.

In the Australian Law Reform Commission's recent report on
Privacy and-the Census25 the Commission endorsed the adoption
of the general principle that an individual should not be

required to provide perscnal information which is not relevant
_to and necessary for the purposes of the collection, The -
Guidelines of the N.S.W. Privacy Committee suggest that in
general the minimum data necessary to achieve the purpose is
all that should be collected. Speculative collectigns of
personal data {(on the grounds that they just might be needed
later and-would be more econcmically collected now) should be
avoided .26
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Bpart from dealing with the quanfity of information, the
second principle also deals with the person from whom personal
data.should be collected. A reflection of the sﬁggested
principle that the consent of the data subject should normally
be obtained,is found in most drafts. The European Parliament
' resolution draws a distinction between personal data and
'specialiy sensitive data. The former should be obtained by
" lawful means. The latter should be. acquired onl§ with the
subject's consent or special legal authorisation.27

The principleﬁ of 'collection limitation' are reflected in
numerous provisions of domestic data protection law. In the
United States Privacy Act, tor example, Federal agency
malntenance 0of 'a system of records is limited t& those records
. only with such infermation about an individual 'as is relevaht
and necessary to accomplish a purposé‘of the agency required to
be accomplished by statute or by executive order of the
President'.28 It is also provided that such agencies should
collect information to the greatest extent practicable dlrectly
from the subject. This last requlrement is limited to cases
where 'the information may result in advetse determinations
about an individual's rights, benefits and privileges under
federal programs'.29 Such provisions are in line with the’ '
statement of purposes contained in the Act. To protect the
individual, except as provided by law, he is himself to
-determine.what records pertaining to him are collected,
maintained, used or disseminated by federal agencies.30

A similar approach is taken in the Canadian federal
statute., There is a specific declaration against unnecessary -
collection of information for storage and an obligation to
review proposals for the creation of new perscnal information
banks.31 Section 2 of the Canadian Act permits the making of
regulations prescribing ény special procedures to be followed
by a government institution in obtaining persopal information
for inclusion in a federal information'bank. '

‘A number of the European laws forbid and punish the
dishonest, fraudulent or illegal zcquisition of data.32 Most
make specific prevision in relation to collections of
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ticular kinds of 'sensitive' data. Several make it plain
-épecial authorisation of law may.be appropriate as an
erfative to individual consent in some cases tor the

‘1éction of personal data.33

The Informatlon Quality Pr1nc1ple The third 'basie:rule'
'also a comon recurring theme. '

Personal data should, for the: purposes for which
they are to be used,-be accurate, complete and
“keépt up to date.

‘The 0.E.C.D. definition of this principle is almost

tical. Paragraph 8 of the.0.E.C.D. Guidelines requires that
sonal data should be relevant to the purposes for which they
:mto be used and, to the extent necessary for those purposes,
_ould be accurate, complete and kept up to date. The Council
of”Europe draft Convention, although limited to automatically

processed personal data, is very similar. It requires that such
' da;a should be adequate, relevant and not excessive in relation
e"the‘purpdses of the data fiie and 'accurate and, where

_ qecessary, kept#up to date'.34 Tt is to be noted that there
.:is no obligatiﬁh of avtomatic updating in any of these texts.
.The proposed piinciple and the O.E.C.D. Guidelines take as
their touchstone the necessity arising from the purposes_ for

' 'whlch perscnal data are to be used. The Council of Europe, text,
7-w1thout defining that necessity, limits the obligation to
maintain up-~to-dateness to ‘'where necessary

The resolution of the European Parliament is in more
peremptory terms: ' '

Personal data to be processed

- may be recorded and transmitted only for the
designated purposes and in confirmity with the
declaration made by, or the authHorisation
granted to, the data controller: the data
protection body must be empowered to permit
exceptions;

- shall be accurate and necessary for the purpose
for which the data bank has been established.35

In the Australian proposals so far devel&ped, reference is made
to the requirements of data guality of accuracy, timeliness and
completeness.36 Furthermore, specific provisions in a. number

of national laws illustrate the way in which the requiiements
of information quality are addressed. In the United States
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Privacy Act one of the purposes of the Act, is declared to be
the provision_of safequards for individuals against invasion of
personal privacy by requiring tederal agencies to ensure that
information is 'current and accurate for its intended use',
Specific provisions are then included in the Act in terms which
are mandatory and arldressed to federal agencies. For example
agencies are.reguired to maintain all records which are used by
the agency in making.any determination about an-individhal
'with such acecuracy, relevance, timelines; and completeness as
is reasonably necessary to ensure fairness.to the individual in
the determination'.37 Section 36 of the French iaw asserts
that the data subject may reguire the correction, alteration,
clarification, updating or erasure of data‘concerning him which
is: ' 7 ’

inaccurate, incomplete, ambiguous, ocutdated or of

~which the dcquisition; use, disclosure or storage
is prohibited.38

Similar provisions are to be foﬁnd in other national laws. For
example, 5.8 of the Swedish Data Act provides that if there is
reason to suspect that personal information in a personal
register is incorrect, the responsible keéper is obliged
without delaylyglfake the necessary steps to ascertain the
correct facts and, if necessary, to correct the record or
exclude information from it. Section 4 of the German Act39
provides that subject to the Act every person is entitled to
the erasure from'storaée of data concerning him. where the
original storage was inadmissable or where the original
requirements of storage no longer apply.4b

The - Purpose Specification Principle. The fourth principle

relates to the individual's control over the use made of
personal data about himself:

The purposes for which personal data are
collected shoulg be-speciited to the data subject
not - Iater than at the ftime of -data collecfion and
the subseguent-use-limited- -to the fulfilment of -
those purposes or such others as are not
incompatible -with those purposes and as are
specified on each occasion of change-of purpose.

This principle has been taken'from paragraph 9 of the 0.E.C.D:

Guidelinesg. In the Council of Europe Graft Convention the samé
idea is expressed in the requirement that personal data to be”
automatically processed shall be 'stored for specified and
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timate purposes and not used in a way incompatible with
‘purposes'.4l Although the two statements are similar,

& is a signficant difference. The Council of Europe
stiteméht forbids in broad lénguage subsequent use of the data
in_g?hay that is incompatible with the original specified use
50 the basis Of which it was collected. The 0.E.C.D. Guideélines
éie?ﬁore specific. They would reguire limitation to the '
ful%llment of the original specified purpose or such others as
e [openly] specified from time to time by the intormation
keepei No mention is made of the legltlmacy of the. purposes,
an. om1551on which has already been commented upon. The European
bllament resolution limits transmission to de51gnated and
7'_clared purposes or if authorised by the data protection becdy.
pElelcally, the resolution prov1ées that the amalgamation in
'hatever form of separate data banks 'shall require the consent
of the data protection body'

In the Austrélian Law Reform Commission's report on privacy
‘protection in the census, the 'purpose specification principle’
:;55 adopted in terms. An individual should be informed of the
:ﬁurposes tor which personal information is being collected from
Th1m He should .be told of the uses to which the informztion may
“be put and the consequences, if any, attached to a refusal to
supply it.43 Detailed recommendations are made concerning
‘improvement of purpose specification including the groups
'needing special care such as ethnic minerities and Aboriginals.
The N.S.W. Guidelines also contain provisions relevant to the
-specification of purposes and limitation of uses to such

purposes . 44

The principle of reguiring the collector of personal
information to specify uses and later to adhere to that
specification (unless varied by consent or authority of law} is

‘also reflected in a number of domestic legislative provisions.
For example 5.9(2) of the Federal German law requires that
where data are collected from a person on the basis of a legal
provision. The subject's attention shall be drawn to such

'provision and in all other cases he shall be informed that he
is not obliged to provide the data. Section 27 of the French
law requires not only specification of any compulsory character
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of the collection but also identification ¢f the persons tor
whom the data are infenaed.and the rights of access
conferred.45 The United States Privacy Act includes amongst
its declared pur?oses'the reguirement that unless exempted by
law, federal agencies should permit an individual to 'prevent
records pertaining to him ébtained by such agencies for a’
particular purpose from being used or made available for
another purpose without his consent.'46 The provisions of
this stated purpose of the legislation are spelt out in some
detail in the Act which imposes on the agency the obligation to
inform the individual of the authority, purpose and use to
which the requested information will be put.47

The Disclosure Limitation-Principle. The fifth principle is

designed to limit. the circulation of personal data to a
specified and proper class of case:

Personal data should not-be-disclosed or made
available except with the consent ol the data
subject, the autherity of Jlaw Or pursuant to a
publicly known usage or common and routine
practice. ‘

The O0.E.C.D. Guidelines in paragraph 10 describe this as the
'Use Limitation Principle'. According to this principle,
personal data should not be disclosed, made available or
otherwise used for purposes other than those specified
[initially or on change of purpose] except with the consent of
the ‘'data subject or by the authority of law. The Council of
Europe text is less dogmatic on this point, reguiring mere
compatability of use. Article 5(b) reguires that personal data
to be automatically processed shall be stored for specified and
legitimate purposes and not used 'in a way incompatible with
those purpdses. The provisions of the relevant part of the
Furopean Parliament resolution have been cited above.

The Australian Law Reform Commission has attempted, in a
research document, to specify the kinds of cases where
disclosure of personal data supplied for a different purpose
may be legitimate even without the priof'consent of the data
subject. The case of disclosure to a legal representative was
one case mentioned but may be dismissed as being within the ™
rubric of consent. But other disclosures are contemplated,
namely disclosure in response tc a formal legal process, for




- 29 -

Tudit purposes, in an anonymous form for statistical or
teéareh purposes and 'where there are compelling reasons
Jating to the health or safety of the subject',48

The ¥.S.W. Privacy Committee's Guidelines assert as the
enéral rule that personal data should only be access.d
Shsistently with the system's uses and 'for additional uses by
4t or by law'.49 Among the principles for fair access to
nal data are listed consent which is informed and not

mergency uses', The Privacy Committee was prepared to allow
Qxceptlonal entitlement of access, even without consent or
spec1f1c authority cf law, where to fail to allow access would
i 'llkely to be a sxgnlfzcant factor in serious physzcal or
'gmot;onal harm occurring to some persons‘.

_ ‘Numerous provisicons in domestic legislation deal
*sﬁecifically with the disclosure of personal data for fresh
pirposes. The Austrian .law provides a list of exceptions to the
,f-Eése of non—diéclosure of data provided by private legal
i;éhtities. The exceptions include express written consent,

o fulfllment of the legitimate objects of the person responsible,
o nec9551ty of a third party (for the protection of the
-over—rldlng and legitimate 1nterest$) and

de-identification.5l An additional provision in s.18(2)

éxémpts cases where there is a legal duty to disclose data.
Sub-section 18(5) exempts disclosure to the Central Statistics
Office solely for statistical purposes for processing in
anonymous form. In the French law, a criminal offence occurs
where a person knowingly and without authorisation of the
subject discloses personal data.52 Section 52 of the Canadian
Act and s.SS?(a)(b) of the United States Privacy Act spell out
even more specifically the disclosure limitation principle. In
the United States Act, consent of the data éubject is reguired
unless the disclosure of the record would-be to officers of the
agency performing their duties, for a 'routine use' as defined,
to the Bureau of Census for statistical research, to the
National Archives or to another government agency for civil or
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criminal law enforcement and then only if the head of the
agency has made a written request;53

It seems commonly acknowledged here that there should be
limitations upon the use made of personal data supplied for a
specific purpose. The limitation upon putting such data to a
different use arises from the fact that data might have been
supplie& in a different form, fuiler and in greater detail had
it been known that it would be used for a different purpose.
The building of composite profiles from linked data is also
addressed by this principle as is the desirability of
individuals keeping general control over how they are perceived
and by whom. But whilst the principle is acknowledged,
exceptions must alsc be allowed for. It is easy to contemplate
exclusion in the case of knowing consent and specific authority
of law. Beyond that,fthe exceptions are more problematical. To
avoid needless, inefficient recourse to the data subject for
his consent, scme provision seems appropriate for
uncontroversial, innocuous and routine use. The Council of
Europe draft seeks to accomplish this by use of the notion of
'compatability’V;An alternative is to incorporate, as in the’
United States fégislation, an élaborated notion ¢f 'routine'® or
'common' practice. The use of a telephone book entry, for
example; for purposes other than identification of the
telephone number of the subject, should not require constant
access to the data subject for his consent. Much more
centroversial is the exception for emergency cases and
particularly emergencies involving third parties. as
acknowledged by the N.S.W. Privacy Committee itself, a too
generous use of this exception could entirely undo the
protection contemplated by the fifth prineciple.

The. Security-Safeguards Principle. The obligatiocn to

provide adequate data security is a common theme of every
international statement and all domestic legislation. Only the
nuances are different:

Personal -data should be protected by security
safeguards which are-reazsonable and appropriate
tor the purpose ©Of preventing-loss, destruction,
unauthorised access to; use; modificatlon or

- disclosure of data. B
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différences between the proposed formula and paragraph 11
he. OfE C.D. Guidelines are unimportant. In the latter, the
rement 15 to provide 'reasonable security safeguards' but
eférent is prov1ded as above. Furthermore, the wreongful
ggts-a?? listed as examples of the risks against which
feasonable security safeguards should be implemented. The
q&il of Europe statement of the principle is in almost
,e-tipal language. Article 7 reléting to data security

'éés that appropriate measures ghall be taken fd: Ehe
V‘Ctlon of personal data recorded in automated data flles,
st accidental or unauthorlsed destruction or accidental
ss as well as against unauthorlsed access, alteration or

semination.

- In the Australian Law Reform Commission's report on Privacy
and. the Census the Commission endorsed a pr1nc1ple that the

methods used to collect information 'should be such as to
mlnlmlse the danger of unauthorised or unwarranted disclosure
éf that 1nformat10n'.54 Varicus specific recommendations were
: _mada to translate these general comments into detailed
-lobllgatlon. The need to protect the security of personal

. information supplied for the census, while still in
iéaentifiable form, was addressed in some detail.. The N.S5.W.
grivécy Committee's Guidelines propose that there should be
épcluded the establishment and maintenance ofistandards

" regarding data security.35 Levels of‘Seéurity should be
épmmensurate with the sensitivity of the data. No security
measures can be regarded as entirely and invariably foolproof.

In national legislation, a number of laws give attention to
the security of personal data. For example, the Austrian law
provides that any person has the right to demand that -personal
-data. concerning himself be kept secret provided that he has an
intesting warranting protection, hotably 'as concerns respect
for his private and family life'.56 Section 29 of the French
law is stated in terms of obligaticons and is reinforced by the
provision of criminal sanctions. A ﬁerson processing personal
data is taken to have given an undertaking to the persons
concerned that he will see that. 'all necessary précautions are
taken to protect the dafa and in particular to prevent them
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from being distorted, damaged or disclosed to unauthorised
third parties'.57 Failure to do so-renders the record keeper
liable to penalty. The United States Privacy Act also contalins
an obligatidn on federal agencies to establish rules of conduct
for persons involved in information s&stems.SB By
administrative, technical and physical safeguards, the security
and confidentiality of records is to be ensured.

The most ambitiocus national law on this subject is the
German Federal Act. There, an attempt is made to list, in
respect of data processed automatically, appropriate measures
which are to be taken to enéure the observance of the
provisions of the Bct. Ten principles are collected which lay
down rules for the control of admission te facilities, removal
withaut authorisation, unauthorised modification, unauthorised
use,. unauthorise&1aébess, unauwthorised dissemination,
wunautherised input, unauthorised processing for other parties,
unautherised access during transport and the implementation of
appropriate control wi?hin the organisation.39

The Policy of-QOpenness-Principle. The seventh principle is
also a common theme: '

There should-be a-general-policy of -openness
about developments; practices-and policies-with
respect-to personal data.-In-particular, means
should be-readily-available-t®-e5tapblish the
€Xistence,; purposes; policles:and practices
assoclated with-personal -data as . well as for the
perpeose of-establishing the identity and
residence of the-dafa controller.

Paragraph 12 of the 0.E.C.D. Guidelines is in terms almost
identical to the above suggested principle, which is in turn
drawn from the first two rules of the H.E.W. code of fair
information practices. The Council of Europe draft Convention,
in Articlie 8, lists certain 'additional safeguards for the data
subject'. They include the right of 'any person' to be enabled:

fa) to establish the existence and main purposes

of an automated personal data file, as well

as the identity and habitual residence of

the controller of the file.-
The.general philosophical principle of openness is omitted but
the specific and important maéhinery provisions are in terms
parallel to the proposed principle and the 0.E.C.D. Guidelines.

e




- 33 -

) The European Parliament resolution is at once mofe narrow
:mpre imperative. In terms, the obligation in Part II (where
hé felevant provision is found) is limited to 'persons whose
1l'residence is in the territory of a member State'. Only
h'persons should have the listed rights. The Council of
uzope braftt affords the right to 'any person'. In the 0.E.C.D.

nidelines, the right enures in an 'individual'. Paragraph 8(a)
of .the European Parliament resoclution proposes that such

ersons should have the rlght 'to information-on all measures
.'qvolv1ng the recording, storage or transmission to thlrd
_péféie; of data relating teo them and on the contents, purpose
i_gﬁd reéipient thereof'. Paragraph 4 of the resolution would
‘requlre data controllers to inform the person concerned when
:fpersonal data are Eirst stored. The general policy of openness
‘and the provision of fa0111t1es readily to-ascertain the
'_3whereabouts of a data controller are not addressed, except by
i31mp051ng obllgatlons on the data controller. The problem of the
'tnon*observance of these obligations by him is not dealt with.

In Australia, the N.S.W. Privacy Guidelines include the
.ééneral principle that 'the interested public' should be able
%b know of the:existence, purpose, uses and methods of
Bpgration of pesonal data systems.60 In national legislation
féqqirements for compliance with the ‘openness principle' are
éoﬁmon. For example, the United States Privacy Act provides an
obllgatlon on federal agencxes, with certain exceptions, to
publlsh at least annually in the Federal Register a2 notice of
the existence and character of the systems of records. Various
&etails, designed to Facilitate inquiries and access, are also
to be published.6l In a similar vein are the provisions of

the Canadian legislation which have led to the production of
the Index to Federal Data -Banks in Canada.®2 The openness

principle is also reflected in the legislation of Western
Europe. Under the German Federal Act, the Federal Commissioner
is required to keep a register of automatically operated data
files in which personal data.are stored. This register is to be
open ko inspection by any person. Public ;uthorities and other
bodies subject to the Act are required to report to the Federal
Commissioner details of the data ﬁiles which are automatically
processed by them, Certain security aﬁd intelligence
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organisations are exempt.63 Under s.22 of the French Act, the
National Commission established by the Act is obliged to make a
list of the processing activities accessable by the public,
specifying in each case the law autheorising the collection, how
access is to be provided, categories of personal data recorded
and rulings, opinions or recommendations of the Commission that
may be relevant. Under s.34 qf the French Acit, any person
proving his identity -4s entitled to obtain from departments and
organisations using automatic processing a list of similar
information. The Austrian Act imposes upon the Adstrian Central
Statistics 0Office an obligation to kéep a data processing
register,64 This fegister is to be open for inspection by any
person and is to contain the list of all personal information
systems authorised under Austrian law. '

The Time Limitation:Principe. The eighth principle is more

controversial. Accordiﬁg to it:

Personal data-in a form which permits
identification of the data-subject should; where
the purpeses of the-cata have-expirec, be
destroyed, -archived or de-identified.

The O0.E.C.D. Gu%deiines.make no reference to the limitztion of
the time during which identifiable personal data may be

retained, In an earlier draft of the Guidelines provision was
made for erasure or conversion into an anonymous form (unless
needed for research or archive purposes).of persoﬁal data which
no longer serves current purposes. The O,E.C.D. Expert'Groﬁp
decided to delete this provision. The ground incluaed that the
information quality principle and the principles limiting the
use of personal data effectively did the work of time
limitation, without imposing an éxpensive and possibly even
privacy~harmful obligation of culling and destroying persecnal
information. On the other hand, other international and
ﬁational_approaches have recognised the specific dangers of
indefinite, perpetual collections of personal data. By becoming
out-dated such data may become inaccurate or unfair, causing
disproportionate potential harm te the data subject. This
approach would appear to be reflected in Article 5(e) of the
‘Council of Europe draft Convention. This requires that personal
data to be avtomatically processed shall be 'preserved in a
form which permits identification of the data subjects tor no
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jonger than is required for the purpose for which those data
afe'ﬁeintained'. The European Parliament resolution is even

more emphatic. Paragraph 2 requires that personal data to be
processed ‘shall be erased whenever they ... are inaccurate or
out of date, or as soon as the purpose for which they’ were

Eécorded has been achieved'.65

" 'The most massive example of the adoption and application of
27time limitation principle in Australia in respect of personal
féeéa:files is the complete destruction of the original census
.eietutns and of the personal identifiers which link returns to

. de- identified.statistical data. Unlike most countries, where
census information is retained under strict archival security,
lthe ‘Bustralian practice has been to de-identify the data within
a short time .of collectlon and then to destroy the identifiable
returns, their purpose {the supply of statistics) having been
'completed. In its report, the Australian Law Refcrm Commission
sﬁggested that} for a number of reasons, this applieation of
the time limitation princiﬁle vas excessive. It was proposed
that for future medical research, historical inquiry and
genealoglcal 1nvest1gat10ns, the identified data should, as in
other countrles, be retained under strict conditions of
archlval confldentlallty, with limitations upon access for 75
years. This proposal was not accepted by the Australlan
Government. In the Federal Treasurer's statement te Parllament,
there is evidence of the strongly felt view of the propriety of
destrcylng certain personal data, when its purposes have been
fulfilled:

The Government has carefully weighed the
arguments for and against the proposal [of nen
destruction] and has decided not. to accept it.
The purpose of the Census is to gather
statistical information and the legal obligation
on people to answer Census gquestions.... is
accompanied by strict measures to ensure the
confidentiality of the information provided. The
Government believes that it would be inconsistent
with that purpose and with the guarantee of
confidentiality to retain information on
identified persons or households for the research
purposes referred to in the Commission's report.
Consequently the present practice of destroying
all records of names and addresses and of not
entering into the computer records such names and
addresses will he continued.66

In the N.S5.W. Guidelines, the Privacy Committee proposed that
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identified personal data should only be retained as long as a
use remains, after which it should be either destroyed or-
de-identified or archived,67

In national legislation, the principle of limiting the
duration of the retention of identifiable persconal records is
frequenfly provided for. The U.S. Privacy Act provides
specifically for archiving records.68 Transfer to the
National Archives is considered, for most purposes, an adeguate
protgction for individual privacy. The time limitation
principle is expressed in s.8 of the French legislation:

28. Unless othe:wise provided by law, data may
not be stored in a perscnal form beyond the
perlod stated in the application for oplnlon
or in the declaration, unless such
storage is authorised by the Commission.

Under the Swedish Data Act the Data Inspection Board may limit
permission to start a register of personal information to a
certaln period of time. Under the Danish Public-Authorities

Act, where persecnal data becomes obsolete, the Minister may,
after consultation with the Data Survelllance Authority,
deposit the information for safe custody in the Archives
subject to such conditions as are laid down. 69

The Accountébility Principle. There is less debate about

the need to identify somecne as responsible for complying with
_ privady laws. The proposed ninth principle is:

There-should be; in respect of personal-data, an

" identifiable-data-controller -whe-should be
accountable-in law-for giving effect to these
principles:

Both the O.E.C.D. Guidelines and the Council of Burope Draft
Convention have addressed themselves to the practical need to

assign administrative, and ultimately legal, responsibility for
ensuring compliance with requirements of data protection. The
problem arises specfically in the case of corporafions which
act through thelr servants and agents. It also arises as an
acute problem in the case of service bureaux, where the nature
of the functions of the bureaux may exclUde appropriate legal
and moral obligations to ensure compliance, with the principles
of privacy protection of the data being processed. The 0.E.C.D.
Guidelines are in terms similar to the above statement of the
principle. The Council of Europe text confines itself to
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ﬁabling a person to identify and find the habitual residence
? ‘the controller of the file. This 'controller' is defined to
één the matural or legal person, public authority, agency or
nyiother body 'which is competent to decide what should be the
‘purpose of the automated data file, which categories of
personal data should be recorded and which processes should be

ipplied to them'. The resolution of the European Parliament is
more emphatic but less specific. Paragraph 3 provides that the
dét&"controlle: (undefined) shall be liable for material and
noa-material damage caused by the misuse of data, whether or
ot there was any negligence on his part.70

;‘a?fpposals in Australia for the identification ot an
vinformation manager', appointed by record-keepers and with
~whom a subject can'deal in relation to his data rights, have
¥'béén;éxpldred by the Law Reform Commission. The W.S.W.
Guidelines 8o not deal specifically with this subject,
;perdéiving it as an aspect of the ‘'openness principle' or the
tin#ividual participation principle'. In the N.5.W. Guidelines,
x”tpg ‘system operator' is defined as the 'person or organisation
by whom or on gpése behalf a personal data system is opgrated'.

In national legislation, it was recognised from the first
that practical privacy protection would require the
identification of an accountable data controller. The Swedish
Data Act in its first section provides for accountability. It
defines as a 'responsible_keeper of a file' anyone 'for whose
purposes a personal file is kept, if the file is at his
"disposal'.7l The responsible keeper is required to register
with the Data Inspection Board. It is upon him that the -
6bligation rests to keep the Board notified of specified
matters relevant to the protection of privacy. It is he who is
obliged to deliver information and particulars to the Board as
required. However, certain provisions of the Act are also
expressed to appiy to anyone who handles a personal register on
behalf of the responsible keeper.’72 The most specific
legislation dealing in detail with the apﬁointment of a data
controller is to be found in the Féderal Republic of
Germany.TB Specific duties are cast upon the 'controller of
data protection'®,74 Further, specific duties are imposed on



- 38 -

all persons ‘engaged in data processing'. All such persons are
reguired, for exampie, to givé an undertaking to abide by the
general duties imposed by the Act.75 A similar requirement
that personé to whom-data are entrusted in the course of their
empléyment'shpuld expressly undertake to respect the
confidentiality of such data is provided in the Austrian
Act,76 As in the German legislation, criminal sanctions are
provided for breach of the undertaking, enduring after the
termination of employment. The Austrian Act, however, proceeds
tc attempt to protect an employee against unlawful orders of an
employer. '

(20) (4) The refusal of an employee t0 carry out
an order which would involve a viclation,
of the confidentiality of data shall not
result in any prejudice being suffered
by such employee.?

It bas often been sald that the criminal law is necessary as a
protection for the 'front 1ihe‘ data operator who becomes aware
of the performance of unlawful or unfair invasions of privacy
in the course of using a personal data system. The Austrian

provision provides an alternative or supplémentary measure to
the low level data operator. However, its method of enforcement
is far from cleir.

The Individual Participation Principle. Finally, the tenth

principle is perhaps the most important. It has already beégrr,r
described’as the 'golden rule' of modern data protection law.

It is happily common tokintefnafional statements and national
legislation and in Australia it bhas already been endorsed as a
general rule by the inqguiry of the Law Reform Commission. The

tenth principle may be_stated as follows:

An-individual shouwld-have a-right:

{a) to obtain from a - data controller; or
otherwise; confirmatien-of whether or-not-the
data-controller has data relating-to him;

(b) to have-communicated co-him; data -relating to

nim:
(1) within a - reasonable-time
at-a charge;-1f-any, that is not
] EXCESSIVE
{iii} In-a-reasonable- manner; -and
_[IV¥} .ina form-that-is- readlly 1ntelllglble

to him
(¢} to-chaTlénge data-relating-to him and:
(1) during such-challenge- -to-have-the

record annetated conecerning the
challenge; and
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{ii) if the-challenge-is-successful, te-have
the data corrected, completed, amended,
annotated-or; -if appropriate, erased;

: and

{d) to-be notified of -the reasons if a request
T made under -pararaphs-{a)-and-(b) 1s-denied
and -to be abble to challenge such-denial.

jo far as international statements of the core principles are
gﬁcé;ned, the language proposed above follows substantially

s raph 13 of the O.E.C.D. Guidelines. The only variants are a
'ﬁic provision for annotation of the record during

ha _nge {perhaps a matter of machinery}. The Council of

Tur pé}formdlation lists the right of individual participation
n Article 8, which collects the 'additional safeguards for the
'éégbgﬁbject'. The differences are matters of emphasis. In

ddition to the ability to establish the existence of the file
nd;ﬁhe identity anq‘habitual residence of the controller,
lré%dy referred to, three additional entitlements are listed.
hese are the power to obtain 'at reasonable intervals and .
__tﬁ@ut excessive delay or expense'’ confifmation of whether
;ﬁé;ébhal data are stored as well as communication of such data
:iﬁjintelligible form; where appropriate, rectificétion or
1§ﬁ?5ﬁfé of data processed.contrary to the basic principles and
7§§fhave a remedy if these entitlements are not complied with.

o ' The Earopean Parliament resolution would provide that all
i persons whose wsual residence is in the territory of a member
é@ate should have the right to_havé persoﬁal data erased where
conditions of data quality are not fulfilled, unless the data
controller can prove the opposite; to have inaccurate or
‘incorrect data corrected and third parties to whom such data
bave been transmitted informed accordingly; and to regquire the
data control body to check the legality of data relating to
them.78 . '

In Australia, the principle of subject access was endorsed
in the Australian Law Reform Commission’'s report on the privacy
aspects of the census.79 A number of reasons were advanced:

The Commission endorses the basic principle that
an individual should normally be allowed to have
access to and to challenge, a record of personal
information about him. This principle is based on
two main considerations. First, a personal record
affects the way in which an individual is
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perceived by others. It creates the image which
the individual has for the record-keeper and for
other persons who use the record. Secondly,
access provides a unique means for menitoring the
record-keeper's compliance with the standards
applicable to the collection and use of
information. It provides an opportunity for
correcting errors affecting the individual's
interests. The principle of access is a central
aspect of privacy legislation and proposals in
both Europe and Rorth America.80

The N.S.W. Guidelines.also adopt the general right of subject
access. The provisions governing personal access by the data
subject; and machinery for upholding that access, is a common
feature of data protection and privacy laws .so far enacted. The
United States Privacy Act includes, as one of iis purposes, the
provision of safeguards against invasions of privacy by federal
agency files 50 that, except as provided by law, agencies will
permit an individual 'to gain access to information pértaining
to him in federal agency records, and to have a copy made of
all or any portion thereof and to correct or amend such
records'.8l The machinery to provide access is spelt out in
sub-title {(@). On request of any individual, agencies are
reguired to permit him to review the record and have a copy
made, to permit the individual to request amendment to comply
with such a reguest or inform the individual of refusal and to
permit the individual who disagrees with the refusal to have an
iqtefnallieview and final determination made, subject to
judicial review.82 p similar provision is contained in the
Canadian Act.83

The above provisions are also reflected in European
legislation. Under the French law any pefson proving his
identify is entitled to guestion department or crganisations .
using automated processing and to receive a list from which he
can determine whether such processing involves personal data
concerning himself. If such data does concern himself, he is
entitled 'to obtain access thereto'.84. The law then provides
for the machinery of access including intelligibility of the
data supplied, the fee charged85 and right of completion,
correction, clarification, updating or erasure. In the event of
a dispute the onus of proof is generally to be on the
department. Where the holder of a right of access causes the
‘record to be altered, the charge he has paid is to be -
refunded, 86
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the Federal German Act makes similar provision, declaring
e rights of the data subject in broad language at the outset
_the Act:

s.4 Subject to the provisions of this Act every
person shall be entitled to:

1. information on stored data concerning
him; . : -

2. correction of any incorrect stored data
concerning him;

3. blocking of stored data concerning him
where the accuracy or inaccuracy cannct
be established or where the original
requirements for their storage no longer
apply;

4. erasure of stored data concerning him
where such storage was inadmissible or -
as an option to the right to the
blocking of data - where the original

requirements for storage no longer
apply.87

Tﬁére are like provisions in the Austrian, Swedish Danish and
Norwegian laws. Indeed this is a common provision to be found
in data protection laws of Europe, the United States and
déﬁéda. The machinery for enforcement differs. In the United
ééaﬁés the machinery, other than in§e£na1'bureucratic,reView,
'fg principally q“civil action for damages and, in a limited
;ﬁﬁﬁber of cases’, criminal penalties. In Canada, the machinery
;'ﬁrévided is complaint to the Privacy Commissioner who has

" ombudsman-like powers of persuasion and report to Parliament.
in Europe, provision is typically made for complaint to a data
égdtection authority, with powers of specific order to secure
ébmpliance, in some cases report to Parliament aﬁd generally
¢riminal penalties of fine and imprisonment in the case of more
serious and wilful breaches.

GCONCLUSIONS

The limitations of this paper are obvious. The principal
international instruments on trans border data Elows have not
vet been concluded. The European Community is awaiting the
outcome of the worX of the Council of Europe. A draft
~Convention of the Council has not yet been finally passed upon.
Within the 0.E.C.D,, although substantial” consensus has been
achieved in the Expert Group, a number of outstanding
reservations remain to be resolved at a political level. Within -
Australia, the inadequacies of current privacy laws are only
now being addressed by the national law commission and various
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State inguiries co-operating with it. In many other countries,
iricluding countries vitally important for trans border data
floﬁg, privacy legisation is, as in Australia, still being
discussed and developed. To these elements of uncertainty must
be added the dynamies of the fast-changing technology and the
prioritier assigned to data protection at a time when other
concerns of-the new information technofogy (unemployment,
national sovereigniy, energy conservation andé cultural
independence) compété for the at;éntién of lawmakers.

begun was a gleomy one. It was tht laws for data proteetion
would be bureaucratic and would abort otherwise desirable
advaneces for mankind inherent in new telecommunications
technology. Such a Rrediction might, even if true, be borne as’
the. price paid for the defence of importént individual
1iberties,'including'privacy brotection. However, the second
predietion was even more diéquieting. 1t was that, for 8l ‘the
efforts of law makers, data'protection laws would not actually
succeed in safeguarding privacy. There gre some who urge that
lawmakers shoul@ not impede technolcgical process, especidlly
where the teehnology promotes the greater flow of information
whlch is generally conceded to be to the advantage of mankind.
Pessimists put it another way. They asSert that the puny

efforts of lawmakers are likely to be ineffective and overtakeﬁ
by events, causing no more than scattered, intermittent . .
interruptions to the onward thrust of technological advance.
‘ .

Some comfort can be taken by lawmakers and those who edvisé
them from this paper. Desplte the enormous dlfferences of
language, culture and legal tradition, it is a remarkable fact
that in the last decade a series of laws has been enacted in
many different countries with basiecally similar provisions,
gathering arocund a number of identifiable 'general rules'. Of
course, the rules are expressed in the broadest possible
language. They contemplate different applieations &nd in thelr
generality they disguise many xmportant unresolved debates. 33:
Furthermore, nothing has been said of the exceptions from thelr
operation. Specifie to the issue of trans border data flows,'
nothing has been said concerning the principles of
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nfernational application and how in the context of

nstantaneous universal technology effective protection ecan

For all this, it is reassuring that there is such
ommonalify in the édoption, with a feir degree of consensus,
of theé 'basic rules'. It suggests that there is sense in the
endeavour. The identification of the generai principles by
ﬁﬁérha;ional bodies such as the O.E.C.D and the Council ‘of
Furope will not only be helpful fer those countries which have
already existing privacy protection laws which.can be measured
“"ggainst the agreed standard. It will also be useful as &
beenchmark for those countries, including Australia, which are

n fhe-process of developing such laws.

-+ °" "The ineffieciencies and impediments to the information

_'tecﬁnology predicted by the gloomy futurologist may not be

- rémoved by mere compliance in the domestiec legislation of

nwﬁébﬁus countries with the 'basiec rule’. But at least

,;ﬁétential sources of bureaucratiec rigidity and iniernatiqnal
impediment will be avoided if the domestiec privacy protection

Jlééislation of developed countries ineluding Australia’'s )
adheres to a generally compatible conceptual framework. It is
this belief whieh has motivated much of the work done in the
Council of Europe and the O.E.C.D. For once, the gloomy
predietions may be proved wéohg.inr the maintenance of a
proper balance between flows of information and the legitimate
protection of individual privacy, let us hope so.
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For exzmple, the extent to -which privacy regulation
should be restricted to automated records or should
extend to menual records; the extent to which privaecy
protection should extend to proteect legal persons
(corporations and associations) or should be confined to. -
physical or natural persons; the extent to which 'basie .
rules' of privacy protection should be confined to high ‘
level objectives as distinet from machinery questions of

implementation whieh may be necessary for effect:ve .
privacy protection; and the difficulty of d:stlngu1sh1ng,
in the context of impediments to trans border data- flowsy
those 11m1tat|ons based on privacy _interests and those )
based on .other national coneerns viz. trade, employment%?

culture, national sovereignty and so on.




