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STANFORD LAW SCHOOL

STANFORD JOURNAL OF INTERNATIONAL STUDIES

MAY, 1980

TRANS BORDER DATA FLOWS & THE “BASIC RULES” OF DATA PRIVACY

The Honourable Mr. Justice M.D. Kirby#*

PROLIFERATION OF PRIVACY LAWS

On the eve of the 19805, the influential London Economist
indulged in new decade futurology speculation. Amongst its
. Prognostications was the suggestion that the scope for advances
in telecommunications would be "aborted in bureaucracies' or
price controllers' grip". Privacy regulations, it predicted,
would impede data processing without actually safeguarding

privacy.l

The close of the 70s saw an energétiq effort in a number of
international organisations addressed at the proliferation of
data protection (privacy) laws. Central to this international
endeavour has been the attempt to define certain "basic rules"
which can be used as. a benchmark for privacy legislaticn.
There'is no doubt-that the expansion of automated processing of
personal and other data has greatly bgnefitea mankind. But
there is egually no doubt that lawmakers and those who advise
them, in the developed ﬁorld at least, perceive certain dangers
to the individual, which reguire pfoﬁectiye legislation. This
perception has led to specific data protection laws in the
United States, Canada and Western Europe. In many other
countries, ineluding Australia, inquiries are well advanced
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towards the design and adoption of privacy protection laws. 1In

- some-.of the legislation already passed, specific provisions are
~enacted .by which a local data protection authority may control
.~the. trans border flow of personal data either by a licensing

o~ provisions as in the case of Sweden and Denma:;k2 or by a.
.isystem of prior authorigations, as in the French law.3

.. Typically, the justification offered for such provisions is
that the instantaneous.nature of new information technology
facilitates the ready haemorrhaging of personal data unless
-international as well as local purveyors of information can be
readily controlled, There would be little'poiﬁt in eﬁecting
protective legislation in one country if the protections could
be.readily circumvented by the.inexpensive expedient of storing
.data across the border where it was beyond the jurisdictional
w.eontrol of privacy 1aws, yet could be readily and cheaply
retrleved via 1nternatlonal telecommunlcatlons systems which
were -themselves protected from scrutlny by the rubric of
secrecy.

cPut positively, there has been a concern that unintended
disparities in the laws of friendly countries could create
unexpected adverse effects on the general free flow of data .
between countries.. It being considered that trans border flows
of data {1nc1udlng personal data) contrlbute to economlc and
social. development the removal of unlntended or unexpected
1mpedlments arising from differing reégulatory machlnery has
been ;a chief effort of the 1nternat1qna1_moves tpwards
harmonisation. The adoption at an international level of .
agreed princibles_might help to promote hermonisetidn or
standardisation of laws, which could otherwise develep in a
discordant and inconsistent fashion, thereby creatieg the
ineffective bureaucratic impediment to growth and development
feared by the Economist. ;

Put negatlvely, the fear has been expressed in some. -
quarters that, in the name of privacy protectlon, leglslatLon
mlght be developed whlch could actually have other natlonal
purposes in mind. Put bluntly, this is the fear of "data
protectionism®. Legislation.'nominally for the purpose of data
protection, could actually have such objects as- the protectlon
of domestlc employment, local technology -and expertlse, home
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industries, national culture, language, sovereignty etc.
Accordingly, it has been suggested that there would be merit in
an international definition of the genmeral rules against which
legislation, ostensibly for the protection of privacy, could be
publicly measured. 'Such an international standard might reduce .
or discourage the adoption of illicit national legislation

which imposed an artificial barrier on the general free flow of
information, including personal information.

This is the backgrouné to the search for the "basic rules"
of pri&acy protection laws. Given the different languages,
different legal traditions and differing cultural and social
values, it might have been expected that such a search would
have been frustrated by funidamental disagreements. The fact is
that in all of the major internatjonal efforts that have so far
addrésséd this problem, there has been a broad measure of
agreement on the "basic rules"™ around which domestic privacy
legislation should cluster. In a statement made by me to the
Committee for Scientific and Technological Policy (C.S.T.P.) of
thé Organisation for Economic Co-operation and Development
(0:E.C.D.) I reported a broad consensus in an Q.E.C.D stody
addressed to this issue :

' "At ~the ‘heart of the basic rules is a simple

_.idea. . It is the so-galled "golden rule™ of the
protection of privacy and individual liberties.
This is the right of the individuval, in general,
and with some exceptions specifically provided
for, to have access to personal data about
bimgelf. " 'If this rule is accepted, riot only will
the individual know the ways in which he is
percelved by others. He will, by inference, have
power to amend-and correct personal -information
which is untrue, unfair or otherwise lacking'in

appropriate quality. In addition to this
fundamental rule, a number of other basic- rules
were identified. These relate to the "input”,
"throughput® and "cutput™ of personal
information. They govern the rules that should
conkrol the ceollection, use and security of
personal data.4

Thé'speed with which countries linked to each other by rapidly
expandlng ties of data traffic are developing privacy and data
lPerECtan laws. make it imperative that the "basic rules”

should be identified as quickly as possible. Otherwise the’
opportunity might be lost to influence the lawmaking process in
thosg countries which have not vet developed privacy protection
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machinery. The inefficient bureaucratic nightmare, imposing’
cumbersome, ineffective and expensive impediments to
international data traffic, could still develop. There will be.
less chance of this happening if data protection and data
security laws continue to follow a basic scheme idéntified_in
an inte.national instrument. At a later stage, international
treaties may be necessary to go beyond international
" self-regulation and to provide effective machinery for the
‘enforcement of the "basic rules® in one country, by a resident
of 'another. But unless the "basic rules" can be promptly
identified, an opportunity may be lost to influence the
development of legislation in countries such -asg Australia,
Japan, the Netherlands and the United Kingdom, where pr1vacy
laws are planned but have not yet been enacted.
PRIVACY PROTECTION IN AUSTRALIA
- y“Absence of General Legal Protection. -Australia has a
Federal Constitution which was modelled on that of the United
States. Limited powers are conferred on the federal '
(Commonwealth) Parliament to make laws for the whole of the
country. = If not conferred.on the Commonwealth Parliament,
lawmaking powers remain with the States.? There is no
~general Bill of Rights mor is there any explicit mention of a
right to privacy in the Constitution. The chservance of regpect
‘for -“individual privacy is secured without much support from
legislative sanctions. -Partly as a redction to technolegical
developments, steps are -now being taken to supplement
“rudimentary common law protections afforded by the inherited
‘common law. of England (trespass, assault etc.) As there is no
-généfhl.power in the Commonwealth'Parliément to make binding.
laws ‘for the protection of privacy throughout Australia, that
protection remains, substantially, a State matter, except in
SpElelC areas of federal: responsxblllty. :

VTThe common law of England, and ‘its variant in Australia,
did not develop any general legal principles for the protection
ofzindividual privacy. Although this is curious, given the
importance which Anglophone people generally attach to the
cultiural value of privacy, it rémains a fact of legalAlife. In

1937 +an” attempt was made to persuade the High Court of
Australia (the federal Supreme Court) that a right to privacy
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existed in the common law of Australia. In the result,
however, the court rejected the contention. The Chief Justice

of the time said :

However desirable some limitation upon the
invasions of privacy might be, no authority was
cited which showed that any general right of
privacy exists,b

In view of this decision, 1f_genera1 or specific protections
for pfivacy are to pe developed in the law of Australia, they
will probably have to be developed either by the legislative or
executive arms of'government. Innovative developments by the

courts cannot be anticipated.

The federal area of responsibility includes a number of
concerns that are relevant to signifjicant privacy protection.
They include the fqﬁeral Fublic Service and the Australian
Territories (the Capital and Northern ?erritories, Antarctica
.and certain Island Territories),where there is plenary federal
power. Other areas of relevant power include interstate trade
and commerce, telecommunications, c¢ensus and statistics,

banking and insurance.

In only one Australian State, New South Wales, is there
general legiglation on privacy protection. A Privacy Committee
has been established in that State with general powers of
conciliation, investigation and advice but without enforceable
sanctions.7_ There is no Australian legislation, Federal or
State, speéific to information systems generally or
automatically processed data systems in particular. Legislation
exists which affects privacy protection indirectly. Furthermore
codes of conduct have been developed by ﬁhe Australian Computer
Society, the N.S.W. Privacy Committee, the Australian Public
Service and individual owners and operators of information
systems. The rapid advances of technology have outstripped
legal protections for privacy and individual liberties. The
realisation of this has led to a significant effort, Federal
and State, to develop effective leQiSlatéonL

At a federal level, éﬁe Austfalian.Law Reform Commission
has been given the task of developing and proposing laws for
the protection of privacy in tﬁe federal sphere. The Commission
is a permanent statutory authority which receives references




from the federal Attorney-General, develops proposals by
procedures of public conéultation, and finally produces a-
report which is tabled in Parliament. Typically, reports
attach -draft legislation. The Commission was established in
1375 and its reports on several topics have been followed by
‘legislation at both a State and Federal level in Australia.B
The Commission's work on its privacy reference is proceeding in
close consultation with State inguiries and with the
international efforts addressed at defining the "basic rules"”
which should be reflected in domestic privacy law.

The State inquiries in Australia need not be described at
length. 1In Mew South Wales, the Privacy Committee has produced
an "exposure draft" suggesting basic rules for privacy in
'infprﬁation systems. for adoption on a voluntary bgsis'by
record-keepers throughout the State.? 1In Victoria a
committee of the'Parliament, the Statute Law Revision
Committee, has received a reference to ingquire intec privacy
generally. In Queensland the local law reform commission has
- been requested to consider the protection of privacy. In Socuth
Australia a departmental committee has been examining privacy
. protecticon. A new State Government has recently undertaken to
consider legislation following the report of the Australian Law
Reform Commission. In Western Australié a reference has been
- given.to-the local law reform commission in-termSzparallél to-

that of the federal commission. In Tasmania a Parliamentary
Committee has been examining a Privacy Bill designed to ‘create
-a géneral statutory tort of privacy. If it is important to
develop pﬁivacy laws which -are compatible as between the -
mémbers of the inteifnational community, it is even more
important- that within the one federal country, pfivacy-
protection laws should be compatible so that inefficiencies and
evasion can be reduced and mutually protective assistance

facilitated;

Scattered, piecemeal Privacy Protection. Despite the
absence of a genérél right to privacy either in the common or
statute law of Australia, specific Iegislation provides
protection for particular ‘aspects of privacy. A number of Acts
of the Federal Parliament, for example, require the ‘observance
of confidentiality by officers of the federal Public
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Service,l0 Responsibility for telecommunications is a
federal.matter. The privacy of the mail and telegraphic,
telepbqhg and other like services in Australia is secured by
tradition, supported by specific legal obligations. The
Telephonic. Communications . (Interception) Act, 1960, for
example, - forbids -any person from intercepting, or authorising
or permitting another person te interfere with communications
passing over the telephone system. Only two exceptions are
allowed, namely for service or maintenance and in pursuance of
a legal warrant. The 1at£er are cases limited to national.
security and, since recent legislétion, certain cases involving

- narcotic drugs.ll

In addition to the federal legislation, a number of State
Acts have bégn_passga to protect privacy on a piecemeal basis.
In five ‘'of the States, the use of listening devices is
controlled by legislation limiting the cases in which such
devices may be used to hear, record or listen to a private
conversation. The sanctions include criminal penalties and
provisions forbidding the reception into evidence of details of
any such private conversation unless obtained following
appropriate judicial or ministerial anthorisation, _ The only
other major area of State legislation for the protection of
information privacy-in Australia relates to the activities of
credit reporting agencies. It has been estimated that credit
reports are kept on about three million people in Australia, a
COﬁnEry with a population of fourteen million.. In New South
Wales, credit bureaux have entered into a2 voluntary agreement
initiated by the State Privacy Committee. This facilitates
consumer checking of credit records. A similar agreement has
‘been implemented in the Australian Capital Territory. In
Queensland, South Australia and Victoria certain operations of
c:edit‘reporting agencies are regulated by statute.l3 These
Acts provide a means of access by consumers to records kept
about them by a credit reportihg agency. They provide
machinery for correction of disputed information and for
notification to be given to traders to whom the incorrect
information had been supplied. In addition to such piecemeal
legislation as has just been descfibgd, State and Territory
criminal .law provides sanctions, either by legislation or by
common law; for such invasions of pzivac§ as assault, trespass,
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entry on to property without permission and so on. Many of
these criminal sanctions are paralleled by civil law
éntitlements to sue for damages in torkt.

A number of proposed federal laws should alsc be:

mentioned. 1In 1977, the Federal Government introduced a-

" Criminal Investigation Bill designed to regulate, for the first
time'in a comprehensive statote,’ the criminal investigation
act1v1t1es of Federal Pollce in Australia. " The Bill is’ based
substantlally on a report of the Australian Law Reform
tommission.14 The Bill lays down reguirements with respect
tofpbliée procedures of arrest, search, interregation, the
recordxng of interviews, medical examinationg and so on,
Provision is made for sound recording of" confessional evidence
‘to police and for destruction of such recordings in certain
ciréumstances.r Specific provision is also made’with"respect to
police records. Clause 67 of the Bill requites-the Police
Commissioner to "take and cause to be taken such reasonable
measures as are necéesary to ensure the accUracy‘ahd security
of the recérds of the ... police force".- Prohibitions,

‘supported by criminal penalties of fine and imprisonment; are
cohtaihed in relation to copying, ‘extracting or commﬁnicating
of information in police records. In certain circumstances,
upon the payment of a prescribed fee, information from police

' recotds can be given to the person involved. The Bill lapsed

' with the dissolition of the Australian Parliament in 1977.
However, it is expected that it will be relntroduced in 1980.

In 1978 a Freedom of Information Bill was introduced to
*provzde a prima facie right of access by ‘the individual to
'_government information. The Bill provides for certain
exceptlons to the provision of access to government
information, including where disclosure would -amount to an
uhrexsonable disclosure of the personal affairs of an o
individual affected theréby., Disputes concerning exemptions
are, for the most part, capable of being.resolved by ‘the
Admlnlstratlve Appeals Tribunal. The Bill is still before the
‘Australian Parliament and has recently been the subject of a-
report by a Senate Commlttee which criticises the scope of °

' certdin of the exemptions from the right of access.l5
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Finally, in 1979 the Government introduced a Human Rigﬁts
Commission Bill to establish a Human Rights Commission. The
Bill envisages, amongst other things, that the Commission will
report to the Federai Parliament on the observance by federal
laws of the standard contained in the International Covenant on
Civil and Political Rights. The Covenart is a schedule to the
Bill. Although Bustralia has signed the Covenant, it has not
yet ratified it. WNevertheless, there is a commitment by.
successive governments to ratify the covenant and ratification
is expected in 1980. The covenant includes in Article 17 the
fdllowing provisions : . |

17.1 No~one shall be subjected to arbitrary or unlawful

interference with his privacy, family, home or

correspondence, nor to unlawful attacks on his honour

and reputation. '

.2 Everyone has the right to the protection of the law

against such interference or attacks. '
The Human Rights Commission Bill envisages Ombudsman-like.
machinery for sanction by way of report to Pérliament. Such
reports will call attention to the provisions of the law that
are incompatible with the covenant, or inadequate to effect its

obligations.

Law ReformiReports. It is against this background of
piecemeal, scattered, inadequate legal protection that the
Australian Law Reform Commission addresses the task of
suggesting privacy legislation in Australia. Although limited
to the federal sphere, it is likely that developed proposals on
ﬁrivacy protection put forward by the Commission will also
significantly influence State privacy laws. The possibility of
this happening has been enhanced by close co~operation between
State and Pederal ingquiries. It has also-been encouraged by
the invelvement of Australia in the 0.E.C.D. exercise,
described below. As the Q.E.C.D. guidelines were developed, a
series of national seminars were conducted, in which

representatives of State privacy inguiries, business and
commercial interests, Federal Government Departments and
“academics took part. The result has been the focusing of
national attention in Australia upon the "basic rules” of
pPrivacy protection as these "basic rules" have been refined and
developed at.an international level. -
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So far, the Australian Law Reform Commission has produced
two reports, in partial discharge of the .reference on privacy
protection. The first, Unfair Publication : Defamation:-and
Privacyl6 proposed the development of certain new laws for -
the protection of privacy <in the context of the publication of
defined "private facts". The report proffered draft legislation
for a uniform or national defamation law in Australia. At a
time when information is published substantially nationally -
(whether by-electronic or printed means) the proliferation of

defamation- laws can result in ondue caution, as editors-seek to
comply with the lowest common denominator. Influenced by the
experience of the United States and developments:in €anada and
Europe, the Commission: proposed the development of a new legal
_concept- of "unfair publication". This actionable wrong was
defined to include: ) 7
Ha) - a publxcat1on of defamatory matter concernlng a. person;
(b) a publication of sensitive p;1vate.facts concerning-an
individual; or ' .
~ (e} an approprlatlon of the name, 1dent1ty, reputation.or
s likeness of a person.l7 : _
‘Defences were provided for, including consent, authority of
léw,. privilege and that the publication was relevant to a topie
of public interest. It is apt to mention that in Australian.
law there is ne provision equivalent to the First Amendment of
theé United States Constitution. ) -

The zeport on unfair publlcatxon is now before the Stand1ng
-COmmlttee of Federal and State Attorneys-General with a view to
the adoptlon of a uniform Act in Australia. The treatment of
prlvacy protection in publications was dealt with:as.a -separate
issue ‘in Australia because of the concurrent-inquiry :into
defamation law reform-and because one of the impediments -to
uniform. defamation laws was the. existence, in some-
jurisdictions. of Australia, of a reguirement that.tb-justify'a
publication, the defendant had to- show not.only that it was -
true, but-that it was published "for the public benefit™ or “in
the public interest". The existence of these defences -
constltuted a limited protection to privacy and their abolition
~ reguired any new defamation law to address this special facet-
of . legal protéction for privacy and to provide an effective
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substitute. The substitute proposed was a new statutory rort
embracing defined protection against the publication of private

information.

- The report of the Law Reform Commission on Privacy and the
Censusl8 is more germane to the present discussion. 1t
represents the first report on an aspect of information
privacy.. The subject .was dealt with separately and in advance
of. the general topic because of a request of the Federal
Attorney-General that specific attention be given to the
implications for individual privacy of the national Australian
Census, in view ©of a controversy on the subject which
accompanied the last census 'in 1976. The intention to conduct
the next Census in 1981 caused the Federal Treasurer to regquest
that the Commission.deal with the topic in advance of its
general report on privacy protection in the federal sphere.
‘Thé cénsus is the one universal, national and compulsory
collection of personal information which takes place in
Australia. Accordingly, the principles that should govern the
collection, storage and use of personal information for census
and’'statistical purposes posed a special but important species:
0f the problem of balancing the utility of information and the
protection of privacy. .

The report suggests the adoption of certain principles for
the protection of privacy interests. These include the
‘Principle that personal information should only be collected if
it is necessary for achieving the specific aims of the
collection,l9 that an individual should be properly informed
‘in relation. to the nature and purposes of the collection from
him of personal information,20 that highly sensitive personal
information shoﬁld not be sought, -particularly on a compulsory
basis;, unless there are compelling reasons for collecting
it; 21l that strict procedures should be adopted that avoid
unwarranted disclosure of personal information to third
pParties,22 that personal information whigh has been collected
for-a:puLPOSe‘shouid not normally be disclosed without consent
for other purposes23 and that as a general principle an '
individual should normally be allowed to have access to and to
challenge a record of personal information about himself.?24
The particular applications of the general rules need not
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datain us here. It is sufficient to mention the specific
reference made teo information privacy legislation developed'in
Europe and North America24’and to the principles identified
by international organlsat1ons such as the Council of Europe
and the 0.E.C.D.26

- The Australlan Law Reform Commission will, in 1980, publish
two digcussion papers dealing with the balance of its privacy
reference. The first will address certain problems of federal
regulation.of privacy invasive intrusions (entry by federal
officers, use of surveillance devices, telephone tapping etc).
The second will deal with information privacy generally as it
falls under “federal regulation. The discussion papers will
then, in accordanceé with the procedures of the Commission, be
the subject of an exhaustive series of public hearings and
. seminars as,well.as'direct private consultation with the hodies

_most 1mmg§iaﬁely affected. 1Tt is hoped that a report will be
produced, with draft legislation, by the end of 1980 or early
ih 1981..The discussion paper on the protection of privacy in
personal infbrmatiqn systems will draw specifically on the .
"basic rules" identified in the efforts, national and
internatiopéi, that have gone before : seeking to crystallize
the prindiples which legislation on data privacy should
observe. I now turn to an examination of the efforts to define
the "basic rules" and an illustration, from laws already '
passed, of the implementaﬁion of the "basic rules™ in naticnal
privacy legislation. '

THE SEARCH FOR THE "BASIC RULES"

United States. It is not typical of the development of
legislation in counfries of the common law tradition for there
to be clear articulation of principle before legislation is
proposed for enactment. Our highly specific and detailed mode
of drafting legislation, our traditions of judicial .
interpretation of legislation and the sheer pressure of

business of Congress and Parliaments, as-well as ‘the
inclinations and expertise of legislators, dampen the
enthusiasms of the conceptualist. ©Of course, lawmakers and
legislative draftsmen have certain. fundamental principles in
mind. But it is not typical for these to be flushed out and
defined and then included, in terms, in statutory provisions,
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The report of the United States Privacy Protection Study
Commission put it thus :
The requirements of an act, although not always
easy to interpret, derive from the words of
"legislation. Principles, on the other hand, are
sometimes less reaB;Ey apparent, The statement

of principles in a law's preamble, the law's
legislative history, and the conditions of
problems that led to its passage must all be read
.along with the langnage of its specific
provisions. -Although many issues in the 1960s and
early 1970s were loosely grouped under the
category of invasions of privacy, it is clear
that many of the perceived problems had very
little in common, ... The inguiry inteo these
matters by a number of congressional committees
did not share a common analytical framework, nor
were the distinctions ameong different types of
privacy invasions sharply drawn.2

The search for &an "analytical framework" for prlvacy
'protectlon laws in the United States recelved an impetus when,
in 1972, the Secretary of Health, Education and Welfare, Mr.
Richardson, appointed an advisory committee on automated
personal”data systems. The committee's terms of reference were
llmxted to the impact of computers on record-keeplng about
1nle16uals spec1flcally in the social securlty sphere., After
grappl:ng with the unsatisfactory problem of the definition of
privacy, the committee concluded that it was the ability of the
1nd1v1dua1 to have some control over the vse of records about
hlmself wh1ch ‘constituted the most 31gn1f1cant relevant aspect
of the way organisations kept personal information. Five
' principles were propounded as a "code of fair information
practices” designéd to guide the striking of a fair balance
between the legitimate requirements of the information
gatherer. on the one hand, and the prerogatlves cf the
individual, on the other. In tracing the development of the
"basic rules® of information prlvacy, 1t is helpful to record
these f1ve pr1nc1p1es :

{1) There must be no personal data record keeping systems

' : 'whose very existence is secret,
{2) There must be a way for an indi¥idual to find outlwhat
‘information about him i= in a record and how it is
used,
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{3} There must be a way for an individual to prevent
' information about him obtained for one purppse from

being used or made available for other purposes
without his consent.

{4) There must be a way for an individual to correct or

. amend a record of identifiable information about him.

(5) Any organiéation creating, maintaining, using or
disseminating records of identifiable personal data
must assure the reliability of the data for thelv
intended qée and-must take reasonable'precautions to

prevent misuse of the data.28

o ZThese five principles of fair information practlces plainly
‘“lnfluenced the form of the United States Privacy act of 1974.
'However, in developing that Act, the Congress, gulded by its
own 1nqu1rles, developed the five pr1nc1p1es further. Accordlng
to the Privacy Protectlon Study Committee, eight prlnc1ples can
-be dlscerned in the 1974 Act. Because of the 1mportance whlch
the Commission's presentation of these eight pr;nc1ples has ‘had
in the development of international guzdellnes. it is useful to
set them out in full ; _ '

(1) There shall be no personal-data record—keeping'sy§tem
whose véry existence is secret and there shall bg a
policy of bpenness about an organization's
personal-data record-keeping policies, practices and
systems. . (The Openness Principle).

(2) An individual about whom information is maintained by,

a record-keeping organization in individually
identifiable form shall have a right to see aﬂd'copy
that information, (The Ind1v1dua1 Access PrlnC1ple).
{3) An individual about whom information is malntalned by
a record-keeping organization shall have a right to
correct or amend the substance of that 1nformat1on.
{The Individual Participatien PrlnC1ple)
(4) There shall be limits on the types of information an
’ organlzatlon may collect about an lndlv1dual, as well
'as_certazn requirements with respect»to the manner in
which it collects such information. (The Collection
Limitation Principle). ' '
(5) There shall be limits on the internal uses of
‘ information abont an individual within a
record-keeping organization. (The. Use Limitation
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. (6) There shall be limits on the external disclosures of
information about an individual a record-keeping
orgénization may make. (The Disclosure Limitation
Principle).

(7) & reccrd—keeping-organization shall bear an
affirmative responsibility for establishing reasonable
and proper information managemént pelicies and
practices which assure that its collection,
maintenance, use;, and dissemination of information
about an individual is necessary and lawful and the
information itself is current and accurate. ({The
Information Management Principle).

(8)' A récord—keeping orgaﬁization shall be accountable for
its personal-data record-keeping policies, practices,

. and systems. (The Accountability Principle).Z29
130 fér as principles were éoncerned, the Privacy Protection
Study Comm1551on urged that any clarification of the Privacy
Act Should 1ncorporate "reasonableness™ tests to allow
flex1b111ty and to glve record-keeping agencies incentives to
attend to implementation and to take account of differences
between manual and automated record-keeping.30 No
'fqndamen;ally different or new basic principles were proposed,
although many and varied suggestions were made concerning
amendments to the Privacy Act and supplementéry legislation.

~ Council of Eurcope. Three data protection laws were in
operatiqn in Furope when the United States Privacy Act of 1974
Came intd force. These were the national legislation of Sweden
and two State laws of the German Lander, namely Hesse and
.Rhlneland-Ralatlnate. The Hessian Act31 was a "pioneer
venfﬁref32 in that it was the flrst‘separate law laying down
rules of general applicaﬁion for data protection,. not
specifically contained in legislation egtablishing a data
cehtre. It was limited to computerised data in the public
sectoé. It contained rules for conduct of computer personnel
and_ the ﬁights of individuals about whom _information was
stored. 'ProtectiVe machinery, inciuding a Data .Protecticn
Commlssloner, was establlshed. The model was later followed in

other Lander. ]

7
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The Swedish Data Act was the first national law. It
established a comprehensive set of rules concerning data
processing by private as well as public users. A Data

. Inspection Board was established and other remedies and

' sanctions were instituted. The Swedish legislation set the
stage for many subsequent Européan laws. Variants have alreacy
been enacted in Denmark, France, Norway and Luxembourg. 1In
Germany and Austria an alternative model has been developed
which does not require.the registration of data banks but
establishes a data protection authority to monitor a system
which- depends, significantly, on self-regulation. . In Canada in
.1977, a Privacy Commissioner. was established as. a member of the

~.national Human Rights Commission., Canadian citizens and
permanent residents. have. been given certain rights with respect
to the handling of:personal- information held by the-Federal
Government. The Canadian model has -been followed,-in.park,win
New Zealand. The national “Human Rights Commission-of that
-country has been given the obligation to develop proposals on
privacy protection. 1In addition,:1egislatioﬁ;estab115hihg‘a

. national computerised governﬁent information-system for. the
" .Departments of Police and Justice and the Ministry of Transport
includes detailed measures for protection. of privacy. . A
Prlvacy commissioner is created and rights of indirect access
and .correction are assured, specific to the Computer Centre at

~Wanganu1.33

* The: contemporanecus development of data protection 'laws at
amational and provincial level in Europe,; and -the planned
enactment of laws in other Eﬁzopean-countries. initjated a -

- number of projects designed to secure harmonisation and
compatability among those laws. The nature of information
*téchnology -and the geographical proximity.of the nations of

Europe, as well as shared cultural, pblitical,-
"telecommunications‘ an@.trade interests, .made the effort ‘to
secdre'harmbny in legislation natural and indeed inevitablea

-

-AS early as January 1968 the Consultative Assembly of the
Counc11 of Europe adopted a recommendation seeklng a study of
athe,effectlveness of the protection offeréd by the European .
© Human Rights Convention against violations by modern. scientific
aandatechnical devices of the_right of individual privacy. -
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Following a number of reports, a Committee of Experts was
established in 1971 specifically to address the protection of
privacy in respect of the use of computers. As a result of the
reports of that committee, two seminal resolutions were adopted
-by the Committee of Ministers of the Council of Europe. The
first, adopted in September 1973, annexed certain principles
applying to pérsonal information stored in electronic data
banks in the private sector. The second, édopted in September
1974, annexed like principles in relation to the public
sector.34 As Dr. Hondius has explained, although for
operatioﬁal reasons two Sepafate resclutions were adopted, the
" guiding idea was that fundamentally the same rules should apply
in both spheres, 1In 1974 it was considered that the time was
not yet ripe for a European Convention because electronic data
processing (the subject matter of the resolutions) was still in
an initial phase, - The enactment of legislation in the late
19708s in a number of European countries and the developing
sense of urgency to resolve the interjurisdictional problems
raised thereby led to the formation of a new commitiee of
. experts oh data protection with the specific tasks assigned to
prepare for consideration a draft Convention for. the protection
of individuals with regard to automated data files. That
committee has substantially concluded its work on the
preparation of a draft Convention. 1Initially the proposed
Convention was intended to cover the member countries of the
Council of Europe only. However, when in July 1977 the
Committee of Experts received a formal mandate to prepare a
draft internationdl Convention, the scope ‘was broadened to
contemplate possible adherence by other non European
countries., '

Chapter II of the draft Convention is that which contains
what are described as the "basic principles for data
'protection". The influence of the resolutions of 1973 and 1974
can clearly be seen in the language used. Article 4 imposes a
duty on cbntracting parties to take the_necessary measures in
: domestic legislation to give effect to the basic principles.
Arti¢le 5 sets out requirements concerning the quality of
personal data which is to be automatically processed. Article 6
- contains special provisions in relation to ecertain defined
categories of sensitive data. Article 7 reguires appropriate
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measures to be taken for data security. Article 8 contains
additional safeguards for the data subject, enabling the
individual to secure data protection for himself. BArticle 9
. provides limitations on the exceptions and restriction of the
exercise of the rights previously mentioned. Article 10
imposes on countries the obligation to establish_appiopriaté
sanctions and remedies for violations of domestic data
protection law and Article 11 saves domestic ‘legislation
conferring a wider measure of protection on data,subjectg.'

~Although a draft Convention in final form was adopted by
‘the Committee of Experts at its fourth meeting in Strasbourg in
May 1979, at the .end: of the 1979 negotiations were cont1nu1ng
concernlng certain provisions of the proposed Conventlon. These
would not, however, appear to affect.the "basic p:incxples“
which are less a matter of controversy than other provisions.

- Buropean Communities. .whe European interest in data
regulation has been paralleled in the institutions. of the
European Communities. In November 1973 the E.E.C.-Commiésion
delivered a report to the Counci1 for a Community Policgy on
Data Processing.35 The focus of this communication ﬁas more
-upon the need to develop European industry than .to protect
individual liberties, including privacy. Wevexrtheless, the
-report concluded that the creation of data banks joined _
increasingly by international links would .oblige thefcdmmunity
to establish common measures for the protection of its -

¢citizens.

Early in 1975, following a report of the Legal Affairs
Commlttee, the European Parliament adopted a resolutzon in
*whlch-lt,expressed its conviction that a Directive on
.individual freedom and data processing should be prepared .
urgentlyimposing oh-Community_members the obligation to provide
maximum protection to citizens against abuses or failures of
'ddta processing procedures and at the sgme time to avoid the
3§evelopment of cbnfiicfing national legislation, 1In 1976 the
European Parliament adopted a resolution which instructed the
.clegal Affairs Committee to draw up a further reportrqh the .
subject. Mr. Bayerl was appointed rapporteur. The
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sub-committee was formally constituted. in 1977 and public
hearings of experts were held in 1978 and 1979. A report
éoﬁtaining a motion for a resolution was presented in May 1979
and adopted in the dying hours of the last European Parliament
based by the Bayerl report36. The resolutjon contains a
recommendatlon from the European Parliament to the E.E.C.
Commission and Council concerning the "principles™ which should
form the basis of commenity norms on the protection of the
rights of the individuval "in the face of developing technical
pfogress in the field of data processing.37 The
Recommendations are divided into thiee parts, Part I contains,
amongst other things, what have been called the "basic rules",
-However, the first recommendatlon is that computerised or
manual personal data banks should be subject to prior
reg1strat10n or authorisation by a data protection body. Part
IT deals with thé'rights of individuals to assert and uphold
the basic rules. Part ITII envisages the appointﬁent of an
lndependent Community body as the "data control body of the

European COmmunity .

No action has éo far been taken.on the resolution of the
‘European Parliament. The formal position is that the Commission
‘of the European Communities is awaiting the completion of the
draft Convention of the Council of Europe. The Commission has
been repfesented as an observer in the work of the Council of
Europe Committee of Experts.

0.E.C.D. It is in the Organisation for Economic
Co-operation and Development that the United States, Australia
and other non Eurcpean countries are afforded the opportunity
of influencing most directly'ghe international specification of
the "basic rules" for privacy protection legislation. The
0.E.C.D. comprises 19 countries of Europe, the United States,
-éanada, Japan, Australia and New Zealand. Yugoslavia has a
special associated status. Concern about the social
implications of computer development wag expressed in the
0.BE.C.D. as early as 1969. Specific concern about the policy'
issues for trans border data flows following the introduction
of privacy protection legislation has been evident since 1970.
.In 1971 a consultant's report was secured on "Digital
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‘Information and the Privacy Problem". 38 1n June 1974 the

0 E.C.D. organised a seminar on "Policy Issues in Data
protectlon and Privacy". 39 Among the issues considered were
‘the problems that might arise as a tesult of the enforcement of
.‘domestxc privacy laws in trans border data flows. Between 1974
'and 1977 the pata Bank Panel analysed and studied a number of
aspects of the privacy issues which sought to identify, within
“‘the context of the Organisation, basic rules on data protettion
Tand ‘data security. The Data Bank Panel organised a symposium in

rh”Vlenna in 1977. Following this symposium, it was decided to

termlnate "the activities of the Panel and to create a new
llntergovernmental Expert Group on Trans Border Data Barriers
and the Protection of Privacy. This Group was formally
establxshed in February 1978 by the Committee for Scientific
ahd” Technological Policy. The terms of reference of the Expert
Group required it to : o
{iy develop quidelines on basic rules governing the trans
- border flow and protectibn'of personal data-and
privacy, in order to facilitate a harmonisation of
national legislation, without this precluding at a
later date the establishment of an International
Convention; . .
{ii} 1nvestlgate the legal and economic problems relat:ng
~ to the Erans border flow of non-perscnal data, in
order to provide a basis for the. development of
' guidelines in this area which should take.into account
. the principle of free flow of information.
The Expert Group was instructed to carry out its activities in
 ?tiose.co-operation and-ebnsulﬁatiqn"~with the Council of
Europe and the Buropean Community and to complete its work on
item (i) by 1 July 1979. I was elected Chairman of the Group
‘at ‘its first meeting in April 1978. Although some work has
been done on item (ii}, the fast proliferating,iegislation,~the
currency of national ingquiries on future legislation and the
deadline imposed by the mandate all dictated that priority of
attention should be given to de&eloping‘the guidelines on the
"hasic rules".
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The Expert Group met on six occasions and the results of
its labours were presented by me to the Committee for
Scientific and Technological Policy of the 0.E.C.D. on 21
November 1979, 1In accordance with itsuinstructions, the Expert

‘Group .at its fourth meeting in May 1979'agreed to the draft
-Guidelines, within the time specified. These were transmitted
forfapproval and work continged on an Bxplanatory Memorandum to
-accompany and clarify the Guidelines. At a fifth meeting of the
Expert Group in September 1979 the Explanatory Memorandum was
also completed. However, when these documents were circulated
certain suggested amendments and reservations were proposed.
It was in the hope of removing these that a sixth meeting was
éalled in November 1979 to coincide with thg‘meeting of the
Committee- for Scientific and Technological_?olicy. In the
result, most of the outstanding amendments and reservations
 were satisfactorily dealt with by the experts but five remaihed
- putstanding. Only one of these affects the "baéip.rules“ on
privacy protection. Most, if not all, represent questions for
resolution at a political, not an expert, level.

At the time of writing (January 1980) the Guidelines have
not been adopted by the 0.E.C.D. Council. In accordance with
the rules of the Organigation, they are therefore restricted in
their circulation. Most of the controversies centre around
provisions relating to the international flow of data. The
concerns of this paper, the "hard core” of p:iﬁacy protection
rules in domestic legislation, enjoyed a substantial measure of
consensus. Although the O.E.C.P. Guidelines reflect the
influence of the language and presentation of the United States
Privacy Study Protection Commission rather than the Council of
Europe resolutions, the common themes are obﬁious. The points
of difference from the Council of Europe draft Convention are
less important than the points of éimilarity.

The O.E;C.D. Guidelines, as proposed to the Council, are in
the form of an annexure to recommendations to be adopted by the
Council addressed to member countries. These urge ﬁember_
countries to take the principles contained in the Guidelines
into account in domestic 1egisiation, to remove or avoid the
creation of unjustified obstacles to trans border flows of -
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personal data, to co~-cperate in lmplementlng the guidelines and
to agree ags soon as possible on a speclflc mechanism of
consultatlon and co-operation.

The proposed Guldellnes contain, after certa1n deE1n1tlons
and prOV151ons as to their scope, exceptlons from thelr
operation and specxalrrules applicable’ to federal qountries
‘with limited constitutional povers} Part Two which deals with
the "basic principles" of national application, Part’ Three
. deals with certain basic principles of international’
appllcatxon : free flow and legltlmate restrictions. Part Four
deals with natlonal 1mp1ementatlon. Part Five contains’
pEOVLSxons concern1ng international co—cperatlon. It is Part
Two” whxch is the subject matter of this examlnatlon.

Part Two contains eight paragraphs titled respeotively {7
-COllection Limitation Pr1nc1p1e, {8) pata Quallty ‘Principle;

(9) Purpose Specification Principle; (10} Use Limitation
Principle; (ll) Security Safeguards Principle; (12) Openhess
Principle; (13) Individual Participation Principle and (14)
Accountabxlxty Pr1nc1ple. Even in the language of the titles
chosen, the 1ntellectual debt of the Expert Group to thé United
States cOmm1531on can be clearly seen. 'The origin of thls
influence may be explained by the fact that, when an impasse
was reached in the deliberations of the Expért Group bétween
the European members {who favoured language very similar to the
Conventlon 1anguage of the Counc11 of Europe) and the’ Unlted
States, ‘the Unlted States representatzves were set the task of
for adoptlon in an 0.E.C.D. context. IneV1tably, ‘the Unlted
States representatives 1ooked to the most recent endeavour ‘in
thEII ‘own country to prov;de a "conceptual framework" for
;1eglslatlon on the protection of privacy in 1nformatron
Lsystems. This was the report "Personal Pr1v__y in an
_'Informatron SOc1ety . Having proposed for adoptlon the eight
prlnC1ples 1dent1fied by that Commlss1ou, the onus ‘then sh1fted
to the Europeans to propose mod1f1cations and varlatlons to
_brlng the United States principles into 1ine with their own
'not;ons of the "hard core”. A number of lmportant
modifications of the United States principles were agreed to,
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But in the result, it emerged that, at least in this Part of
the Guidelines, the differences between the United States
concepts, as stated in the report, and the European concepts,
as already contained in the Council of Europe draft, were not
as significant as had been thought, More significant
differences existed in relation to other Parts of the
Guidelines, notably the basic principles of international
application, These.differences were not confined to a debate
betwéen'the United States and Europeanrcountries; but that
issue i8 not under consideration here.

A superficial examination of this subject might raise
questions as to the legitimate interests of the 0.E.C.D. to
identify the "basic principles®. Such "principles® might
typically be catalogued as relating to *human rights", not
normally the subject mattef of the concerns of the
Organisation, Without debating the limits of the activities of
the O.E.C.D. under its Convention, two specific concerns lay
behind.the establishment of the Expert Group and were kept in
mind by it during its work. Each was of particular relevance
tthhe_purposes of the 0.E.C.D. The first was the rapid
development of privacy piotection legislation which could
acecidently and unintentionally impede free flows ofrdata'
between member c¢ountries. The second was the fear of "data
protectionism" al;eéay,mentioned.

What was proposed by the 0.E.C.D. Expert Groub was not a
convention. Some purists, and some Eurcpean representatives,
concerned to find a legally enforceable solution to the
competing obligations. of inconsistent data protection laws,
ﬁrged‘that-until a convehtion was entered into, Guidelines
would be of little value. However, four advantages of the
0.E.C.D. Guidelines can be mentioned :

{a) First, the 0.E.C.D membership is itself more

' geographically scattered and includes countries which
have a great significance for automated processing and
trans border flows of data, especially the United
States and Japan.
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{(b) Secondly, the mandate of the 0,E.C.D. Group was not
limited to consideration of automated data, as has
baen the case in other international projects,
including those of the Counncil of Europe and the
European Communities, - In terms it extended to non

. automated data. )

(¢} Thirdly, the mandate of the 0.E.C.D. Group was not
limited to flows of perscnal data but included in item
(ii) a consideration of the implications of
non-personal data flows. '

(d) Fourthly, as to the form of the 1nte:natzonal
instrument propesed, -some countries took the view that
a-persuasive but non-binding recommendation.was most

_appropriate for those countries whibb_havegnot yet
adopted or, are still considering domestic data
protection laws. In such countries, a-convention.
might be premature but Guidelines might positively
influence the direction of domestic law-making. 1In
itself, this could be -a contribution to the !
harmonisation of laws in an area wherextheg

~universality and pervasiveness of the technology
involved suggest the need for harmonis;tibn:or_at .
least the compatibility of laws. The possible need at
a later stage ko develop binaing”international
conventions on- data protection: in the-context of trans
border data flows was generally acknowledged but
conszdered dlstlnctly premature by some.

*‘Other International Organisations. The three 1nternatlonal
_organisations now mentioned do not exhaust the efforts. at an
international level to develop principles on data;proteqtlon
and ‘security., It is beyond-the scope of this contribution to
detail the work of the Nordic Council or the various
ndﬁagovernmental organisations-such as the International

Federation for Information Processing ($.F.I.P.} and the
Intergovernmental Council of Automated Data Processing
(ric.a.}.%0 wWithin the United Nations, the General Assembly
'adopted in December 1968 a resolution inviting the-
Séctetary-General to undertake a study of human rights problems
in’'connection with the developments of science and technology
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generally. A preliminary report was submitted in 1970 to the
Commission on Human Rights. Although the issue has been before
the General Assembly on a number of occasions during the 1970s
{and there has been certain relevant work within U.N.E.S.C.0.},
"the work within the United Nations has basically been addressed
at the problems of developing countries. There is less concern
'in dewveloping and sccialist States about the perceived perils
of invasion of privacy.al Their major concerns have been to
secure the benefits of computerisation and technological
development. WNevertheless, the relevant provisions of the
International Covenant on Civil and Political Rights have
already been menticned. The international, universal nature of
telecommunications—-1inked data banks will probably impose an
obligation:to develop international 1awrappiicable beyond the
membership of the Council of Europe, theé European Communities
and: the 0.E.C.D. ‘

i now. turn .to an identification of ten recufring-suggested
"principles .of privacy protection, These do not coincide
precisely with the catalogue proposed within the O.E.C.D., the
Council . of Furope or the European Communities, Nevertheless,
as will be seen, they closely approximate both the general
principles put forward by these organisations as the "“hard
‘core¥ ‘for adoption in privacy legislation and specific measures
enacted- in legislation of those countries which have already

passed data privacy laws.

The ten suggested "basic principles"” of information privacy
are, in brief : : :

(1) The_Social Justification Principle

(2) The Collection Limitation Principle

{3) ° The Information Quality Principle

{4} - The Purpose Specification Principle

{5) The Diéclosure Limitation Principle

{6) The SQCufity Safeguards Principle

(7) The Policy of Qpenness Principle

{8) The Time Limitation Principle

(9) The Accountability Principle

(10) The Individual Participation Principle.
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TEN PRINCIPLES OF DATA PRIVACY PROTECTION

The Social Justification Principle. The first principlé
proposed is a controversial one, not found 1n all 1nternat10na1
statements and not.included in all national 1aws.

The collection of personal data should be for a
general purpose -and specliic uses which -are
-socially -acceptable. B

The O.B:C.D. Guidelines do not contain reference -to this
principle. The preamble to the Council of Europe:draft
Convention refers to the common respect of member;countries-in
vthe Rule of Law as well as human rights and fundamental_‘
fFreedoms". Article 5(b) requires that personal data to be
automatically processed shall be stored for specified "and
legitimate™ purposes and not used in any way -incompatible. with
-those purposes. In'Australia, the N.S.W. -Privacy Committee's
Guidelines for the Operation .of Personal Data Systems. proposed
a first division in relation to the operation: of a personal
data system, namely "the justlflcatlon for the system". The
first and second proposed rules refer to the social
=acceptab111ty of the system’ s purposes and uses and the
relevance and social acceptability of the data for specific
decisions. The N.S.W. Committee proposed that as a general

principle

" -7 a personal data system should exisgt only 1€ it .
. has a general purpose and specific uses whlch are

. 'socially acceptable.42
By "general purpose® the Committee explained that it meant- the
‘most‘abstract system of objectives. By "specific uses" was
meant EheRoPErational objectives. It was pointed out that
"soc1a1 acceptability” was not synonymous with “1ega11ty o
Some "unacceptable" forms of behaviour, 1ncludlng i{nformation
collectlon and use, ‘may be perfectly lawful but not socially
condoned. The Committee admitted that the question of what
conetifuted "social acceptability” was not a simple matter. No
attempt was made to define what purposes and uses were or were
not acceptable. The 901nt belng made was this. Privacy
Proteqt;on is>not simply a matter of 1nformat10n efficiency.
/IE’nesféE'its heart a matter of morality, concerned with
individual liberties (as the French legislation, in terms,
describes it) and "fairness® to the individual data subject.
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It is for that reaséh thétwpfdposals-have been made for the
oﬁeration of a test of legitimacy and acceptability for the
.system and’ the uses of data within the system. 1In & sense,
this threshold quest1on asks in a general way what is later
addrgsseq by more spec1ch prlncxples in particular
chronological stages. It is a questlon which is asked and
answered in a number of the domestic laws of European
countries. Certain particular kinds of personal information
are identified as especially "sensitive". In such cases, .
Strict limitations and even prohibitions are wlaced upon the
"processing” of that particular kind of personal information.

The debate about whether particular classes of information
shbuld be identified as speciall& deéefviﬁg of data protection
.exercised the O.E.CID. Expert.Grodpl ‘In the end, despite
a:gumehts to the contrary by certain European countries, the
-consensus was that it would be impossible to reach an agreement
among the differing ciiltural values represented, coﬁcerhing
those kinds of data that could be universally descrlbed as

speclally sensitive®. Furthermore, Some pa:tlclpants took the
v1ew that it was the ugse and. context rather than the nature of
data that gave rise to perils against which privacy legislation
should guard the individual. The Council of Europe.draft
Convention does identify a class of "sensitive data®. Article &
provides that pérsonal data revealing religious or political
opinions or racial origins or relating to criminal convictions
may neot be stored or disseminated unless domestic law prOV1des
-approprlate safeguards. The European Parliament resolution,
without defining the content, urges that the acquisition of
"aspecially sensitive data"™ shall be subject to consent of the
person concerned or to special legal authorisation.43

In a number of national laws particular data collections
are singled out and identified as speciaily sensitive and
therefore socially unacceptable, at least without specific
safeguards and protections for the individuals concerned.
Section 1 of the French law provides that data processing is to
be at the service of every citizen, is to develop in the
context of international co-operation and is to infringe
neither human identity nor the rights of man nor privacy nor
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individual or public liberties. Against this background, the
French law proceeds to deal specifically and in terms with
_gertain personal details considered particularly'éénsitiée.
Typical. is the provision of s.31 which provides that without a
'pa;;y'sﬁgxpréss consent, the recording or storage in a computer
memory of personal data which directly or indirectly reflecté
racial origins or political, éhilosophical and religious
opinions or Union membership is prohibited.44

VThe_provisions in the French law are reflected in the laws
of other European countries, The Swedish Data Act .commences
wiﬁh_é'érovisign in s.2 that a collection of.personal.
in%ormapion,may:not be started or kept without permission of
the.Data Inspection Board. .By s.3 the Board may grant its
.?e:miss;on if there.is no reason to suspect that undue i
encroachments on the privacy of individuals may arise. .Section
4, however, makes special provisions. in respect of "sensitive"
pé;sqnal,data. These include lists of criminal convictions or
sentences, details of coercive action under the Child Welfare.
'Act,'the Temperance Act or mental health laws, details of
personal 1llness, the receipt of social ass1stance, treatment
of - alcohollsm and so on. Permission to start and keep a
redgister containing personal information about the person's
poiitical or religious‘views méy be .granted only where there
are "SPECLal reasons". Similar provisions are. found in the
Danish and MNorwegian 1eglslat10n.45

Jﬁotléﬁfpfisingly, the Council of Europe Draft Conﬁenticn
reflects thls specific concern in Artzcle 6. Although the,
0. Emc D.. Gu1de11nes do not adopt the attempt to define
specxally sen51t1ve data they do, in deallng with the scope of
thelr operatlon, make reference to the competing V1ews as to
wh tiltrl +that makes personal data specially dangerous.
According. to paragraph 2, the Guidelines apply to personal data
Whlgh!;pggpuse.ofuthe manner in-which they are processed. [the
automated v, manual issue] or because of their nature o
L§§geg;§1;y;sgnsitive facts issue] or the context in which they
§§¢:PS§ng§Pe official United States view] pose.a danger to
ivacy and individual liberties. :
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The AuStfalian Law Reform Commission, in its report on
Unfair Publication reflected, in that special context, the
majority Buropean view. An attempt was there made to identify,
for the purposes of controlling publication, certain aspects of
personal life which were considered to be in need of special
protection. The aspects identified are much narrower than the’
concerned listed in the Council of Europe draft Convention or
the European legislation just quoted. There is ne mention for
example of religious or political opinicons or racial origins.
Ifistead, the information defined as "specially sensitive”
reiates'prinéipally to a person's family, home and sexual life
and personal associations. The common feature is the assertion
that some information about a person, even if of ‘general
intefest or relevance; ought not to be collected, -used or
disseminated.because it i5 not socially acceptable to do so. At

“the ‘Heart of this assertion is a conviction of the danger to.
indi?idual freedoms ‘in the use of 'such information, even when

congideration is givern to the value of the information. The
N.S.W. Guidelines put the point thus : :

In some circumstances, even though the
information is relevant, its use in certain
decision-making situations may be prohibited by
law or ‘be 50 ‘socially unacceptable. This is the
intent of racial and sex anti-discrimination
provisions and some criminal rehabilitation
proposals, "Community standards alsc largely
preclude guestions on religious and political
affiliations. The reason for such prohibition is
the sensitivity of the data, by which 1s meant
the importance which a given person places upon
, ‘the non-disclosure of a given item of information.46
This 'is a controversial issue and one upon which the 0.E.C.D.

Group with its wider membership reflecting differenmt cultural
values could not reach unanimous agreement. Symbolic of this
is the fact that although the proposed Austraiian legislation
on publication privacy identified certain information as
specially sénsitiﬁe, the field so identified is different from
that ‘identified as prima facie sensitive and illegitimate in
the Council of Europe Committee. The Australian specification
reflects an Anglophone concern about family, friends, bodily
health and sexual morality. The European list, with memories
of the War still fresh, reflects other phenomena which, even in
quite recent European history, were literally matters of life
and death for the data subject.
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The Collection Limitation Principle. Less controversial is
the proposal that, as a "basic rule" of privacy protection

there should be limits on the éollsction of personal data :

The collection of personal data should be
restricted to the minimim necessary and such data
should not be cobtained by unlawful or unfair
means but should Be collected either with the
knowlege or consent of the data subject or with
" the authority of law.

Both the O. E.C.D. and. Council of Europe texts address this
principle. Paragraph 7 of .the 0.E.C.D. Guidelines-provides that'
‘there should be limits to the collection of personal dsta and
any such data should be obtained by lawful and fair ﬁesnslana;
" where appropriate, with the knowledge and consent of the data
subject, The Council of Europe text is limited to automatlcally
processed data. But the pr1nc1ple is much the same. _ Artlcle
5(a) regquires that personal data to be automa;ically procgsssq
shall be (a) obtained and processed fairly and lawfully and (c)
adequate relevant and not excessive in relation to the purposes

for which-they are maintained.

In the Austréliah_Law Reform Commission'’s report on ﬁrivacz
" and the Census47_the Commission endorses the adoption of the
general principle that an ihdividual should not be required to
provide personalrinformation which is not relevant to and
nééessafy for the purposes of the collection. The Guidelines of
tﬁE_N.S.W.-Privacf Committee suggest that in general the
“minimum data necessary to achieve the purpose is all that
should be collected. Speculative collections of personal'data'
{on the grounds that they Jjust might be needed later and would
be more economlcally collected now) should be av01ded.48

Apart from dealing w1th the quantzty of znformatlon, the ]
second principle also deals with the person.from whom perscnal
data should be collected. A reflection of the suggested
pPrinciple that the consent of the data subject shouldlnormally
be obtained is found in most drafts. The European Parliament
resolution draws a distinction between parscnal data and
specially sensitive data. The former should be obtained by
lawful means. The latter should be acquired only with the
subject's consent or special legal authorisation.4? .
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The principles of "cellection limitation" are reflected in
numerous provisions of domestic data protection law. In the
United States Privacy Act, forlexamplé, Federal agency
maintenance of a system of records is limited to those records
only. with such information about an individual "as is relevant
and neéesgary to accomplish a purpose of the agency required to
be accoméiished by statute dr by executive order of the
President".50. It is also prOVLded that such agencies should
collect information ko the greatest extent practicable dlrectly
from the subject. ThlS 1ast requirement is limited to cases
where "the information may result in adverse determinations
about an 1nd1vldua1's rzghts, beneflts and per1leges under
federal programs™.31 Such provzslons are in line w1th the
statement of purposes ccntalned in the Act. To protect the
1nd1V1dua1, except as prov1ded by law, he is hlmself to
determine what records perta;n;ng to him are collected,

' maintained, used or disseminated by federal agencies.52

A similar approach is taken in the Canadian federal
statute. There is a specific declaration against unnecessary
¢ollection of information for storage and an obligation to
review proposals for the creation of new personal information
banks.53 Section 2 of the Canadian Act permits the making of
regulations prescribing any special procedures to be followed
by a government institution in obtainingkpersoﬁal information
for inclusion in a federal information bank.'

A number of the European laws forbid and punish the
dishonest, fraudulent or 111ega1 acquisition of data.54 Most '
make specific provision in relation to collections of
particular kinds of "sensitive" data. Several make it plain
that special authorisation of law may be appropriate as an
alternative to individual congent in some cases for the
collection of persbnal data.55
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‘The Information Quality Principle. The third "basic rule™

ig also a comon recurring theme.
Personal data should, for the purposes for which
they are to be used, be accurate, complete and
kept up to date.

The Q.E.C.D. definition of this'principle is almost
‘identical. Paragraph 8 of the 0.E.C.D. Guidelines requires
_tﬁét personal data should be relevant to the purposes for vwhich
they are to be used and, to the extent necessary for those
‘purposes, should be accurate, complete and kept up to date.

The Council of Burope draft Convention, although limited to
automatically processed personal data, is very sfmilar. It
-requires that such data should be adeguate, relevant and not
excegsive in relation to the purposes of the data file and
' "accurate and, where necessary, kept up to date".36 It is to
be noted that there is no obligation of automatic updating in
any of these texts. The proposed principle and the.OlEfc.D{
Gﬁibelines take as their touchstone the necessity arising from
the purposes for which personal data are to be used. The
Council of Europe text, without defining that necessity, limits
the obligation to maintain up-to-dateness to "where necessary”.

The resolution of the European Parliament is in more

peremptory terms :

Personal data to be processed

- may be recorded and transmitted only for the
designated purposes and in confirmity with. the
declaration made by, or the aunthorisation
granted to, -the data controller : the data
protection body must be empowered to permit
exceptions;

- shall be accurate and necessary for the purpose
for which the data bank has been
established.B

In the Australian p:oposals so far developed, reference is made
to the requirements of data quality of accuracy, timeliness and
ﬁcdmpleteness.53 Furthermore, specific provisions in a number
0f national laws 111ustrate the way in which the requxrements
of information quallty are addressed. Imr the United States
E:}vacy Act one of the purposes of the Act, is declared_td_be
the provision of safeguards for inﬂividﬁals‘against invasion of
peksqnal privacy by requiring federal agencies to eﬁsung ;hat
inﬁofmation is "current and accurate for its intended usgﬁ.
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Specific prévisions are then included in the Act in terms which
are mandatory and addressed to federal agencies. For ezample
agencieéraré required to maintain all records which are used by
thé agency in making any determination about an individual
“with.such accuracy, relevance, timeliness and completeness as
is reasonably necessary to ensure fairness to the individual in
the determination®.59 Section 36 of the French law asserts
that the data subject may reguire the correction, alteration,
clarification, updating or erasure of data concerning him which
is :

inaccurate, incomplete, ambiguous, ocutdated or of

which the acguisition, use,. disclosure or storage
is prohibited. &0

Similér provisions are to be found in other national laws. For
example, s.8 of the Swedish bata Act provides that.if there is
reason to suspect that personal information in a personal
register is incorrect, the responsible keeper is obliged
without délay to take the necessary steps to ascertain the
correct facts and, if necessary, to correct the record or
exclude information from it.- Section 4 of the German Actbl
provides that subject to the Act every person is entitled to
the erasure from storage of data concerning him where the
original storage was inadmissable or where the criginal
requirements of storage no longer apply.62

The Purpose Specification Principle. The fourth principle
relates to the individual's control over the use made of

personal data about himself :

The purposes for which personal data are
collected snhould be speciiied to thne data subiject
-not later than at the time of data collection and
the subsequent use limited to the Tulfilment ol
THoSe putposes Or Such OLhers as aTe NOE
incompatible witn those purposes and as are
specified on each occasion of change of purpose.

This pr1nc1ple has been taken from paragraph 9 of the 0.E.C.D.
Guidelines. In the Council of Europe draft Convention the same
idea is expressed in the regquirement that personal data to be
automatically processed shall be "stored  for specified and
legitimate purposes and not used in a way incompatible with
thosg purposes®.63 Although the two statements are similar,
there is a signficant difference. The Council of Europe
statement forbids in broad ianguage subsequent use of the data
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‘in a way that is incompatible with the original specified use
onithe basis of which it was collected. The 0.E.C.D.
3Guidg;iges are more specific. They would require limitation to
fthg;fﬁlfilment of the original specified purpose or such others
Lare _lopenly] specified from time to time by the information
eper. No mention is made of the legitimacy of the purposes,
an= .omission which has already been commented upon. The
Euzopean Parliament resolution limits transmission to
de51gnated and declared purposes or if authorised by the data
protectlon body. Specifically, the resolution provides that the
amalgamatlon in whatever form of separate data banks "shall )
require the consent of the data protection body". 64

In the Australian Law Reform Commission's report on privacy
protection in the census, the "purpose gpecification principle"
wag:adopted in terms. . An individual should be informed of the
purposés:for which personal information is being collected from
him: - He should be told of the uses to which the information
may'be put and the consequences, if any, attached to a refusal
to.supply it.%5 Detailed recommendations are made concerning
improvement of purpose specification including the groups
"needing special care such as ethnic minorities and
';Abqriginals, The N.S.W. Guidelines also contain provisiens
~relevant to the épecjfication of purposes and limitation of
uses to such purposes.66

The principle of reguiring the collector of personal
information to specify uses and later to adhere to that
specification {unless varied by consent or authority of law) is
also:reflected in a number of domestic legislative provisions.
For example 5.9(2) of the Federal German law :eguires_that
where data are collected from a person on the basis of a iegal
provision. The subject's attention shall be drawn to éuch
provision and in all other cases he shall be informed that he
is not obliged to provide the aata. -8ection 27 of the French
law requires not only specification of any compulsory character
of the collection but also identificatioﬁ cf the persons for
whom the data are intended and the rights of access
conferred. 87 The United States Privacy Act includes amongst
its declared purpeses the requirement that unless exempted by
law, federal_agencies should permit an individual to “prevent
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records pertaining to him obtained by such agencies for a
particular purpose from being used or made available for
another purpose without his consent."8 fhe provisiéons of

thls stated purpose of the leglslatlon are spelt out in some
detall in the Act which imposes on the agency the obligation to
inform the individual of the’ authquty, purpose and use to
which the requested information will be put.69 '

The Disclosure Limitation Principle. The fifth principle
is 6351gned to limit the circulatjon of personal data to a

spec1fled and proper class of case :

Personal data should not be disclosed or made
-available except with the consent of the data
subject, The authority of lTaw or pursuant o a
publicly known usage Or cCommon . and routine
practice.

| The O.E.C.D. Guidelines in paragraph 10 describe this as the
“Use Limitation Principle". According to this principle,
Personal daﬁa should not be disclosed, made available or
otherwise used for purposes other than those specified
[initially or on change of purposel except with the consent of
the data subject or by the authority of law. The Council of
Europe text is less dbgmaﬁic on this point, reguiring mere
compatability of use. Article 5(b) reguires that personal data
to be automatically processed shall be stored for specified and
legitimate purposes and not used in a way incompatible with
those purposes. The provisions of the relevant part of the
European Parliament resolution have been cited above.

In Australia, the Law Reform Commission has attempted, in a
research document, to specify the kinds of cases where
disclosure of personal data suppl1ed for a different purpose
may be legitimate even. without the prior consent of the data
subject. The case of disclosure to a legal representative was
one case mentioned but may be dismissed as being within the
rubric of consent. But other disclosures are contemplatea}
namely disclosure in response to a formal legal process, for
audit purposes, in an anonymous form for‘statistical or
research purposes and "where there are compelling reasons
relating to the health or safety of the subject”.70
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The N.S.W. Privacy Committee's Guidelines assert as the
general rule that personal data should énly be accessed
consistently with the system's uses and "for additional uses by
consent or by 1awe, 71 among the principles for fair access
~ to personal data are listed consent which is informed and not

given undér.any physical or psycholegical duress, access which
is legally authorised (as for example by the Taxation.Office
under federal tax 1egislation72) and what are desc;ibed*as
- ‘"emergency uses"™. The Privacy Committee was prepared to allow
an exceptional entitlemeﬁt of access, even without consent or
" ‘gpecific anthority of law, where to fail to allow ‘access would
‘be "likely to be a significant factor in serious physical or
emotional harm occurring to some .persons”.

- Numerous provisions in domestic legislation deal
fspecifically‘with'fhe disclosure of personal data for fresh
-purposes. The Austrian law provides a list of exceptions to the
case -of non-disclosure of data provided by private legal
‘entities, The exceptions include express written consent,
-fulfilment of the legitimate objects offthe person responsible,
necessity of a third party {for the protection of the
over-riding and legitimate interests) and .
de-identification.’> an additional provision in s.18(2)
exempts cases where there is a legal duty to disclose data.
Sub-section 18(5) exempts disclosure  to: the Central Statistics
Office solely for statistical purposes for processing in ..
-anonymous form. In the French law, a-c¢riminal offence. occurs:
where a person knowingly and without autherisation of the
‘subject discloses personal data.74 Section 52 of the
Canadian Act and s.552{a) (b) of -the United -States:Privacy Act
spell out even more specifically the disclosure:limitation
~principle. 1In the United States:Act, consent>of -the-data
subject is required unless the disclosure of. the record: would.
be to officers of the adency performing their duties, for a
"routine use": as defined, to-the'Bu:géu-ofgcenguéqui
‘statistical research, to thé‘Natiohal"Archivesrd} ‘to another
government agency for civil or criminal law enforcement and
:then only if the head of the agency has made a written
:request 75
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It seems commonly acknowledged here that there should be
lfmi;ations upon the use made of personal data supplied for a
specific purpeose. The limitation upon putting such data to a
different use arises from the fact that data might have been
supplied in a different fo;m,'fuller and in greatér detail had
it-been_known that it would be used for a different purpose.
The building of composite profiles from linked data is also
addressed by this principle as is the desirability of
individuals keeping general control over how they are perceived
and by whom. . But whilst the principle is acknowledged,
exceptiohs must also be allowed for. It is easy to contemplate
exéiusion in the case of knowing consent and specific authority
of law. Beyond that, the exceptions are more problematical. . To
avoid needless, inefficient recourse to the data subject for
his consent, some proﬁision seems appropriate for
uncontroversial, inﬁbcuous and routine use. The Council of
Europe - draft seeks to accomplish this by use of the notion of
"compatability". An alternative is to incorporate, as in the
United States legislaéion, an elaborated notion of "routine" or
"common" practice. The use of a telephone book entry, for
ekample, for purposes other than identification of the
telephone number of the subject, should not reqpire constant
access to the data subject for his consent. Much more
controversial is the exception for emergency cases énd
particularly emergenéies involving third parties. As
acknowledged by the M.S.W. Privacy Committee itself, a too
generous- use of this exception could entireiy undo the
protection contemplated by'fhe fifth principle.

The  Security Safecuards Principle. The obligation to
provide: adeguate data security is a common theme of every
international statement and all domestic legislation. Only the

- nuances are different : -

Personal data should be protected by security
safeguards which are reasonable and appropriakte
Tor the purpcse of preventing-.loss, destruction,
Aanawvthorised access to, use, modification or
disclosure of data. j

The differences between the proposed fé:mula and paragraph 11
of the 0.E.C.D. Guidelines are unimportant. In the latter, the
reguirement is to provide "reasonable security safeguards™ but
no referent is provided as above. Furthermore, the wrongful
acts are listed as examples of the risks against which
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reasonable security safeguards should be implemented. The
Council of Europe statement of the principle is in almost
jdentical language. Article 7 relating to data security
provides that appropriate measures shall be taken for the
“protection of personal data recorded in automated data files,
against accidental or unauthorised destruction or accidental:
joss as well as .against unauthorised access, alteratlon or

dlssemlnatlon.

In the Australian Law Reform Commission on ﬁfivacy and the
Census the Commission endorsed a principle that the methods
used to collect information "should be such as to minimise the
‘dénger of unauthorised or unwarranted disclosure of that
information".76 vVarious specific recommendations wére made

to translate these general comments into detailed obligation.
The need to proteét the security of personel information
supplied for the Census, while still in identifiable form, was
addressed in some detail: The N.S.W. Privacy Committee's
Guidelines propose that there should be included the
establishment and maintenance of standards regardlng data
security.?’? Levels of security should be commensurate ‘with
the sensitivity of the data. No security measures'gan'be
regarded as foolproof. '

o In national legislation, a number of laws give attentlon to
the secur1ty of personal data. TFor exemple, the Austrlan 1aw
provides that any person has the -tight to demand that personal
data concerning himself be kept secret provided that he has an
intesting warranting protection, notably "as concerns respect
"for his private and family life".78 Section 29 of the French
law is stated in terms of obligations and is reinforced by the
?fovision of criminal sanctions. A persen processingtéersonal
data is taken to have given an undertaking to the persohs
conecerned that he will see that "all necessary Qreceﬁtions are
taken to protect the data and in particular to'pfeveht them 4bro
from being distorted, damaged or disclesed to unauthorlsed
third partles“ 79 Failure to do so renders the record keeper
liable to penalty. The United States Pr;vacy Act also contalns
an obligation on federal agencies to establish rules of conduct
for persons involved in information systems.80 By
administrative, technical and physical safeguards, the security
and confidentiality of records is to be ensured.80
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The most ambitious national law on this subject is the_\
German Federal Act. There, an attempt is made to list, in
‘tespect of data processed automatically, appropriate measures
which are to be taken to ensure the observance of the
-provisions of the Act. Ten principles are collected which lay
down rules for the control of admission to facilities, removal
without authorisation, unauthorised modification, unauthorised
use, unauthorised access, unauthorised dissemination,
unauthorised input, unauthorised processing for other parties,
unauthorised access during transport and the implementation of

appropriate control within the organisation.al

The Policy of Openness principle. The seventh principle is
also a common theme : ’

There should be a dgeneral policy of openness
about devélopments, practices and policies with
respect to perscnal data. In 'particular, means
should be readily available to establish the
exlstence, purposes, policles and practices
agsociated with perscnal data as ‘well as for- the
purpose of establishing the identity and
residence of the data controller.

Paragraph 12 of the 0.E.C.D. Guidelines is in terms almost
identical to the above suggested principle, which is in turn
drawn from the first two rules of the H.E.W. code of fair
information practices. The Council of Europe draft Convention,
in Article 8, lists certain "additional safeguards for the data
subject”. They include the'right of "any person® to be enabled :

(a} to establish the existence and main purposes
of an automated personal data file, as well
as the identity and habituval residence of
the controller of the file.

The general philosophical principle of openness is omitted but
the specific and important machinery provisions are in terms
parallel to the  propoged principle and the O.E.C.D. Guidelines.

The European Parliament resolution is at once more narrow
and more imperative. 1In terms, the obligation in Part II
(where thé relevant provision is found) is limited to "persons
whose usual residencé is in the territofy of a member State”.
Only such persons should have the listed rights. . The Council
of Eurcope Draft affords the iight to "any person”. In the
0.E.C.D. Guidelines, the right enures in an "individual®,

v
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paragraph 8(a) of the Buropean Parliament resolution proposes
_that such persons should have the right "to information on all
_ .measures involving the recording, sterage or transmission to
f;hi;d parties of data relating to them and on the contents, -
fpurpose and recipient thereof".. Paragraph 4 of the resolution
w;would require data controllers to inform the person concerned
~.when personal data are first stored. The general policy of
.oéenness and the provision of facilities readily to ascertain
- the whereabouts of a data controller are not addressed, except
- by imposing obligations oh the data controller. The problem of
-the non—observance of these obligations by him is not dealt

“with.

In Australia, the N.5.W. Privacy Guidelines ﬁﬁchde the
fﬁeng:al principle that "the interested public" should. be able
:;o'know of the existence, purpose, uses and methods of
‘operation of pesonal data systems.82 In national legislation

: ;gguirements for compliance with the "openness prinéipleﬂ_g;e
-_gcpmmoh. For example, the United States Privacy Act provides an
.obligation on federal agencies, with certain exceptions, to
.publish at least annually in the Federal Register a notice of
the existence and character of the systems of recerds. Various
details, designed'to facilitate inquiries and access, are also
to be published.B83 1n a similar vein are the provisions of
the Canadian legislation which have led to the production. of
the Index to Federal Data Banks. in Canada.84 The openness
principle is also reflected in the legislation of Western
Europe. = Under the German Federal Act, the Federal Commissioner
is required to keep a register of automatically bperated.data
files in which personal data are stored. This register is to
be open to inspection by any person. Public auEh@rities_and
other bodies subject to the Act are required.toAfépprt ﬁguthe
Federal Commissioner details of the Gata files which. are
automatically. processed by them. Certain security and
intelligence organisations are exempt.85 under s.22 of the
French Act, the National commission established by the Act is
obliged to make;a ligt of the processing‘activitigs accessable
by the public, specifying in each case the law authorising the
collection, ‘how access is to be provided, categories.of
personal data recorded and rulings, opinicns or recommendations
of the Commission that may be relevant. Under s.34 of the
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French Act, any person proving his identity is entitled tq‘
obtain from departments and corganisations using automatic
procéssing a list of similar information, The Austrian Act
imposes upon: the Bustrian Central Statistics 0ffice an
‘oblidation to keep a data processing register.B® This

register is to be open for inspection by any person and isgito
contain the list of all personal information systems authorised

under Austrian law. -

The Time Limitation Principe. The eighth principle is more
controversial, According to it :

Personal data in a form which permits
identification of the data subject should, where
the purposes of the data have eXpilred, be
destroyed, archived or de-identified.

The 0.E.C.D. Guidelines make no reference to the limitation of
the time during which identifiable perscnal data may be
retained. 'In an earlier draft of the Guidelines provision was
made for erasure or conversion into an anonymous form {unless
neeéded -for research or archive purposes) of personal data which
no longer serves current purposes. The O.E.C.D. Expert Group
decided to delete this provision. The ground included -that the
information gquality principle and the principles limiting the
use of personal data effectively did the work of time
limitation, without imposing an expensive and possibly even
privacy-harmful obligation of culling and destroying personal
information. On the other hand, other international and
national approaches have recognised the specific dangers of
indefinite, perpetual collections of perscnal data. By
becoming out-dated such data may become inaccurate or unfair,
causing disproportionate potential harm to the data subject.
This approach would appear to be reflected in Article 5(e) of
the Council of Europe draft Convention. This requires that
personal data to be automatically processed shall be "preserved
in a form which permits identification of the data subjects for
no longer than is required for the purpose for which those data
are maintained®. The European Parliament resolution is even
more emphatic. ‘Paragraph 2 requires that personal data to be
processed "shall be erased whenever they ... are inaccurate or
out of date, or as soon as the purpose for which they were
recorded has been achieved”.87
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In Australia, the most massive example of the adeption and
- application of a time limitation principle in respect of
personal data files is the complete destruction of the origimal
census returns and of the perscnal identifiers which link
returns to de~identified statistical data. Unlike most
countries, where Census information is retained under strict
archival security, the Anstralian practice has been to’
de-identify the data within a short time of collection and then
- to destroy the identifiable returns, their purpose (the supply
of statistics) having been completéd. In its;reéort, the Law
Reform Commission suggested that, for a numbef 6f.zeasons, this
application of the time limitation principle was excessive. It
was proposed that for Future medical research, historical
inquiry and genealogical investigations, the identified data
should, as in other gountries, be retained under strict
conditions of archival confidentiality, with limitations upon
agcess'for 75 yéars. This proposal was not accepted bj the -
Australian Government. In the Federal Treasurer's statement to
Parliament, there is evidence of the strongly felt view of the
propriety of destroying certain personal data, when -its
purposes have been fulfilled :

The Government has carefully weighed the
arguments for and against the proposal [of non
destruction] and has decided not to accept it.

The purpose of the Census is to gather :
statistical information and the legal obllgatlon
on pecople to answer Censusg questionsg ... is
accompanied by strict measures to ensure the
confidentiality of the information provided. The
Government believes that it would be inconsistent
with that purpose and with the guarantee of
confidentiality to retain infermation on
identified persons or households for the research
purposes referred to in the Commission's report.
Consegquently the present practice of destroying
all records of names and addresses and of not
entering into the computer recordf such names and
addresses will be continued. 5

In the N.S.W. Guidelines, the Privacy Committee proposed that
identified personal data should only be retained as long as a
use remains, after which it should be eithez.destroyéd or
de~identified or archived,B9 T o

In natienal legislation,. the principle of limiting the
duratlon of the retention of identifiable personal records is
frequently provided for. The U.S. Privacy Act provides
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90 Transfer to the

specifically for archiving records.
National Archives iz considered, for most purposes, an adeguate
protection for individual pr{ﬁgcy. The time limitation
principle is expressed in §.8 of the French legislation :

28, Unless otherwise provided by law, data may
not be stored in a personal form bevond the
period stated in the application for opinion
or in the declaration, unless such
storage is authorised by the Commission.

Under the Swedish bata Act the bata Inspection Board may limit '’
permission to start a register of personal information to a
certain-period of time. Under the Danish Public Authorities
Act, where personal data becomes obsolete, the Minister may,
after consultation with the Data Surveillance Authority, '
deposit the information for safe custody in the Archives
subject to such conditions as are laid down.?1

The Accountability Principle. There is less debate about
the need to identify someone as responsible for complying with
privacy laws. . The proposed ninth principle is :

There should be, in respect of personal data, an
identifiable data controller who should be
accountable in law for giving effect to these

principles. _
Both the 0.E.C.D. Guidelines and the Council of Europe Draft
Convention have addressed themselves to the practical need to
assign administrative, and ultimately legal, responsibility for
ensuring compliance with requirements of data protection. The
problem arises specfically in the case of corporations which
act through their servants and agents. It also arises as an
acute problem in the case of service bureaux, where the nature
of the functions of the bureaux may exclude appropriate legal
and moral obligations to ensure compliance, with the principles
of privacy protection of the data being processed. The
0.E.C.D. Guidelines are in terms similar to the above statement
of the principle. The Council of Europe text confines itself
to enabling a person to identify and f£ind the habitual
residence of the controller of the file. This "controller® is
defined to mean the natural or legal peEson, public authority,
"agency -or any other body "which is competent to decide what
should be the purpose of the automated data file, which
categories of personal data should be recorded and which
processes should be applied to them", The resclution of the
European parliament is
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more emphatic but less specific. Paragraph 3 provides that the
data controller (undefined} shall be liable for material and
non-material damage caused by the misuse of data, whether or
not there was any negligence on his part.92 o

In Australia, proposals for the identification of an
Tinformation manéger" to be appointed by récord-keepers and
with whom a subject can deal in relation to his data rights,
'have been explored by the Law Reform Commission. The N.S5.W.
Guxdellnes do not deal specifically with this subject,
perceiving it as an aspect of the "openness principle®™ or the
"individual participation PKLHClPle“ In the N.S.W. ’
Guidelines, the “system operator" is deflned as the "person or
organisation by whom or on whose behalf a personal data system

is operated"”. .

In natlonal leglslatlon, it was recognlsed from the first
that practlcal privacy protection would requlre the
identification of an accountable data controller. The Swedlsh
Data Act in itz first section provides for accountablllty. It
fdeflnes as a_"respon51ble keeper of a flle" anyone "for’ whose
‘purposes a personal file is kept, if the flle is at his
disposal”.93 The responsible keeper is required to register
with the Data Inspection Board. It is upon him that the
obligation rests to keep the Board notified.of specified
mitters relevant to the protection of privacy. It is he who is
obeged to deliver information and particulars to the Board as
required. Hoﬁever, certain provisions of the Act are also
‘expressed to apply to anyoﬁe who.handles‘a persconal register on
behalf of the responsible keeper.94 The most specific
legislation dealing in detail with the appointment of a data
controller is to be found in the Federal. Republlc of
Germany.95 ‘Specific duties are cast upon the "controller: of
data protection®”.96 Further, speczfzc duties are imposed on
all peréohs "engaged in data processing”. All such persens are
required{'for éxample, to give an undertgking to abide by the
general duties imposed by the Act.97 A similar requirement
that persons to whom data are entrusted in the course of their
employment should expressly undertake. to respect the
confidentiality of such data Is provided in the Austrian
Act.98 As in the German legislation, criminal sanctions are
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provided for breach of the undertaking, enduring after the
termination of employment, The Austrian Act, however, proceeds
to attempt to protect an employee against unlawful orders of an
employer. by

(20) {4) . The refusal of'an employee to carry out
an order which would involve a violation
of the confidentiality of data shall not
result in any preggdice being suffered
by such employee.

It has often been said that the criminal law is necessary as a
protectlon for the "front 11ne“ data operator who becomes aware
of the perfo;mance of unlawful or unfair invasions of privacy '
in the course of ueing a personal data system. The Austrian
provision provides an. alternative or supplementafy measute to
‘the:low ;evel data operator. However, its method of
enforcement is far from clear.

The Individual Participation Principle. Finally, the tenth
principle is perhaps the most important. It has already been
described_as the "golden rule” of data protection. It is
heppily common to internapional statements and national
legislation and in Australia it has already been endorsed as a
general rule'py the inqu{;j of the Law Reform Commission. The
tenth principle may be étated as follows : - -

An individual should have a right :

{2a) to obtain from a data controlier, or
otherwise, confirmation of whether or not the
data contrcller has data relating to him;

(b) to have communicated to him, data relating to
him : -

i

within a reasonable time ‘
i) at a charge, if any, that is not
excessive
{(iii) in a reasonable manne;L_and
{iv} in a form that is readlly intelligible
: Lo _him
{c} to challenge data relating to him and :
4y during such challenge to have the
: - record annotated concerning the
challenge; and
{ii} If the challenge is successful, to have
‘ " the data corrected, completed, amended,
annotated or, if appropr1ate, erased-
and
{48} to be notified of the reasons if a request
made under pararaphs {a) and [b) 1s denied
and to be able to challenge such denial.

]
-

]

.-.|
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8o far as international statements of the core principles are
concerned, the language provosed above follows substantially
pararaph 13 of the 0.E.C.D. Guidelines. The only variants are a
specific provision for annotation of the record during
- challenge (perhaps a matter of machinery). The Council of
Evrope formulation lists the right of individual participation
-in Article 8, which collects the "additional saﬁe@uard; for the
data subject"”, The differences are matters of emphasis. 1In
~addition to the aﬁility to-estahlish the existence of the file
and the identity and habitual residence of the controller,
already referred to, three additional entitléments-are listed.
These are the power to obtain "at reasonable intervals and
without excessive delay or expense™.confirmation of whether
-personal data are stored as well qs'communicatidﬁ'of'such-data
in intelligible form; where appropriate, rectification or
.arasure of data précessed\contrary to the basic.principles and
to have a remedy -if these entitlements are not: complied with.

The European parliament resclution would provide. that all
persons whose usual residence is in the territory of a member
State should have the right to have personal data erased where
‘conditions of data guality are not fulfilled, unless the data
controller can prove the opposite; to have inaccurate or
incorrect data corrected and- third parties to whom such data -
‘have- been transmitted informed accordingly; and to require the
data control body to check.the legality of data. relating to
;them.loo

In Australia, the principle of subject access was. endorsed
in the Australian Law Reform Commission's report on the privacy
.aspects of the Census.lOI- A number of reasons were advanced :

The Commission endorses the basic principle that
an individual should normally be allowed to have
access to and to challenge, a record of personal
“information about him. This principle is based.
~ on two main considerations. First, a personal
‘record affects the way in which an individual is
perceived by others. It creates the image :which
the individual has for the recdrd-keeper .and for
other persons who use the record. Secondly, -
access provides a unigue means for monitoring the
record-keeper's compliance with the standards
applicable to the collectiom and use of
information. It provides an opportunity for
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correcting errors affecting the individual's
interestg. The principle of access is a c¢entral
aspect of privacy legislation and proposals in
both Europe and North America,l02

The N.S.W. Guidelines alsoc adopt the general right of subject
-access. The provisions governing personal access by the data
subject, and machinery for upholding that access, is a common
feature of data protection and privacy laws so far enacted. The
United States Privacy Act includes, as one of its purposes, the
provision of safeguards against invasions of privacy by federal
aéency files so that, except as provided by law, agencies will
permit an individual "to gain access to information pertaining
to-him in federal agency records, and to have a copy made of
all o;'any portion thereof and to correct or amend such
records".103 The machinery to provide access is spelt out in
sub-tifle-{d). On }equgst of any individual, agencies are
regquired to permit him to review the record and have a copy
made; to permit the individual to reqhest amendment to comply
with such a request or inform the individual of refusal and to
permit the individual who disagrees with the refusal to have an
internal review and final determination made, subject to
judicial- review.104 A similar provision is contained in the
Canadian Act.105 '

The above provisions are alsc reflected in European
legislation. Under the French law any person proving his
identify is entitled to question department or organisations
using automated processing and to receive a list from which he
can determine whether such processing involves personal data
concerning himself. -If such data does concern himself, he is
entitled "to obtain access thereto",106, The law then
provides for the‘machinery of access including intelligibility
of the data supplied, the fee chargedl®7 and right of
completion, correctiqh, clarification, updating or erasuvre. In
the event of a dispute the onus of proof is generally to be on
the department. Where the holder of a right of access causes
the record to be altered, the charge he has paid is to be
refunded, 108 ’ ' '

The Federal German Act makes similar prqvision, declaring
the rights of the data subject in broad language at the outset
of the 2Act :
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s.4 Subject to the provisions of this Act every
person shall be entitled to

1. information on stored data concerning
him;

2, correction of any 1ncorrect stored data
concerning him;

3. blocking of stored data concerning him
where the accuracy or inaccuracy cannot
be established or where the original
requirements for their storage no longer

apply; .
4. erasure of stored data concerning him’
where such.storage was inadmissible or -
as an option to the right to the
‘blocking of data -~ where the original
requ1rements for storage no longer

. apply.l

'There are like provisions in the Austrian, Swedxsh Danlsh and
Norweglan laws. 1Indeed this is a common prcv151on to be Eound
‘1n data protectlon laws of Europe, the Unlted States and
K,Canada. The machlnery for enforcement dlffers In the United
‘ States the machinery, other than 1nterna1 bureucratlc revxew,
15 pr1n01pally a ClVll action for damages and, in a llmlted
number of cases, criminal penalties. In Canada, the machlnery
.provided is complaint to the Privacy Commissioner who has
7;Ombudsman-11ke powers of persuasxon and report £o Parllament.
‘In Europe, provigion is typically made fo: complaint to a data
protectlon authority, with powers of specific order to secure
compl1ance, in some cases report to Parliament and’ generally
criminal penalties of fine and imprisonment in the case of more

. serious and wilful breaches.

_CONCLUSIONS o
J The limitations of this stﬁdy are obvi@us. The principal
international instruments on trans border data flows have not
yet been concluded. The European Community is awaiting the
outcome of the work of the Council of Europé.'A draft
Convention of the Council has not yet been flnally passed

upon. Within the O0.E.C.D., although substant1a1 consensus has
been achieved in the BExpert Group, a number of outstandlng
reservations remain to be resolved at a polltlcal level Within
Australia, the 1nadequac1es of current prlvacy laws are only
now being addressed by the national law commission and various
State inquiries co-operating with it. In many other countries,
including countries vitally important for trans border data
flows; privacy.legisatioh is, as in Australia, still being
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discussed and developed. To these elements of uncertainty must
be added the dynamics of the fast-changing technolegy and the
priorities‘assigned to data protection at a time when other
concerns of the new information technology (unemployment,
national Sovereignty, energy conservation and cultural
indeﬁendence) compete for the attention of lawmakers.

The prognosis with which this essay was begun was a gloomy
one. It was tﬁat laws for data protection would be
bureaucratic and would abort otherwise desirable advances for
mankind inherent in new telecommunications technology. Such a
prediction might, even if true, be borne as the price paid for
the defence of important individual liberties, including
pri#aéy protection. However, the second prediction was more
disquieting., It was that, for all the efforts of law makers,
data pfotection laws would not actually succeed in safeguarding
p:ivg@y.' There are some who urge that lawmakers should not
_impederéechnological pitocess, especially where the technology
prométes the greatér flow of information which is generally
conceded to be to the advahtage of mankind. Pessimists put it
another way. They assert that the puny efforts of lawmakers are
likely to be ineffective and overtaken by events, causing no
more than scattered, intermittent interruptions to the onward
thrust of technological advance. '

Some comfort can be taken by lawmakers and those who advise
them from this study. Despite the enormous differences of
language, culture and legal tradition, it is a remarkable fact
that in the last decade a series of laws has beén enacted with
basically similar provisions, gathering around a number of
identifiable "gdeneral rules". Of course, the rules are
expressed in the broadest possible language., They contemplate
different applications and in their generality they disguise
many important unresolved debates.llo Furthermore, nothing
has been said of the exceptions from their operation. Specific
to the issue of trans border data flows, nothing has been said
concerning. the principles of international application and how
in the context of instantaneous Universal technology effective

protection can possibly be ensured.




- 50 -~

For all thie, it is reassﬁring that there is such
'commonal1ty in the adoption, with a fair degree of consensus,
of the "basxc ruleg™. It suggests that there is sense in the’

< pasic endeavour, The identification of the general principles
by _international bedies such as the 0.E.C.D and the Council of
FEufope will not only be helpful for those countries which have

:already ex;stlng privacy protection laws to be measured against
the agreed standard. It will also be useful as a benchmark for
those countries, including Australla, which are in the process
of developxng such laws.,

im The 1neff1C1enc1es and 1mpedlments to the information
' hnology predlcted by the gloomy Euturolog1st may not be
oved by the mere compliance with the wbasic rules" of

mestlc leglslatlon in numerous countrles. But- at ‘least a

'potentlal source of bureaucratlc r1g1dlty and "international
‘ 1mped:ments w111 be avoided 1f the ‘domestic prlvacy protectlon
1eglslat10n of developed countrles ‘adhere to a 'single.
conceptual framework. It is this belief which has motivated
‘much of the work done in the Council of Europe and the -
0.E.C,D. For once, the gloomy predictions may be proved
Lwrong. For the maintenance of a proper balance between £lows
) of 1nformat10n and the legltlmate protectlon of 1ndlv1dua1

privacy, let us hope so. ’
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110. For example; the extent to which privacy regulation
should be restricted to automated records or should
extent to manual records; the extent to which privacy
protection should extend t& legal peféoné’icérporatiops
and associations) or should be confined to physical or
natural persons; the extent to which "basic rules" of
privacy protection should be confined to high level
objecéivés-as distinct from machineéry ghestions of
implementation which may be necessary for effective
privacy protection; and the difficulty of’
distinguishing, in the context of impediments to trans
border data flows, those limitations based on privacy
interests and those based on other naticnal concerns viz.
ﬁra&e, employment, culture, national sbvereignty and so

on. -




