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DEFINING THE PRIVACY INTEREST 

In Australia, we cannot even agree on how to pronounce 

"privacyl1, let alone how to define it. The concept is 

elusive. None of the definitions offered is entirely 

satisfactory. Most individuals and agencies charged with the 

task of dealing with privacy related to information 

technology, try to avoid hard and fast definitions. 

Attitudes to privacy vary from one culture to another. 

Paul Sieghart contrasted, by reference to the work of the 

anthropologist Hall, attitudes to privacy in several 

contemporary cultures: 

Germans, [Hall] found marked off their private 
Lebensraum by closed doors, fences and strict 
rules about trespass; German law, for instance, 
forbids the photographing of strangers in public 
places without their consent. Americans have 
open doors and no fences, but mark their social 
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have been dealt with in the United States under the rubric of

I

i

By way of contrast, all tax

Most people in Britain still

In other cultures, including my own, such

Those who have followed the recent constitutional

are dealt with as sui generis, not matters of

information about themselves.

the citizens whom they tax.

status with "privateU offices and "private"
secretaries. The French pack closely together
in public, but rarely invite insiders to their
homes, even if they know them well. And the
English, it seems, rely mainly on their
reserve: when an Englishman stops talking, that
is a signal he wishes to be left alone.~

to which people wish to be able to control the flow of

For reasons of history, politics and constitutional

law, issues such as abortion, homosexuality and obscenity

assessments in Norway and Sweden are published. Anyone can

I am not sure where this leaves Canada and Australial

sieghart also noted that even within a single society, like

the United Kingdom, there are great differences in the extent

officials are sworn to secrecy about the financial affairs of

wish to keep secret the amount they earn. Inland 'Revenue

issues

find out what anyone else earns. 2

noted the ways in which the debate is frequently expressed in

debates in that country concerning abortion law, will have

privacy.

privacy terms. 3

Why should we be concerned about the privacy right? Is

it simply an attribute of middle-class societies? Or is it

"privacy" at all.

an aspect of basic human rights, common to all societies?

International statements of human rights, made since the

status with "privateU offices and "private" 
secretaries. The French pack closely together 
in public, but rarely invite insiders to their 
homes, even if they know them well. And the 
English, it seems, rely mainly on their 
reserve: when an Englishman stops talking, that 
is a signal he wishes to be left alone.~ 

I am not sure where this leaves Canada and Australial 

Sieghart also noted that even within a single society, like 

the united Kingdom, there are great differences in the extent 

to which people wish to be able to control the flow of 

information about themselves. Most people in Britain still 

wish to keep secret the amount they earn. Inland 'Revenue 

officials are sworn to secrecy about the financial affairs of 

the citizens whom they tax. By way of contrast, all tax 

assessments in Norway and Sweden are published. Anyone can 

find out what anyone else earns. 2 

For reasons of history, politics and constitutional 

law, issues such as abortion, homosexuality and obscenity 

have been dealt with in the United States under the rubric of 

privacy. Those who have followed the recent constitutional 

debates in that country concerning abortion law, will have 

noted the ways in which the debate is frequently expressed in 

privacy terms. 3 In other cultures, including my own, such 

issues are dealt with as sui generis, not matters of 

"privacy" at all. 

Why should we be concerned about the privacy right? Is 

it simply an attribute of middle-class societies? Or is it 

an aspect of basic human rights, common to all societies? 

International statements of human rights, made since the 
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second World War, have frequently included references, direct 

or indirect, to the right to privacy. Thus article 17 of the 

International Covenant on civil and Political Rights 

provides: 

"17.1 No one shall be subjected to arbitrary or 

unlawful interference with his privacy, 

family, home or correspondence, nor to 

unlawful attacks on his honour and 

reputation. 

2 Everyone has 

of the law 
attacks." 

the right to the protection 

against such interference or 

Giving content to the adjectives "arbitrary" and "unlawful" 

provide much room for debate about the exact scope of the 

privacy interest. 

Some observers contend that when privacy is lost, the 

subjects become vulnerable to the powers of others. They 

lose their capacity for self -defini tion and 

self-identification. They lose their ability to evaluate 

themselves, others and situations. They are deprived of 

attributes of personal autonomy and capacity for emotional 

release and intimate communication. It is in this way that 

privacy is justified as a basic human need. 4 Other 

commentators answer that these assertions are based on scant 

empirical evidence. In support, they point to the 

differences in concepts of privacy from one society to 

another and over time in the same society. Por instance, 

much that forty years ago was regarded as a matter of 

privacy social background, possessions, marital status, 
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One of the early efforts at defining and exploring the

non-private, inconsequential, unimportant, even boring. s

and the new

is sometimes now regarded as

that gave a stimulus of urgency to

How this happened was described in the

advent of computersthe

It also led international agencies to a guest to

wasIt

nature of illnesses, various sexual matters,. facts about

"[T)he broad range of government activity
impinges on so many aspects of personal life
that the extent of the total personal
information holdings of the government vastly
exceeds the amount that could conceivably be
collected by any single private organisation.
Further, there is some public anxiety about the
prospect of government ministries and agencies
engaging in data sharing or data linkage
drawing personal information from a variety of
government data banks and building comprehensive
personal files or dossiers on individual
citizens ... Finally, the economic and public
relations implications of intrusive data
surveillance may provide more effective
disincentives to its use by business
organisations than. to its use by government. \16

relatives and forebears

information technology

the privacy debate.

report of the Ontario commission on Freedom of Information

and Individual Privacy in 1980:

technology.

Thus it was the advent of big government and big computers

that rekindled the debate on privacy. It led to demands in

many countries for laws to protect the individual against the

risks of loss of privacy as a result especially of the new

state basic rules so that these, in turn, might stimulate

local law-making and help to harmonize those which were

already enacted .•

•

nature of illnesses, various sexual matters,. facts about 

relatives and forebears is sometimes now regarded as 

non-private, inconsequential, unimportant, even boring. s 

It was the 

information technology 

the privacy debate. 

advent of computers and the new 

that gave a stimulus of urgency to 

How this happened was described in the 

report of the Ontario commission on Freedom of Information 

and Individual Privacy in 1980: 

"[T)he broad range of government activity 
impinges on so many aspects of personal life 
that the extent of the total personal 
information holdings of the government vastly 
exceeds the amount that could conceivably be 
collected by any single private organisation. 
Further, there is some public anxiety about the 
prospect of government ministries and agencies 
engaging in data sharing or data linkage 
drawing personal information from a variety of 
government data banks and building comprehensive 
personal files or dossiers on individual 
citizens Finally, the economic and public 
relations implications of intrusive data 
surveillance may provide more effective 
disincentives to its use by business 
organisations than. to its use by government. II<' 

Thus it was the advent of big government and big computers 

that rekindled the debate on privacy. It led to demands in 

many countries for laws to protect the individual against the 

risks of loss of privacy as a result especially of the new 

technology. It also led international agencies to a guest to 

state basic rules so that these, in turn, might stimulate 

local law-making and help to harmonize those which were 

already enacted. 

One of the early efforts at defining and exploring the 



PRIVACY THREATENING FEATUBES OF COMPUTERS

Computers were not the only sources of the modern

It was the concept of privacy in the informational

space

As computers

personal

The trail-blazing

of the Canadian

It began with an

into

attention

entry
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Later it extended to protection from

Finally, with new communications and

to an interest of the person in

I have already mentioned the increasing

controlling

engaged

In the Supreme Court of Canada recently, in the

developed

Its work influenced a great deal of the work that

in

that

it

extent of the privacy interest in the context of computers

that initiated by the Department of Communications andwas

interest

primitive to technological societies.

the Department of Justice in Canada.

controlling the information held by others about him or her

Then,

surveillance technology, there was a need for protection from

presented.

interference with one's person (privacy of the person).

(territorial privacy).

the added risks of intrusion which technology enhancement

report Privacy and computers7 in 1972 valuably traced the

way in which the very concept of privacy developed from

been catalogued as "spatial, personal and informational".

committee.

(information privacy).

context

Dyment case to which I will return, privacy interests have

followed in many lands, including my own.

penetrated Canadian, Australian and other societies, people

became alert to the issue of "information privacy". The

possible need for new law soon became obvious.
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extent of the privacy interest in the context of computers 

that initiated by the Department of Communications and was 

the Department of Justice in Canada. The trail-blazing 

report Privacy and computers7 in 1972 valuably traced the 

way in which the very concept of privacy developed from 

primitive to technological societies. It began with an 

interest in controlling entry into personal space 

(territorial privacy). Later it extended to protection from 

interference with one's person (privacy of the person). 

Then, it developed to an interest of the person in 

controlling the information held by others about him or her 

(information privacy). Finally, with new communications and 

surveillance technology, there was a need for protection from 

the added risks of intrusion which technology enhancement 

presented. In the Supreme Court of Canada recently, in the 

Dyment case to which I will return, privacy interests have 

been catalogued as "spatial, personal and informational". 

It was the concept of privacy in the informational 

context that engaged the attention of the Canadian 

committee. Its work influenced a great deal of the work that 

followed in many lands, including my own. As computers 

penetrated Canadian, Australian and other societies, people 

became alert to the issue of "information privacy". The 

possible need for new law soon became obvious. 

PRIVACY THREATENING FEATUBES OF COMPUTERS 

Computers were not the only sources of the modern 

threat to privacy. I have already mentioned the increasing 
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power of government with which came increasing legal powers 

of intrusion by officialdom. But there were also new 

business practises such as intensive marketing, private 

investigators and security officers, the cashless society and 

the modern credit reference system. The powers of invasive 

technology to operate surveillance enhanced the penetration 

of 

in 

snoops - official and unofficial. 

information technology created 

effects of 

beneficial. 

this change 

Yet the 

were, of 

marriage 

The very pace of change 

a problem. Most of the 

course, positive 

of computers. 

and 

with 

telecommunications, producing the era of "computications" 

brought new dangers for privacy which were soon recognised. 

The cost per function of a chip dramatically reduced by more 

than ten thousandfold in fifteen years.. Satellite costs per 

circuit year dropped from $30,000 in 1965 to $700 in 1980. 

Now they are a fraction of this. The cost of satellite earth 

terminals fell in like proportion. The cost per byte of 

memory was fractioned. The capacity of a single optic fibre, 

one fifth of the thickness of human hair, to do work formerly 

carried by ten thousand ordinary telephone wires produced 

such an enhancement of data flow that the burgeoning quantity 

of information produced risks that information would 

increasingly be readily available in great quantities about 

all of us. 

These then were the background. facts to the penetration 

of computications in modern societies like Canada and 

Australia. The universal features of information technology 

- 6 -



promoted a heightened concern about the privacy interest. 

The sources of that concern have been identified many times. 

The most prominent of them are these: 

• 

• 

• 

• 

Amount: 

amounts 

computers 

of pers·onal 

can store vastly increased 

information and can do so 

virtually indefinitely, so that the protection 

which formerly derived from the sheer bulk of 

records disappears. The computer can retain 

infinitely vast quantities of information about 

every member of society. 

Speed: Recent technology has increased 

enormously the speed 

information, so that 

virtually inaccessible, 

and ease of retrieval of 

material which was once 

because it would take 

too long or be too difficult to get to, is now 

retrievable, virtuallY instantaneously. 

Cost: The substantial reduction in the cost of 

handling, 

information 

amounts of 

it 

storing and retrieving personal 

has made it possible to keep vast 

personal information indefinitely. 

down become much more difficult. Living 

Updating accessible old records and reviewing 

their current relevancy, becomes much more 

important. 

Linkages: 

bet)yeen 

The establishing of crossed linkages 

different information systems· is 

perfectly feasible. The capacity to "search" 
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•

•

for a particular name or particular person or

features and to "match" identified

characteristics was generally not possible in

large scale manual record systems. It is now

readily possible with modern informatics.

Profiles: It is now perfectly possible to build

up composite "profiles" which aggregate the

information supplied by different sources. Yet

unless the data which is aggregated is uniformly

up to date, fair and complete, the composite may

be out of date, unfair and distorted. If

decisions are made on the basis of such

disinformation, they may be erroneous or unfair.

New Profession: The new information technology

is very largely in the hands of a new and varied

employment group, not subject to the traditional

constraints applicable to the established

professions nor yet subject to effective and

enforceable regulation by a code of fair and

honourable conduct .

Accessibility: The very technology and the

language, codes and occasional encryption used

make unaided individual access to the

information difficult if not impossible. In

some circumstances these features act as a

privacy protection. If proper safeguards are

built in, information held in the computerised

- 8 -
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large scale manual record systems. It is now 
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* Profiles: It is now perfectly possible to build 

up composite "profiles" which aggregate the 

information supplied by different sources. Yet 

unless the data which is aggregated is uniformly 

up to date, fair and complete, the composite may 

be out of date, unfair and distorted. If 

decisions are made on the basis of such 

disinformation, they may be erroneous or unfair. 

* New Profession: The new information technology 

is very largely in the hands of a new and varied 

employment group, not subject to the traditional 

constraints applicable to the established 

professions nor yet subject to effective and 

enforceable regulation by a code of fair and 

honourable conduct . 

• Accessibili ty: The very technology and the 

language, codes and occasional encryption used 

make unaided individual access to the 

information difficult if not impossible. In 

some circumstances these features act as a 

privacy protection. 

built in, information 

If proper safeguards are 

held in the computerised 
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Centralization:
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technologically sophisticated attack.

may facilitate decentralization of information,

computerization linked with telecommunications
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to prevent state authorities gaining access to

intimate
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personal information,
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few legal inhibitions.
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office can be more secure from unauthorized 

access than the conventional office. But proper 

safeguards are not always provided. The 

establishment of cross-linkages between 

different information systems increases the 

vulnerabili ty of information systems to 

technologically sophisticated attack. 

Centralization: Although technologically, 

computerization linked with telecommunications 

may facilitate decentralization of information, 

it is prone, by linkages, to succumb to ultimate 

centralisation of control. This development has 

obvious political as well as legal 

implications. Technologically, there is little 

to prevent state authorities gaining access to 

intimate personal details about everyone in 

society. Our present defences against this 

happening are political and cultural. There are 

few legal inhibitions. 

International: The advent of rapid progress in 

international telecommunications, including 

satellites, and the exponential growth of 

transborder flows of information, including 
, 

personal info'rmation, make it relatively simple 

to store intimate personal information on the 

citizens of one country in another country, not 

readily susceptible to the enforcement of 
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fundamental freedoms. There was an affirmation of faith "in

instantaneously accessible by reason of the new

and

yet

national

country

theto

thatof

of Rights in the United States

ultimately

laws

Bill

led

the

them,

or

·protective

receive

international initiatives which I have mentioned.

At the conclusion of the Second World War, the United

The threats to privacy deriving from these and other features

of computers, together with the increasing number of public

There is no specific reference to "privacy" in any of

expressions of fear and complaints to agencies which would

"No-one shall be SUbjected to arbitrary
interference with his privacy, family, home or
correspondence nor to attacks upon his honour
and reputation. Everyone has the right to the
protection of the law against such interference
or attacks. 1\

technology."

Constitution (1789-91).

BASIC RIGHTS AND THE eECD GUIDELINES

Nations Charter made several references to human rights and

the old statements of fundamental human rights and freedoms,

such as Magna Carta, the English Bill of Rights, 1688, the

French Declaration of the Rights of Man and of the Citizen

(1789)

fundamental human rights, in the dignity and worth of the

human person, in equal rights of men and women and of nations

large and small". The Universal Declaration of Human Rights

adopted in 1948 accepted as a goal the promotion of respect

for rights and freedoms. Article 12 provided:

,
l
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"protective laws of that country yet 

instantaneously accessible by reason of the new 

technology." 

The threats to privacy deriving from these and other features 

of compute"rs, together with the increasing number of public 

expressions of fear and complaints to agencies which would 

receive them, led ultimately to the national and 

international initiatives which I have mentioned. 

BASIC RIGHTS AND THE eECD GUIDELINES 

There is no specific reference to "privacy" in any of 

the old statements of fundamental human rights and freedoms, 

such as Magna Carta, the English Bill of Rights, 1688, the 

French Declaration of the Rights of Man and of the Citizen 

(1789) or the Bill of Rights in the United States 

Constitution (1789-91). 

At the conclusion of the Second World War, the United 

Nations Charter made several references to human rights and 

fundamental freedoms. There was an affirmation of faith "in 

fundamental human rights, in the dignity and worth of the 

human person," in equal rights of men and women and of nations 

large and small". The Universal Declaration of Human Rights 

adopted in 1948 accepted as a goal the promotion of respect 

for rights and freedoms. Article 12 provided: 

"No-one shall be subjected to arbitrary 
interference with his privacy, family, home or 
correspondence nor to attacks upon his honour 
and reputation. Everyone has the right to the 
protection of the law against such interference 
or attacks. 1\ 
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The preface to the OECD guidelines noted that the

legislation in those countries which do not yet have it".~o

Their debt to the

At the time, Australia, Canada,

began to appear in regional and other

1966 included the right to privacy already

The Nordic Council and later the Council of

of international principle.

which

OECD guidelines on privacy are now well established

in

body

The

a

articles

mentioned.

transborder data flows .. 9

Europe adopted principles for the protection of privacy in

The Universal Declaration was the inspiration for privacy

Rights

recommendation of an expert group concerning guidelines to be

statements of human rights. The European Convention on Human

Rights of 1950 included in article 8 a guarantee of the

"right for respect for ••• private and family life". Article

17 of the International Covenant on civil and Political

relation to automated and non-automated information systems.

Finally, in September 1980 the Council of the OECD adopted a

followed governing privacy protection in the context of

earlier guidelines produced by the Council of Europe in

as

time, however, all of these countries have signified their

concurrence in the guidelines .

particular was obvious and was acknowledged. The guidelines

were presented as a consensus document "which can be built

into existing national legislation or serve as a basis for

Ireland, Turkey and the United Kingdom abstained. Since that

privacy protection laws had been, or would be, introduced

into a number of OECD member countries to prevent violations

,
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The Universal Declaration was the 

articles which began to appear 

inspiration for privacy 

in regional and other 

statements 

Rights of 

of human rights. 

1950 included 

The European Convention on Human 

in article 8 a guarantee of the 

"right 

17 of 

Rights 

for respect for ••• private and family life". Article 

the International Covenant on civil and Political 

in 1966 included the right to privacy already 

mentioned. The Nordic Council and later the Council of 

principles for the protection of privacy in Europe adopted 

relation 

Finally, 

to automated and non-automated information systems. 

in September 1980 the Council of the OECD adopted a 

recommendation of an expert group concerning guidelines to be 

followed governing privacy protection in the context of 

transborder data flows .. 9 At the time, Australia, Canada, 

Ireland, Turkey and the United Kingdom abstained. Since that 

time, however, all of these countries have signified their 

concurrence in the guidelines. 

The OECD guidelines on privacy are now well established 

as a body of international principle. Their debt to the 

earlier guidelines produced by the Council of Europe in 

particular was obvious and was acknowledged. The guidelines 

were presented as a consensus document "which can be built 

into existing national legislation or serve as a basis for 

legislation in those countries which do not yet have it".~o 

The preface to the OECD guidelines noted that the 

privacy protection laws had been, or would be, introduced 

into a number of OECD member countries to prevent violations 
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There should be limits to the collection of

aredata

The OECD Council

those purposes, should be

which personal

for

for

data and any such data should be

necessary

purposes

personal

eite'nt

accurate, complete and kept up-to-date.

obtained by lawful and ~air means and, where

The OECD guidelines were in the following terms:

appropriate, with the knowledge or consent of

Data Quality Principle

Personal data should be relevant to the purposes

for which they are to be used, and, to the

the data subject.

Collection limitation principle

collected should be specified not later than at

the time of data collection and the subsequent

use limited to the fulfilment of those purposes

Purpose Specification Principle

The

or such others a are not incompatible with those

of fundamental human rights in the context of changes in the

technology of information processing.

recommended that member countries take the guidelines into

account in their domestic legislation; endeavour to avoid

creating (in the name of privacy protection) unjustifiable

obstacles to transborder flows of data; and co-operate in

the implementation of the guidelines and the adoption of

specific procedures for consultation and co-operation upon

them.

•

r,

of fundamental human rights in the context of changes in the 

technology of information processing. The OECD Council 

recommended that member countries take the guidelines into 

account in their domestic legislation; endeavour to avoid 

creating (in the name of privacy protection) unjustifiable 

obstacles to transborder flows of da·ta; and co-operate in 

the implementation of the guidelines and the adoption of 

specific procedures for consultation and co-operation upon 

them. 

The OECD guidelines were in the following terms: 

Collection limitation principle 

There should be limits to the collection of 

personal data and any such data should be 

obtained by lawful and ~air means and, where 

appropriate, with the knowledge or consent of 

the data subject. 

Data Quality Principle , 
Personal data should be relevant to the purposes 

for which they are to be used, and, to the 

eite'nt necessary for those purposes, should be 

accurate, complete and kept up-to-date. 

Purpose Specification Principle 

The purposes for which personal data are 

collected should be specified not later than at 

the time of data collection and the subsequent 

use limited to the fulfilment of those purposes 

or such others a are not incompatible with those 
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and usual residence of the data controller.

Personal data should not be disclosed, made

(b) by the authority of law.

use,

Means should be

destruction,access,

obtain from a data controller, or

- 13-

to

otherwise, confirmation of whether or not

himj

the data controller has data relating to

unauthorisedor

purposes and as are specified on each occasion

of change of purpose.

Use Limitation Principle

Security Safeguards Principle

Personal. data should be protected by reasonable

security safeguards against such risks as loss

Openness Principle

available or otherwise used for purposes other

modification or disclosure of data.

than those specified except:

('a) with the consent of the data subject; or

( a)

about developments, practices and policies with

There should be a general policy of openness

readily available of establishing the existence

respect to personal data.

and nature of personal data, and the main

An individual should have the right:

purposes of their use, as well as the identity

Individual Participation Principle

•

I,
(

,
r

purposes and as are specified on each occasion 

of change of purpose. 

Use Limitation Principle 

Personal data should 

available or otherwise 

not be disclosed, made 

used for purposes other 

than those specified except: 

(-a) with the consent of the data subject; or 

(b) by the authority of law. 

Security Safeguards Principle 

Personal_ data should be protected by reasonable 

security safeguards against such risks as loss 
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Later the Australian government introduced the tax file 

numbers by an amendment of.the Income Tax Assessment Act in 
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providing his or her tax file number for inclusion in 
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an amount being withheld from any payment of relevant. income 
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The tax file number system has been justified as a 

means of eliminating welfare fraud and tax avoidance in 

Australia. Its object is to provide linkages of information 

about individuals from various sources. The effective 
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transactions will assist the taxation office readily to 
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uses are to be discontinued over five years.~2 Commercial

steps backwards in Canada in relation to the SIN. Under

government'sCanadiantheapprobation,

the reporting of interest income to Revenue

withrecords,

the tax file number system. Politically, it was provided to

still the fears .of those who saw the new system as an

have concerned the social insurance number (SIN). The last

unwarranted invasion into personal privacy.

In Canada, recent debates relevant to computer privacy

"It is something of a paradox that an age which
has all but lost the concept of sin has so come
under the sway of SIN. Babies have been given
SIN as a birth registration number in Prince
Edward Island and some funeral directors are
said to ask for the SIN of the deceased: thus
SIN from cradle to grave; SIN even unto
death".13

commitment to restricting its own uses of SIN. Some present

report of the Privacy Commissioner for Canada (Mr John Grace)

rebates, candidates for grants and fellowships are to be "set

free" from the "usages of the SIN". With grim humour, the

fishermen seeking permits, taxpayers applying for fuel tax

Privacy Commissioner comments:

amendments to the Income Tax Act, Canadians are now required

to disclose their SINs to financial institutions where there

the tax file number system in Australia, was designed to

Canada. Unfortunately, comments the Commissioner, little or

The Commissioner, however, comments, that there have been

had been no such compulsion before. The new policy, as with
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the tax file number system. Politically, it was provided to 

still the fears .of those who saw the new system as an 

unwarranted invasion into personal privacy. 

In Canada, recent debates relevant to computer privacy 

have concerned the social insurance number (SIN). The last 

report of the Privacy Commissioner for Canada (Mr John Grace) 

records, with approbation, the Canadian government's 

commitment to restricting its own uses of SIN. Some present 

uses are to be discontinued over five years.~2 Commercial 

fishermen seeking permits, taxpayers applying for fuel tax 

rebates, candidates for grants and fellowships are to be "set 

free" from the "usages of the SIN". With grim humour, the 

Privacy Commissioner comments: 

"It is something of a paradox that an age which 
has all but lost the concept of sin has so come 
under the sway of SIN. Babies have been given 
SIN as a birth registration number in Prince 
Edward Island and some funeral directors are 
said to ask for the SIN of the deceased: thus 
SIN from cradle to grave; SIN even unto 
death".13 

The Commissioner, however, comments, that there have been 

steps backwards in Canada in relation to the SIN. Under 

amendments to the Income Tax Act, Canadians are now required 

to disclose their SINs to financial institutions where there 

had been no such compulsion before. The new policy, as with 

the tax file number system in Australia, was designed to 

facilitate the reporting of interest income to Revenue 

Canada. Unfortunately, comments the Commissioner, little or 

not effort was made to notify the public in advance of the 

- 17 -



- 18 -

concerns on both sides of the Pacific is found in the new

Another remarkable indication of the similarity of

j'i,

I

I, ,

,I
,
,

"

,I,

Privacythewithplace

The Privacy Commissioner is very

tookconsultationeffective

privacy dangers of SIN.

critical:

commissioner before the legislation was introduced. No

purpose of the, collection and use of the number. No

special consideration was given in Canada to the inherent

"Another precedent is established here. Until
thes9 income tax amendments, Canadians were
required by law to give their SINs only to the
Federal Government. Now they must confess their
SINs to banks, trust companies, stockbrokers,
credit unions whenever and wherever they make'
what looks like an interest bearing investment.
Welcome to the computer society."~4
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Canada, the risk of centralisation of highly sensitive data

the "net" provided for the old or very poor. Many of the

hardship suffered by people with HIV and AIDS who slip out of

HIV) AIDS patients do not fall within these categories. But

brings its own rather different problems. Each blood test

purpose, or those who repeatedly do so or are otherwise
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thes9 income tax amendments, Canadians were 
required by law to give their SINs only to the 
Federal Government. Now they must confess their 
SINs to banks, trust companies, stockbrokers, 
credit unions whenever and wherever they make· 
what looks like an interest bearing investment. 
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concerns on both sides of the Pacific is found in the new 
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national health system providing universal health cover (such 

as the United States) great injustices will be done and much 

hardship suffered by people with HIV and AIDS who slip out of 

the "net" provided for the old or very poor. Many of the 

HIV) AIDS patients do not fall within these categories. But 

in countries with such health systems, such as Australia and 

Canada, the risk of centralisation of highly sensitive data 

brings its own rather different problems. Each blood test 

for HIV may have an indicator for medical benefits purposes. ,'I' 
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help them to help society contain this epidemic. The

to ensure the fullpresenttheat

It is also the only effective means available to

Their isolation presents particular risks of

As that report and other reports on the subject

communities

produced.

integrity.

involved in HIV/AIDS related treatment, will be a relatively

simple function for the benefits paying computer.

In Canada, the Privacy Commissioner has developed

point out, the provision of guarantees of privacy (and

against discrimination) to patients with HIV/AIDS is not only

a matter of human rights and respect for their individual

our

co-operation of the groups most at risk of HIV/AIDS. Those

groups are frequently already stigmatized by laws or social

Canadian report urges particular attention to the development

attitudes.

isolation from the necessary information and reinforcement to

of comprehensive policies on HIV/AIDS in the workplace in the

employing agencies of the government of Canada. It calls

attention to the strict limitations in the Privacy Act, upon

the disclosure of personal information to third parties

without the consent of the subject.~5

recommendations to ensure that HIV/AIDS related personal

·information is handled by Federal government agencies in

accordance with the letter and the spirit of the Privacy

Act. A special report AIDS and the Privacy Act has been

In Australia, the Privacy Commissioner has already

taken an important role in public discussion about the need

for privacy protection in the context of AIDS and government
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simple function for the benefits paying computer. 

In Canada, the Privacy Commissioner has developed 

recommendations to ensure that HIV/AIDS related personal 

·information is handled by Federal government agencies in 

accordance with the letter and the spirit of the Privacy 

Act. A special report AIDS and the Privacy Act has been 

produced. As that report and other reports on the subject 

point out, the provision of guarantees of privacy (and 

against discrimination) to patients with HIV/AIDS is not only 

a matter of human rights and respect for their individual 

integrity. It is also the only effective means available to 

our communities at the present to ensure the full 

co-operation of the groups most at risk of HIV/AIDS. Those 

groups are frequently already stigmatized by laws or social 

attitudes. Their isolation presents particular risks of 

isolation from the necessary information and reinforcement to 

help them to help society contain this epidemic. The 

Canadian report urges particular attention to the development 

of comprehensive policies on HIV/AIDS in the workplace in the 

employing agencies of the government of canada. It calls 
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without the consent of the subject.~5 
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The Privacy committee of New South

Justice Duff, speaking for the majority in

In Stewart v The Queen, the Supreme Court of

by the recent shocking news of widespread

His relevance to modern Australian consensus is

Committee· contains detailed discussion of this

another indication of the commonality of the privacy

of Canada and Australia.~6

computers.

demonstrated

private investigators.

Wales, the longest established statutory body in Australia

dealing with privacy has prepared guidelines for testing for

antibodies to the HIV virus. The latest annual report of the

"It is perhaps not easy to exaggerate the value
attached by the community as a whole to the
existence of a completely trained and honourable
medical profession; and it is just as important
that patients, in consulting a physician, should
feel that they may disclose the facts touching
their bodily health, without fear that their
confidence maybe abused to their
disadvantage. 1,:L"7

concerns

issue:

the Canadian Supreme Court affirmed the high value Which

Canadian Society places on the confidentiality of health

information.

Privacy

Because of the alarm and fear that attends the development of

information.

AIDS, the need for particular security in the processing of

data relevant to an individual's HIVjAIDs status is plain.

Yet during the past year the courts in Canada have made it

clear that the individual has no property, as such, in
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canada overturned a majority opinion of the Ontario Court of 

APpeal in that case. A union was attempting to form a group 

at a hotel. It was unable to obtain the names and addresses 

of the six hundred employees. Management refused to supply 

this information on the grounds that it was confidential. A 

consultant, hired by the union, obtained the· list through a 

security guard. For a fee, that guard copied the names from 

a list in the hotel, without removing or in any way altering 

the original document. The consultant was charged under the 

Canadian Criminal Code with counselling to commit fraud, 

theft and mischief to the private property of the hotel and 

its employees. The Supreme Court of Canada held that there 

was no offence. Justice Antonio Lamer wrote the Court's 

opinion: 

"Confidential information is not of a nature 
such that it can be taken because if one 
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taking a physical object, for example, by 
memorising or copying information the 
alleged owner is not deprived of the uses or 
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It is clear that privacy will take on a new meaning in
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Countries like my own which do not have such a

for the well being of the individual".

"If the privacy of the individual is to be
protected, we cannot wait to vindicate it only
after it has been violated ..• Invasions of
privacy must be prevented and, where privacy is
outweighed by other societal claims, there must
be clear rules setting forth the condition in
which it can be violated."20

"restraints imposed on government to pry into the lives of

citizens go to the essence of a democratic state". Referring

to the guarantee of privacy in Canada under section 8 of the

Charter of Rights and Freedoms, Justice La Forest said:

!?uring the same year, the Supreme court of Canada in

the Queen v Dyment20 asserted that "privacy is essential

right draws strength from the Canadian Charter of Rights and
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right. In the age of intrusive governments, prying business

charter must depend upon the common law to guard the privacy
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and the great computer enhancement of privacy invasion, the

This ringing affirmation of the importance of the privacy

the age of informatics.

need revision ten years after their adoption. They were

framed in terms of the technology of the time by which

information was generally supplied for a purpose. Now

matters of data can be analysed and identifiers which were

~uring the same year, the Supreme court of Canada in 

the Queen v Dyment20 asserted that "privacy is essential 

for the well being of the individual". It stated that 

"restraints imposed on government to pry into the lives of 

citizens go to the essence of a democratic state". Referring 

to the guarantee of privacy in Canada under section 8 of the 
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protected, we cannot wait to vindicate it only 
after it has been violated Invasions of 
privacy must be prevented and, where privacy is 
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This ringing affirmation of the importance of the privacy 

right draws strength from the Canadian Charter of Rights and 

Freedoms. Countries like my own which do not have such a 
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right. In the age of intrusive governments, prying business 

and the great computer enhancement of privacy invasion, the 
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