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WAS ORWELL RIGHT? DAXE EDNA IS BORED

As it is 1984, somebody had better talk to this Society about Crwell and his
book of the vear. Since Orwell wrote the book Ninety Eighty-feur in 1548, the vear 1984

has 'stood as a symbol of the way in which authoritarian attitudes and intrusive modern
techiology eculd undermine the freedom and individum? privacyt.l In jts major regort on
better privacy protestion for Australia, the Australian Law Reform Commission, in
December 1383, scknowladged that the book was a 'fantasy and parody' ior Crweil.
However, declared the report, 'enough reality already exists to coastitute z warning to
Australia that carefully designed legal responses are needed'.2

Over the past year cor so, it has been difficult to pick up a newspaper without
seeing mention of Orwell and his portrait of an cppressive, authoritarian state. Thus the
publisher of the Priva¢y Journal in Washington, Robert Sinith, recently expressed his
coneern that the United States was threatened by the widespread intrusions described in
"1984", George Orwell’'s novell

What we are allowing the computers to do tc our society is gquite upsetting. We

seem to {ee! that computers have so much information about us that we

shouldn't take any risks, that we should be compliant pecple. Public interest in

~

. privacy 1ssucs reached & peak from 1975 15 1977, when abuses of government

y)

scandais and activities of the ClA ... but with 1984, issues roizad in George

Y

swer were unvovered in the congressicnal investisations of the Watergate

Orwell's novel seem to have revived a good deal of interast about where our

society really is headed.d
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As evervont Knows., we in Ausiraliz are prone to contra-suggestabiiiiy, We are
not alone in tmis. But we have ..&cioped intcllestual eynicisin to a fine act form. It will
therefore be no surprise to learn that notable commentators on Orwell have soent mueh of
1954 questioning bis relevance to the social predicaments we actualiy fece. In fact, 30
strident hos this questioning beeome that Orwell has been all tut banished from the media
of late. In 2 fine turn of contra-suzgestability I have therefore decided to resurreet him.
But wnat do the erities say?

Dame Edna Everage, that discerning observer of suburban Australia, had ne
douzt. Previewing s propased film nutobiography, she ssid 'It's classier than the Taorn
Birds end not as boring as 1384 and James Orwell. Boy, am 1 fed to death with James
Orwell'8 Astute listeners wii reatize the studied insult. Whereas Eric Blair chose

*Georze' for his pseudonym, Dame Edna could not be botherad and dubbed 'George’, 'James'.

In en essay, 'Rats! to 1984, Dr Michgel Orange of the University of Sydney

cautioned against gatting carried away with Orweli:

ry

o

it wom't help us in the struggle to be politically vigilant if systems of

course we need tc be on guard against totzlitarianisms of Right of Left. But

government which we den't admire get inflated into fairytale monstrosities. We
can't negotiate arms control agreements with demons who live in the forest,
cnly with people. And those people have their own problems, have in particular
their own fears, We need as much reasonablenesé as we can get, 50 at times it's
important to say 'Rats! ' to 1984, aven if vou know thay'il get vou in the end.”

: !

. In more studious vein, Dr AW Pryor of CSIHO and Maeguarie University, at an
ANZAAS syrpesium on '1984, Predietion and Reality® deelared that Orwell was a novelist
of our time, He reflected the depression of a world which fears that technolugy will tuen
a5 inte glaves. But ha cautioned thal Orwell's frightened world was far worse than the

reanity,
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From geross the Tisman come similar cautionary words egainst oversiating the

SW 43 oVer, fan oe 2vh enauzh, 1o be sure.8

Orwellion warning., Radio New Zealand in its 'Senday Susplement' dezeribed the book as
‘one of the most cvercrowded band-waggens of 19349 Teking up this theme the former
New Zealand Minister of Justice, dim VieLay, said thet most commentators had just got it

wrong:

Nothing hos bsen more boring than the hackneyed and overworked cliches that
have obsessed- newspaper, magazine, radio and television commentators
desperate to give us their interpretation of George Orwell's story of a man who
lives in o totzlitarian staste, under esnstant observation and subject to thought
contrel by media manipulation ... The fact that Orwell originally intended io
call his book '1949' is conveniently overtooked. So too is the faet that the novel
was intended as a stinging eritizism of Stalin's totalitarizn Russia. So too is the
fact that East Germany is the modern 1984 state that most closely resembles
that in Qrwell's book. These ere the facts, but the cliche is far too good to be
obscured by the ~ facts. - Self appointed eivil libertarians,
journalists-with-nothing-better-to-do and bered — soeial — eommentators have
all issued their dark warnings of the imminent advent of 'Big Brother' ...
[Crwelll warned of the dehumanizing potentiel of technology but did not
gppreciate, as one writer has since cbserved, thai technology 'ullow(si us to see
our planet from space and to hear the whales sing: also deepenfs] our
understanding and appreciation of human experience ... [ can't help but gei the
impression that some of thesc self-appointed commentators so admire the book
that they want its fiction to become reality - if only to enable them to say *1

- told yf)u so.10
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Sat are we realiy on loe verge of Iferty eontrol ol the Statey G Thought Poiice? GF
deviatisn from party norms in the form of Thoughterine? Of the pervasive iclescresn
which not only presenis information and cannot be turned cff but watelizs ogver overyone
too? Have we really coma to deeeitful Newspeak, with its impoverishment f the lanzusge
deliberately encouraged in the intercsts of muss conformity? Should be worricd that the
mass meciy orings an impoverishment of culture? How reusl is Orwell’s 1984 to the Lucky
Ceuntry?

It weuld be esmiforting to say that we have nathing to learn from Orwrell's book
- that we can put it aside and laugh at our good fortune. But there is cnough there io
worry gocd citizens and 10 reguire action in defence of privacy and other values, Take a
few items in the mecia in rceent months, )

irst, there is the so-cailed 'Age Tapes' affair. It now seems highly Hkely that

e

Police. Officers were engeged over a long pericd in iilegal taping of tciephone
conversation which inevitably caught up in their net a large number of unsuspecting
people. In the wake of this disclosure, en atmosphere of fearll has been engendered in

the use of ielecommunications nat dissimilar to that predicted by Qrwell:

Any ‘sound that iWinston made, above the level of a very low whisper, would be
picked up ... Moreover, so long as he remuined within the field ... which the
metal plague ecmmanded, it could be seen as well as heard. There was, ofl
course, no way of knowing whether you were being watched at any given
morment. How cften, or on what systerri the Thought Police plugged in on any
individual wire was guesswork. It was even conceivable that they watched
everybody oll the time.

e Federal Atiosney-General, Scnator Gaioth Evans, has himself declared that
his tclephonz at Paerlizmyent House has been intercepted. Indeed, Senator Fvans was

reported as bobiaving that he had been the subjeet of a 'long-term Vietorian pirone-tap’. I3
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Ltz othar sice of polities Lir Suhn Dowd, Shadow Attorney-Geoneral in New
Soutn Wales, was repcried as having fesrs that his Parliamentary Cffice was being
bugged, ' have a tot of informaticn herc’, he said, 'that other people would deariy love Lo
gat their hands cn', 14

A3 if that were not encugh, the Prime AMinister, Mr Hawke, has expressed his
fear that even the privacy of his telephones cannot be guak-anteed. He expressed a view
that Ministers would be 'wise to act on the assumption they may be [tapped] 115 Later,
speaxing to a trade union funeiion, Mr Hawke said 'l know that I have had conversations on
phones that if they were made openly would be capable of misrepresentation. ! have
“certainly said things on the telephone of which I would be ashamed —- and so has every
single person'. In & timely way, Mr Hawke warned of the danger of the unresiricted use
and publication of illegallv cbtained telephane conversations. 18

Justice Hope, the Royal Commissicner investigating the seeurity and
intelligence agencies, has heerd allegations that the Defence Signals Dirsctorate hes
ittegally tapped telephone eglls in Australia, allegedly because of the fear that the

Attorney-General would not issue & warrant as he is empowered to do by law.17

In late May 1934 it was reported that the telephone of Justice Slattery, the
Special Commissioner investigating New South Wales Minister Rex Jackson, had been
checked by Federal Police for bugging devices.l8 11 will be recalled that Justice
Siattery was himself in possession of transcripts of legal telephonic interceptions whieh
had been authorised in respeet of Mr Jacksoi's telephone. Special Federal legistation had
been enacted authorising the release of these intercepts to the Speeial Commission of

Inquiry.

-

Notwithstanding nil the fears and denunciations, it is now reported that Federal
yovernment agcncics'. in a bid to stop the spread of iflegal SP boolkmaking, are considering
actually widening Federal phone lapping legislation. According to reports, the proposed
chenges are aimed at allbwing police to use Telecom's 'scrup machines' or call record
printers {CRP) to monitor the telephones of suSpeéted 3P operators. The machine permits
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Siputarizaiion of pelice dnta in Ausiraiis i3 wall agvaneed. lustead of o radio eall to an
uverloudad cominunications reom for routine information, eomputer terminals linked 1o
intergrated criminal inteliigence systems will soen e able to provide instaniancous cale
on virtually every citizen — from the cradle to tie gr-:we.21

There are meany other developments that! give rise to concern for cur eivil
liberties in the age of informaties. The growing use of eredit cards in the ceshiess sceiety
will provide a ‘eredit trail’ that eonstitutes a vivid daily biography of an inereasing number
of citizens. The ell-seeing television screen predicted by Cerwell may niot be needed if
every transaction of life can be rascrded and cenirally maintained, analysed wend
presented to authority. Everywhere you co. Every took you buy. This is not a {ar-distant
nightmare. It is a technology that is virtually with us eiready. As a society, we must ask
whether we accept the inevitable erosions of individual privacy and anonymity. Or
wiether we should lay down rules that we have the ccurage 1o enforee, even when it
seems hard to do so..Of course, it is hard to execlude the future use of sensational
telephone conversations illegally obtained. Yet, rights matter most when important
freedoms are &t risk.22 [1 is tempting to publish and be damned. To do so can always be
cloaked in a self-rightecus appeal to the {reedom of the press. Bui there is 2 competing
ireedom that it also at stake here. It is the fragile freedom of individual privacy in a free
soeiety. The new information technology with its many marvellous benefits for mankind

puts this freedom at risk.

In the_early cays of the Australian Law Reform Commission the dangers,
including the 'ehilling effect’ of widespread telephonic interception were ¢alled to notice.
Relying on the reported figure of 107 legal Australian phone tiaps in 1973, the Law Reform
Commission said if‘ a 1975 redort:

If American figures as to the ratio of persens and conversations overheard to
wire taps installed are any kind of guide, it may indecd have bDeen the case that
a 107 wire taps to the year cnding Mareh 1273 resulted in the overhearing of as

many as 12,000 different people engaged in as many ns 68,000 conversations.23
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interception of teiggiiane convemsations oy Quounsiand police,
so inurcd to the erssion of privacy by interception? Is the findinz of the cceasional
misereunt in this way worth puying the price of the virteally toinl destruction of the
community's isng neld confidence in ihe orivacy of its telephonic system? Given the

3
United States figures, is it only guiily pecpie who have to worry about Seing cuught up in
the web of interception? Or will not very large numbers of perfectly innocent good
citizens be caught up in an expanding net of official surveillance? Are we to take our laws
on wire taps sericusiy or must we watch helpless at the death of privecy in Australia?
These are legitimate guestions the Australian community should be asking itself in 1984.
They, and other questicns, were raised in the Law Reform Commissien's report on privacy

protection. ’

THE DEPORT ON EETTER PRIVACY PROTECTION

Baveond Computars. The privaey report identifies the ehief threats to privaey in

modern Austrzlia. They are:

. new surveillance technology, telephone taps, listening devices and hidden cameras;
© but also

. growing official powers of intrusion;

. new invasive business practicas;

. new information techneclogy, computers linked by telecommunications.

The central recommendation of the Law Reform Cominission’s report on privacy was the

proposel to establish a '‘privacy waichdog'. But there were many oiher proposals:

. -enlargé’ment of the Federal Human Rights Commission to assume new and special
resposibilities for privacy protection i contemplated by the Internationsl
Covenant on Civil and Politieal Rizghis;

. provision of statutory guiding rules for the evaluation of complaints about privaey
invasion; ‘

. speeifie limitations on specially invasive body cavity searches by Federal of ficials;
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. expand tie suggested model 5o thet it will apply in the States, whos2 luws presently

govern the great purt of privacy regulatizn in Australia;

. expand Uederal regulation by utilising relevant Federal neads of 2enstitutional
ocwer sueh as those wiu‘ch perinit the Cominenwealth to make laws governing the
States on banking, insurance, corporsticns and external affairs; and

. develop Aunstralia’s laws in the econtext of internationa! developmenis in
information tzehnelogy eand  fast-expanding international ruies governing

informaties (the iinkage of computers and telecommunieations).

The Australian Law Reform Commission's report specifically rejects the ereation of a
vague and general civil remedy of privacy protection. it also rejects confining privacy
protecticn to ecmputerised personal information systems. it acknowledges the general
desirabiiity of facilitating the free flow of information and that this ean sometimes lead
to a clasn with privaey interests. it suggests that privasy laws should be developed to
supplement present Ausiralian laws which aiready partly proteet this interest. But it urges

early attention to its recommendatiions:

Unless lzgislative 2nd other actions are itaken f{or the better protection of
privaey, this important attribute of fresdom may be irretrievably lost.28

Informution privacy. The Commission’s report declared that one of the most

important scureces of danger for privacy of the Australian today arose from the
remarkabiz technalogy of informatics. I use that word, sithough I know that it has not yet -
gaincd universal currency. To refer to computers is now inadequate, for computers have
now been married to ielecommunications. To refer to 'computications’ as one French
Minister did, is u!‘:scceptnble because it is irredeematiy uzly. Information technologv' is &
mouthful. In any ease, it will remind most ordinary rcitizens of propaganda machines ar
conjure up images of a ¢ompositor or a printing press. [ now make ny bid for 'informaties'.
It is a simply singie word increasingiy accepted in the QECD. We should get used teo it in

Austratia, Informaties — the word and the phenomenon = is here to stay.
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then the many ssurces of the data and which may, in aggregatle, disisrl an
misrepresent the data stbjeet;

. the ereation of an entirely new profession, 'vomputerisis’, or 'informaticists',
largely unrestrained by law and unevenly restralned by established professional
codes of conducy;

. the greater case of sccessibility to personal data, despite codes and oceasional
encrypiion, when the tcehnologist is really determined;

. the tendency to centralise control of personal data;

. the rapid advance of international telecommunications, diminishing the gower of
domestie governments and lawinakers 1o enforee locul pereeptions of fairness and

privacy.

The Law Reform Commission's recommendations address thesc problems and propose
adoption of a series of prineciples by which complaints of privacy-offending conduet can be
evaluaied and dealt with by the Privacy Commissioner. In addition, ihe proposals adopt
the so-called 'golden rule' of privaecy protectionﬂ found in legislation in Europe and Nerth
America. This is the right of the data subject normally to have aeeess to personal data
about him- or herself. it is & right of access which must succumb to exeepiicns in certain

cirzumstances. The approach taken is:

. there should be a right, enforeesble under Federal law, by whieh the individual will
be enti:i-ﬁd, unless exeluded by law, to have access to bhoth publie and private
scetor records of personal information held abiout him- or heeselfy

. where it is found that this Information is incorrect, incomplote, out of date oo
misleading, procedures for correction of the record cor addition of appropriate
notations should be avaiiable;

. in addition to this 2nforceable right, rules are proposed to wavern the use,
disclosure and security of personal inforinntion. Suspected brench of these rules
eun bz investigated by the Privacy Commissioner aad esn he the stihjeet of

onbidiman-like soactlies,
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Privaey prinzinles, 1t 4150 i=aves {or the future the question of whelher any of

the other information privaey prineciples -- largely derived from the QECD Guidelines on
Trans Baorder Data Tiows and the Protection of Privaey — shouid be developed inio
enforeeable rules — ie rules which, like the right of aceess, can be direetly enforced bly
the data subjeci. For this reason, it is perhaps useful o state the ‘information privacy
principles’. They sre s2t out in a schedule annexed to the draft Privaey Bill wmich is in
turn atiached to the Law Reform Commission's report. Under clause 7 of that Bill it is
daclared thats:

where a person does an act or acts in accordance with a practice that is

contrary io or iaconsistent with anything set out in the schedule, the aet or

practice shall be taken to be an jaterference with the privacy of a person.2?

These are the infermation privaey prinecinoles proposed by the Law Reform Commission:

Collection of Personai Informatian

1. Persenal information should not be eollaeted by unfair or unlawful means, nor
sheuld it be collected unnecessarily.

2. A person who collaeets personal information should take reasonable steps to
ensure that, before he colleets it or, if that i5 not praecticable, as soon 2s
practicable alter he collects {t, the person to whom the information velates (the
‘record-subject') is told —

{a) the purpcse for which the info_:-mation is being collected (the 'purpose of
ollection'), unless that purpose (s obvious;

(») i the eollection of the informatior is authorised or required by or under
law = that the collection of the information is so authorised or required;
and

{e) in gencral terms, of his uwsual pruetices with respect to diselosure of

sersonal information of the kind roliceted.
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ensure that porsonnd i n his possession or under his control i3

securely stored and is nct misused.

Aecess to Hecords of Persenal informaticn

3. Where a person hes in his pessession or under his control records of personal
information, the résord=subject should be entitled to have access to thosa
records.

Cerrection of Persepal Information

6. A person who has in his possession or under his control records of personal
information about another parson should correct it so far as it is inaceurate or,
heving regard to the purpose of collecticn or to a purpose that is ineidental to
or connected with that purpuse, misleading, out-of-date, incompiete or”
irrelevant.

Use of Personal Information

7. Personal infermation should not be used except for o purpose to which it is
relevant. .

5. Personal information should not be used for & purpose that is not the purpose of
colleation or a purpose incidental to or connected with that purpose uniess --
{a} the record-subjeet hes econsented to the use;
(&}  the person using the information believeés on reasonable grounds that the

use is recessary to prevent or lessen a scrious and imminent threat ta the
~ ' 'Iife or health of record-subject or of some other person; ov

(e}  the use is required by or under law.

S. A parson who uses personal information should take reascnable steps to ensure
that, having regard te the purpose for which the information is being used, the

infermation is securate, complete and up to date.
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The report dees nct eonfline itself in its applizaiion to pemsonal informatien 1o informaties
personal data, In other words, it is neuiral s to the technology by which the personal
infermation is kept. This coneiusion was reached partly as a result of the Commission's
terms of reference, paertly from considerations of the Austiralian Censtitution but partly
also from refiection upon the dangers that can just as readily arise to personal privacy
from an cld-fashicned paper notebook or a manilla folder in the bottom drawer. Strietly
speazing, then, this is not a data protaction and data security statute, such as has been
enaeted in many Eurcpean countries and proposed in England. The Ausiralian Law Reform
Commission's proposel addresses generieally the problem of privaey proteetion. It is
neutral as to the medium used for the atuse of privacy. It is candid in its declaration that
future legisiation, specific to informatics, may be needed. The report frankiy
acknowledzes that its proposals can be seen as simply o step on the long path of

protecting social values that are challenged by the new information technology.

CONCLUSIONS : WOODY ALLEN AND OUR CHOICE

This address, to a forward-looking bady like the Australian Iron & Steel Pty
Limited Technienl Society, might seem a depressing contribution. Yet evervbody knows
that the good news of techinology brings with it the bad news of the nead for
uncomfortohle social adjustment. There are many other social problems that come in the
train of informggi‘cs. They will require attention by Australian sdciety. They arc identified
in the Law Heferm Commission's priveey report, They include the impact of structural
unemployment, the growth of vilnerability of the wired scciety, the growing potential for
computer erime, the relative 10ss of cultural, political and ceonomic sovereigniy, the loss
of jurisdictiona-l iegal autenomy and so on. There are special problemns in Australin in
taekling these issu2s in o eoherent and well thoughit out way. Qur Federal Censtitution,
which long preceded the development of computers, does not encourage a national
approach, {n recent wecks, the Queensland Parliament has procceded with its own Privacy

Committee Rill.28 A serious question will be raiscd as
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il we escape the nuciear hclecaust, miust we really contemplate the utter
nepelessness of the Orwellian nizhtmare? [s it beyond our wit and will in the age of the
mierochip, the satellite, laser and other information technology to preserve at lesst the
eentral features of individual freedom and personal privasy, the rule of law end
optimistie, reforming institutions? I trust that Woody Allen for once got it wrong that
Australian socicty, at least, will have the wisdom to perceive its predicament and in an

wge cf science and technology, to preserve and defend its enduring human values.
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