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WAS ORWELL RIGIIT? DAME EDNA IS BORED

it is 1984, somebody had better write to this Sceiety aboui Qrwell and his

book of the year. Since Orwell wrote the book Ninety Eightv-four in 1948, the vear 1584
has 'stcod as a symbol of the way in which euthoritopian attitudes and intrusive modarn
teehnology could undermine the freedom and individual privaéy’.l I its major report on
better privacy protection for Australia, the Australian Law Reform Co'mmisxion, in
December 1983,7 golinowledged that the book was a ‘fantasy and parody' for Crwell

tHowever, deoelared the repert, 'enough reality alreacy exists to constitute o warning to

Australia that eerefully designed leza! responses are needed'.?

QOver the past year or sg, it has been cifficuit to pick up newspaper in
Ausiralbia witheut sceing mention of Orwell and his porirait of an oppressive, nuthoritacian

stnie. Thus the pnlisher of the Privacy Journnl in Washington, Robert Smith, recently
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seem W {g2l that computers. have =0 rauech informAation obout o Lat o ws
sacuidn't taxe any risii, that we should be coaplant people, Publiz fiitermest In
privecy issucs recched a peak from 1975 to 1977, when adbuses of govemment
oower were unccvered in the congrassionel mvestigaiions of the Weatergate
seandals and gotivities of the CIA ... but with 1982, issues raised in George
rwell's novel seem 1o have revived a good deal of interest about where cur

society really is headed.?
VAA national opinion research survey of attitudes towards priveey in the United Staties
disclosed that one in every three Americans beiieved that their society was 'very close to'
or ‘already like' the type of society described in Gearge Orwell's book 1984 - a soclety in
which 'wirtually all personal privacy has beon I:st and the government knows almost
everything that everyone was doing.™ Almost one in ten Americans {9%) felt that their
phone had been 'wire-tapped' at sometime. Public opinicn polls on privacy conducted in

Australia elicit similar results.d

Australians are prone to contra-suggestability. We are not alone in this. But we
have developed intellactual cynicism to a fine art form. It will therefore be no surprise to
leam that notable commeniators on Orwell have spent much of 1984 questioring his
relevance to the sccial predicaments we getually face. In foet, so strident has tiis
Guestioning become that Orwell has been all dut banishad from the media of late. In a fine

turn uf”contz‘a-—suggest;:l)iiity I have therefore decidad 10 resurveet him. But what do the

erities say?

LTS
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in 2n essay, ‘llets! o 1934, Lr llicheae! Orange of the University of Sydney

coutioned egainst getting carried away with Qrwell:

Of course we need to Sec on guard ageinst totalitarianisms of Right of Left. But
it won't heip us in the strugzle to be politicaily vigilant if systems of
gouemmenAt which we den't admire get inflated into fairvtale monstrosities. We
can't negotiate arms control agreements with demons who live in the forest,
only with pecple. And those pecple have their own problems, have in partieular
their own fears. We need as much reasonzlleness as we can get, so at times it's

important to say ‘Rats!’ to 1884, even if you know thevil get vou in the end.?

In more studious vein, Tr AW Pryor of CSIRO and Macquarie University, at &
symposium of the Australian & New Zealand Association for the Advancement of Science
on ‘1984, Predietion and Reality' declared that Orwell was a novelist of our time., He
reflected the depression of a weorld which fears that technology will tum us into slaves.

But iie csuticned that Crwell's frightened world was far worse than the reality.

Orwell’s '1984' has a reputation of being the first of this new wave of
disenc.hantment «» Orwell feared the last iyr:mny_ of all the 13.'.rannies of the
high minded reformer - Plato’s ‘republic’ perfected by technology. But, all the
same, '1984" is not a well-argued prediction of the future trends in society, We

itave
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Crwellian waming. Radio New Zealarmd in its 'Sundav Supplement’ deseribed the book &s

‘one of the most overcrowded band-waggons of 19845 Taking up this theme the New

Zenl istar of Justice and now Deputy Prime Minister Jim Mclay said that mast

commentators had just got it wrong:

Nothing has b2en more horing than the hackneyed and overworked cliches that

have aobsessed newspaper, megezine, radio and television commentators

desperate to give us their interpretation of George Orwell's story of 2 man who
lives in a wtalitarian state, urnder cor:s;ta,'xt obsarvation and subject to thouzht
conTol by media menipulation ... The fact that Orwell originally intended o
czil his book '1949" is conveniently overicoked. So toe is the faet that the novel
was intended 25 a stinging eritieism of Stalin's totalitarian Russiz. So teo is the
fect that East Germany is the modern 1984 state that most closely resembles
that in Orwelil's book. These are the facts, but the cliche is far too good to be
cbscured by e facts. Self’ appointed - civil liber tarians,
journalist s=with-nothing-better-to-do and bored — sogial — commeqtators have
L issued their dark wamings of the imminent advent of 'Big Brother ..
{Orwelll wamed of the dehumanizing potential of technology but did not

apgretiate, 45 one writer has sirce observed, that technology 'allow(s] us to sse
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THE PRIVACY INVASIONS : MUST PRIVACT LME?

For «il the eriticisms of Orwell, and his book, the nagging fear musm rémuin
that it coints our community to & waming sizn conceming some of the warrying patential
oi the new informaticn technoiogy. In little thinzs, Orwall clearly got it righs and indeed
hias already been fullllied. The cloeks that would strike thirteen can now he seen at every
airport. The day when the 'pint' of bitter would be replaced by the litre is already with us.
But are we realiy on the verge of Party control of the State? Of Thougzht Police? GF
deviation frem party norms in tie form of Thoughtcrime? Of the pervasive telesereen
which not only presents infcrmaticn and cannot be tumed off but watches over everyone
too? Have we really come to deceiiful Newspaak, with its impoverishiment of the language
deliberately encouraged in the interests of mass conformity? Should be worried that the
inass media brings en impoverishment of culture? How real s Orwells 1984 to the Lucky

Country?

It would be eomforting to say that we have nothing to leam from Orweil's hook
- that we can put it aside and laugh at our good fortune, But there is enough there to
werry gocd citizens and to require action in defenece of privacy and other values. Take 2

few items in the media in rezent months.

Firsl, theme is the so-ualled ‘Age Tapes' affair. It now seems highly lixely that

Police Qfficers were engaged owver a long period in itlegal taping of talephone

eonversation  which inevitubly estght up in their net a lanre number of
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Ay Loand it Winston made, abavoe ng lovel of 1 vars wow walnpen woolli e
eNn I L. Mloreover, so long os he remained within the field L. which the
meial pligue cominanded, it could Le seen o3 well as hesrd. There was, of
course, no way of knowing whether you ware being watched at anmy given
moment. How often, e on what system the Thought Police plugged in on any

individial wire was gussswork. Ii wes even conceivable that they watched

Suw

everyoody all the time.

The Atwomey-Ceneral of Australia, Sernator Gareth Evans, has himself declared
that his telephone at Parliament House has beén intercepted. Indeed, Senator Evans was

reported as believing that he had been the subject of a Tong-term Victorian phone-tep'.12

Federal Minisiers have been warned to treat their parliameniary telephones as
‘unsafa' after Senztor Evans told the Australian Federal Cabinet on 15 April that he
bealieved his office telephcnes had been A'bugged'. Senator Evans asked ASIO to check his
ielephones after ‘irregularities' were discovered during a telephone conversation. The
irregularity apparently involved occurred when one of his staff members heard a tape

replay of a eonversation just eompleted, repeated over the line.13

On the other side of polities Mr John Dowd, Shadow Attorney-General in New
South Wales, was peported as having fears that his Parliamentary Oifice was being
“buzged. Thave a ot of information here!, he said, "that other people woulid dearly ldve to

get their hands on'. 14

.
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have had conversatians oo phonzs hal iF they were mnGe o3enly would ba canabie of
-.".-.is:‘cpresenmtisn.' i heve ccrinmiy said things on the t2lephone of which 1 would be
ashamed -- ard so has every single person’. [n‘z: tiinely way, Mr linwke wamed of the
danger of the unresiricted use and pudliention of illegaliv obtsined telephone
cenversations. 18

Justice Hope, the Royal Commissioner investigating the security anj
intelligence agencies, has heard allegations that the Dei‘énce Signals Directorate has
iliegeily tapped telephcne cells in Australia, allegedly because of the fear that the
Attomey-Genaral would nct issue a warrant as he is empowered o do by law. 17

In lote May 1584 it was reported that the telephene of Justice Slattery, the
Special Commissioner investigating a New South Wales Minister Rax Jackson, Accused of
comrupt practices, had been ehecked by Federal Police for bugging devices.t® It will be
recalled that Justice Slattery was himself in possession of transerists of legal teisphonic
interceptions which had been authorised in respect of Mr Jackson's telephone. Special
Federal legislation had been enacted authorising the release of these intercepts to the
Special Commission of nguiry. |

Notwithstarding all the fears and denunciations, it is new reported that Federal
Govemmeant agerncies in Ausirzliz, in a bid to stop the spread of illegal SP bookmaking.
are considering r.:.etua.ll).r widening Federai phone tapping legislation, According to reports,
the proposed ahanges are aimed at nliowing police to use Telecom's 'serap machines' or

vall record printers (CRP) e monitor the telephones of suspected SP opemtiows. The
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Wailst e lelecommiunivations intzreeptlions by Stute Polize in Australia may
neve been illegal (amd wsre now w0 be further prohibited and controlied by State
icgisiation30) the move o the computerisation of police data in Australia s well
agvanced. Instead of a racio eall to an overloaded communications room for rautinz
infermaticn, computer terminals linked to. intergrated criminal inteiligence systems will

soon be able to provide instantaneous data on virtually every citizen -- from the eradie to

Thers are many other developments that give rise to concerm for our eivil
liberties in the aze of informaties. The growing use of credit cards in the cashless society
will provide a ‘erecit trail’ that constitutes a vivid daily biography of an increasing number
of citizens. The ali-seeing television sereen predicted by Orwell may not be needed if
every transestion of life can be recorded and cenfrally maintained, anelysed and
prasented io authority. Everywhere you go. Every book you buy. This is not a far-distant
nightmare. It is a technology that is virtually with us already. As a sceiety, we must ask
whether we accept the inevitable erosions of individual privecy and anonymity. Or
whether we should lay down rules that we have the courage to enforce, even when it
seems hard o do so. Of course, it is hard to exclude the future use of sensational
telephone conversations illegelly obtained. Yet, rights matter most when important
{raedoms are at risk.2Z It is tempting to publish and be damned. To do so can always be

ciczkod in a self-righteous appeal to the freedom of the press. But there is a eompeting
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inciuding the oRiling effcal Lfwiteapread telozhonie intarception ware Suaiied W notico.

flelying @i thve reporied figure of 167 legal Ausirsiian phon2 tass in 1973, the Australian

Law Reform Commission seid ina 13735 repoet:

M Americen figwres as io the ratio of persons and ecnversations overheard to
wire taps. instailed are any kind of cuide, it may indeed have been the case that
& 107 wire taps to the year erding Marceh 1973 resulted in the overhearing of as

meny as 12,000 difierent pecple engaged in as many as 68,000 conversations. 23

Prephetically, the Commission in 15‘[5 eailed attention to the illegal use of
tele_phonic interception by State police forces. It rzcorded that the former Prime
Minister, Mr Menzies, hiad written to the then Premier of New South Wales to ask that
Ngw South Wales Pciice have thelr attention drawn to Federal lezislation on telephonic
interception and be reguested to aveid future contraventions of rules and limitations on
police phone- taps,2f A similar letter was written by Federal Attomey-General
Greenwood to the Queensland Attorney-General in 1972 protesting at the illegal
interception of telephone conversations by Quéenslahd police."~’.5 Have we now become
so inured to the erosicn of privacy by intereeption? Is the finding of the oceasional
misereant in this way worth paving the price of the virtually total destruction of the
communitys long heid confidence in the px'ivac'\-" of ite telephonic svstem? Given the
United ‘States Eg-ures. is it only zuilty people who have to worry ebout being eaught up in
the web of interception? Cr wiil not very large numbers of perfectly innocent goaod
citizens be caught up i1 an expanding net of offteial surveillance? Are we to take our laws

on wire taps seriously or must we watch helpless at the denth of privuey ins Australia?
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THE HEPORT ON BETTER PRIVACY PROTECTION

Bevond Computers. The privecy report of the Australisn Law Reform
Commission identifies the chief threats {o priveey in modem Australia. They are:
!
. new surveillanee technology, teiephone taps, listening devices and hidden cameras;
but alse
. growing official powers of intrusion§
. hew invasi‘ve business practices;

. new information technology, computers linked by telecommunieations.

The central recommercation of the Law Eeform Commissicn's report on privacy was the

proposal to establish a 'privacy watehdog'. But there were many other proposals:

. enlargement of the Federal Human Riéhts Commission te assume new and special
resposibilities for privacy protection as. contemplated by the Intemational
Covemnt on Civil end Political Rights;

. provision of statutery guiding rules for the evaluation of complaints about priveey
invasicn; -

. speeifie imitations on specially invasive body c;‘a\rity searches by Federal officials;

- new Federal legislation to control secret surveitlznce by listening and optical
devices; ]

. extensign of present legislation to tighten up rules against telephone tapping and

intrusions into the privacy of the mail.
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o4 mondel se tnat iowil appiy i the States, whose iaws prasently

covem the Zreni part of privaey uiation in Ausiralia
LRl Feu;e:al regit.nisa by utilising neioevant Federal heads of eanstitutional
powar sueh a3 those wiich permit the Commonwealth to make laws governing tae
States on banking, insurance, corporations ‘und extemal affairs; and
. develop Australis’s isws in the context of interpational developments in
information teehnology amd fast-expanding intemational rules goveming
informatias {the linkage of computers and telecommunications),
The Australian Lew Reform Commission's report specifieally rejects the creation of a
vazue ard genéral eivil remedy of privacy protection. It also rejects confining privacy
protection to computerised personal information systems. It acknowledges the geneml

1

desirasility of fazilitating the free flow of information ani that this can someiimes iead
to a clash with privacsy interests. It suggests thet privacy laws should be developed to
supplement present Australian lnws which already partly proteet this interest. But it urges

carly attention to its recommendations:

Unless legislztive and other actions are taken for the better orotecticn of

privacy, this important attribute of freedom may be irretrievably lost. 26

Information privacv., The éommission's report deeclared that one of the most
important sources of danger for privacy of the Australian today arose from the
remarkable tcchnolng:y of informatics. I use that word, althouzh [ know that it has not vet
sained universul curraney. To refer to computers is now inedequiate, for computers have

now been married to tslecommunications. To refer to ‘computications' as one
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Ynfarmatiza's 1o a simply single wond mercesingly pecepted in the GECDL We shizuld ge:

usad 10 it in Australia. Infoermaties -- the word and the phenomensn — is home o stay.

The features of informmaties mentioned in the privacy report gs factors that

increase the risk to individual grivaey inelude:

. the vastly inereased amounts cf persenal information that can now .be stored
virtually indefinitely;

. the gnormeous inerease in the speed and ecase of rewrieval of sueh information now
technologically possible;

. the substantial reduction in the cost of handling, storing and retrieving such
informatien which makes it tempting to keep it just in case it may prove useful;

. the constant establishment of goross-linkeges between information systems
parmiiting searching and matching of data supplied for numerous puUrposes;

. the capability of building up a composite profile, one which is no more aceuraze
than the many sources of the data and which may, in aggregate, distort ard
misrepresent the data subject;

. the ereation of an entirely new profession, ‘computerists’, or ‘informatiecists,
largely wnrestrained by law and unevenly restrained by established professional
codes of conduct; '

. the greater case of accessibility to personal data, despite codes and cccasional
encrypticr}, when the technologist is renlly determined:

. ilie tendency o centralise control of personal dota;

-

- the rani

v

4

advance of internaticnal telecommunications, diminishing the power of
domestic govemments and lawmakers to enforce local perceptions of laimess and

privacy.
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Curope zikd North Amariea, This s the right of the data suljedt sorc aliy 0 have uceess

1o zomazizl datu abeut Bilin- or herself. It is a right of nveess whieh miust succumd

exceptions in eertain circumstances. The approach taken is:

. there should be g right, enforceabie under Federal law, by which the indivicual will
be entitled, unless exclided by law, to have sccess to both public and private
sector records of personal information held about him- orherself;

. where it 5 found that this information is ineorreet, incompiete, out of date or
misteading, proccdures for correction of the reecord or additicn of appropriate
notations should be gvailable;

. in additicn tc this enforzeable right, rules are proposed to zovem the use,

isclosure ard security of personal information. Suspected breech of these rules
¢an be ivestigated by ithe Privacy Commissioner and can be the subject of

ombudsman-like remedies.

The Law Reiform Commission's report expands and clarifies the right of sccess, aiready
found in the Federal, Vietorian and proposed New South Wales freedom of information
legislation. It clariﬁes the right ad pushes it for the first time into the private seetor in
the context of Federal regulation of the Australian Capital Territory. The report makes it
plain that the Law Reform Commission was limited tn. the terms of its reference and the
Australian Constitution from expanding this centr.al privacy rizht of aeccess to a much
wider field in the private sector. It leaves any such cxpamsion of privacy protestion ns

tasks for the future.
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enforceable ruies — o sules whinzh, Hike the vigld > oLroelly enioread by
the data subjeet. For this reason, (U 13 perhapgs useful to state the ‘information privacy
princinles’. They are set out in a schodule amnexed w3 the <raft Privaey Bill which is in
tum aiteched o the Law Referm Comimissicn's report. Under clouse 7 of that Bill it is

declared thats

where & person does an set o¢ ects in accordance with a practice that is

‘eontrary to or inccnsistent with anything set out in the schedule, the aet or

practice shall be taken to be an interference with the privacy of a persen.2?
These are the information privacy principles proposed by the Australian Law Reform

Commissicn:

Cclleetion of Personal Information

1. Personal information should not be collected by unfair or unlawful means, nor
should it be coliected unnecessarily.

2. A person who collects personal information should take reasongbie steps to
ensure that, before he collecis it or, if that is not practiceble, as soon as
prac_tiq:able after he colleets it, the person to whom the information relates {the
'recard-subject’) is told —

{a} the purpose for which the information i3 being collected (the ‘purpose of

- ;:'ollection.'), unless that purpose is obvicus;

(6} if the colleetion of the information is authorised or required by or under
law -- that the collection of the infermation is so authorised or required;
ang

(c) in gencral terms, of his usual brncticos with respect to disclosure of

narsonal information of the kind eollected.
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s are, in the eircumstantes, rzassnable to

2

4. A Dperson should tmie sueh
ensure that personal :nformaiion in his possession or urder his control s

securely stzred amd is not misvsed.

Access 1o Reoords of Personal Information

‘3. where a person hies in his possession or under his eontrel records of persenal

information, the record-subjeet should be entitled to have sczess o those

records,

Correction of Personal Information’

8, A person who has in his possession or under his control rccords of personal
information about another perscn should correet it so far as it IS inaccurats or,
having regard to the purpose of collection or to a purpose that is incidental to

or connceted with that purpose, misleading, cut-of-date, incemplste or

irrelevant.

Use of Personal Information

3

7. FPersonzl information should not be used exvept for a purpcse to which it is

ralevant.
B. Parsonal information should net be used fur o purpose that is not the purpose of

eollection ar 2 purpose incidental to or eoitnected with that purpose unless —
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W the use i3 required by or under iaw.

S, A person who uses personal information shoul! take reasonahic steds o ansure
ard to the purpose for which the infor.nation is being used, the

information is azcurate, complete and up 1o dase.

Diselosure of Personal Information

I10. A person should not disclese personal information to another person unless--
{a) the record-subject has consented to the disclosure;
)] the person diselosing the informatien believes on reasonable grounds that
the diselcsure is necessary to prevent or lessen a serious and imminent
threat to the life or health of record-subject or of some other person; or

{e) the cisclosure is required by or under law.

The Australian reéort dees not confine iiself in its appliestion to personal information to
informaties personal data. In other words, it is neutra! as to the technolegy by which the
personal information is kept. This conclusion was resched partly as & result of the
Commission's terms of reference, partly from considerations of the Australian
Censtitution but-partly a!so from reflection upon the dangers that ean just as reudily arise
to personal privacy from an oid-fashioned paper noteboolk or a maniliz folderr in the
botiom drawer. Strietly speaking, then, this is not a data protection and data sccurity
sfatute,"such as ;ms bean enacted in many Eurcpenn countries and proposed in England.
The Australian Law Reform Commission's proposal addresses generically the problem of
priveey pmtection. It is neutrazl as to the medium used for the abuse of privaey. It is-

caniid in its



wis 233y may seem depressing from the Antipodes. Yat everybody knows that

the good news of technology brings with it the bad news of the need for uncomfortabla

k=14

soeial adjust vent.

ape any oliter svcial problems that come in the train of
informatics. They will require aitention by Australizn séciety. They are identified in the
Australian Law Ref-rm Commissica’s priveey report. They include the impaet of
structueal unemployment, the growth of vulnerability of the wired socicty, the growing
potential for computar erime, the relative loss of cultural, political and econcmic
sovereignty, the loss of jurisdicticnal legel autonomy and so on. There are special
problems in Australia in tackling these issues in a coherent and well thouzht out way. The
Australian Federal Constitution, which long preceded the development of comput-ers, does
net 'encourage & national approach. In recent weeks, the Queensland Parliament has
proceeded with its own Privecy Committes Bill.28 A serious question will be raised as
to whether, with such g pervasive and universgl technology, Australia ean aiford the

luxury of disparate gpproaches to regulation in its several State jurisdietions.
Woady Allen in a recent gracuation address in the United States declared:

More than any other time in history, mankind fa2es a erossroads. One path leads
to despair and utter hopelessness. The other, to total extinction. Let us prav we

have the wisdom to choose comrectly.27
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nicrecinp, the sateilize, aser and other nfornatisn teoiaology to praserve a7 ooxal Lad

sigiel freedom and perscnel privacy, e rile of w onx
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