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AN INTERNATIONAL CONTEXT FOR EFT

, Thié morning 1 opened the Ex.hibition -at the State LiBrary of New South Wales
on Laser Supretool of the 1980s. Perhaps it is a sign. of the times that this is the seeond
speech in one day on an aspeect of informatics : the new information technology. Of course
you all heard Mike Carlton, at 5.30 am this morm teIl early hsteners on 2GB that I
must make speeches in my sleep. I have not actually had that. complamt. But if it is so
- they are about law and technology' It is the fate of this generation to live at & moment in
hlStOl'y when three great se:en’uflc developments coineide ¢ nuclear fissxon, biotechnology

and informatics.

It Is easy to become immersed in the cencerns of one's own diseipline. Nowhere
is this more true than in the law, It is said that the law sharpens the miVncL by narrowing its
foeus — rather like a powerful laser bearn. I have no doubt that the same could be said

_about communieations experts, bankers and mdeed all bpeCIBllStS. I had some diffidende in
: ﬂeceptmg the invitation to address this seminar. But I overecame it. Yet [ am certainly
not competent to speak of Austraha.n technieal standards for electromc funds transfer. I
am pot an expert in eommunications techrology. I have conducted no specialised study of
EFT, as such. _ - RERS

[ assume 1 was invited to speak to you because of the work of the Australian
Law Reform,Commissip'n on pri.vacy protection — one facet of the diamond of pubtic
policy involved in EFT. In the course of the work on privacy, [ was sent to various
international agencies wo&king on aspects of informatics law and policy. These agencies
are now legion. They include Unesco, the Council of Europe, the International
Telecommunications Union, the QECD, the United Nations Com:mttee on Transnational
Corperations, UNCTAD, GATT and 50 on.
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As it happenzd, 1 have, within the last week, returned from two intemational
meetings relevant to partieular aspects of informaties policy. So that you will see the
debate gbout Australian stamdards for EFT in a wider context, I propose to outline some of
.the issues raised in the recent conferences I attended. I -will then turn to a few
observations about EFT as it affects privacy in Australia, Finally, 1 will say a few things
gbout the role of legislation in regulating EFT. .

MEETINGS IN ROME ANLD PARB

First, the intemational dimension. At the close of June I attended a meeting of
the Interzoveminentsl Bureau for Informatics held in Rome, Australia isnot a member of
this intemational sgency. There are some Westem country members, notably France
Most of the member- countries are from the developing world, One after arother, their
representatives rose to express concem at the pace at which 1nformat10n technolog'y was
occurring, the complexity of the issues raised for legal and social response and the
apparent helplessness of govemments and parliaments to ta_cklé many of the problems
presented -~ simply because of the pervasive international rature of the technology.

Armongst thg g:onc_ems _expreéséd were the following:

the need to harmomse local laws or aspects of aw affectmg trans border data.
flows — sxmply because of the 1mpact of numermus domest ic Iaws on a smcrle data
flow having connection with many coun tries;

the potential use of TDF in times of war or hostility;

. the need to reconcile the spread of mformat:cs technology to the developing world
in a way that is compatlble with the Iegxtlma_te right of developmg cnuntnes to
demde their own econormc and social prlorltlES‘

. the unportance of avmdmg the sale of informatics equtpment or material to
developing countries that has been superseded in developed counu-aes, with
econsequent difficulties of securing compatabmty, repair, replac ement ete;

. the vital importance of developmg trans border date flows in a context that

ensures respect for and protection of diverse languages, cultures and civilisation; .. .

and . c eE

. the need for urgent review of laws for the protection of intellectual property,
which laws were developed in earlier times when information was indelibly
associated with physical objects,
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On the other hand, a number of the developed countries of the conference in Rome, and
some of the invited speskers, pointed to the generally desirable nature of free flows of
information both nationslly and intemationally. Some said that attempts to regulate
electronic data {lows would be ineffective anyway berause of the nature and quantity of
data flows already achieved. Sdrﬁe said that regulation would be undesirable because of
the genéral desirability of encouraging free flows of data between countries. Some said
" that it was too early to regulate : that there was, as yet, an insufficient understarding of
the problem. Others said that regulation should not be attempted -until experience had
- developed around national laws L ' '

-One very telling intervention was offered by a representative of the American
Bar Association, He waried about the lessons of economic history. In particular, he
referred to the efforts following the invention of the printing press to impose a British
Crown monopoly-in England in order to control this 'dangerous' new irivention. The Crown
monopoly ultimately broke downm. But it took 200 years of inefficient operation of the
rinting manopoly law. The 'final straw!-that broke the Crown monopoly in printing was
provided by the enterprising printers of The Netherlands.. They simply set about printing
books in English (and in French because' a similar Crown menopoly-had been asserted in
France): They sold - these books without compunetion ard made a handsome profit. It was
the [lood of cheap books in the home lapguage arriving from. The Netherlands, more than
" intellectunl conviction or passionate adherence to freedom of information, that led to the
ultimate erosion of Crown monopoly in printing both in England and in Fmnce. The
monopoly was replaced by the development of an entirely new regime of law, namely the
law of copyright and other intellectual property.

As a society we generally pay insufficient attention to the lessons of economie
history. I believe that in the business of rexulation of trans border data {lows (and EFT
- which is a species of such flows) there are lessons in earlier technology. Specifi calh}'; as
the A‘-B'-A‘m'presentative mentioned at the Rome conference, there:are lessons in the

history of the Crown monopoly in printing.

—

Other interventions-at the IBI meeting in Rome stressed:

. ‘the legitimate right ard expectation of those who invest risk cepital and develop
new technology tohave an attractive return for their investment;
. the generally beneficial effect of the spread -of information technology as quickly
" as possible, including toall countries; - '

i
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. the need to avoid economic pmtectionism, even where that pmoteectionsm s
presented as being grounded in some other reason of social policy;

. the reed to recognise that at least 80% of present data flows are internal to large
eorporations, often trdnsnational corporations, and have become the life blood of
such corporations where they.operate in many jurisdietions.

Last week in Péﬁs the Working Party of the QECD on Trans Border Data Flows which 1
also atterded reverted to similar issues. Many of the partidigants had been at the Rome
conference. Many of them were concemed at particular aspects of this new
interjurisdietional feature of information technoloé’y. Being from developed countries,
they were more concemed with the problems with which Australia is-familiar:

. the soecial issues of FFT; . . .

. the issues of the protection of privaecy generally in computerised personal
information; ]

. the issues of updating copyright and intellectual property law for software ete;

. the need to develop new regimes of law for the so-called confliets of laws. In.other
words, whose law applies where a mistake oceurs in an electronic message that
originmates in-country A, transits countries B and.é, is switched in country D and is
.terminaled in countries E, F and G?

EFT AND THE PROBLEM OF PRIVACY -

In the Ausiralian Financial Review earlier this year (15 February 1984) there

was & diseussion of moves by the Reserve Bank of Australia to address some of the
particular issues of electronie fund ransfers in Australia. gy

i 7 The rapid introduction of electronic fund transfers by banks and builaing
‘societ‘i"é}.-'in. Australia hes produced important social and legal questions which are not
being adequately addressed. In our apparent enthusiesm to deregdlate the Australian
finaneial system, it is important not to forget legitimate issues of community fairness —
such as the proper preservation of banker/elient privacy and adequate rules for consumer
pro tection. -

The recent efforts of the Reserve Bank of Australis to encourage co-operation
amongst banks, building societies and others in the introduction of electronic furd
tramsfers (EFT) to Australiz are to be welcomed. However, &s so often with informaties,
the welcome efficiency has browght dif ficult sociai and legal que gtions. The Reserve Bank,
the Treasury ard others-concemed in EF T quest ions should not ignore these.

i

b




The law of banker/customer privaey developed in a world -of paper cheques.

Now, electronic messages, rather thah paper, shift funds' virtually instantaneously. The

" sdvantages of efﬁéiency are obvious. According to ne wspaper reports published earlier in

the year, the concern of banks and building societies s to erharce that ef ficiency. It

would be my hope that equal thought will be given to the soeial pnobiems that are raised
by themrew technology. These include:

. giving customers a full legal right to challenge financial statements;

. placing the onus on fimancial instituticns to justify financial statements, rather
then, as at present, normally lmposmo' the onus to disprove the statement en the
‘customer- o

. safeguarding the ﬁnanc:al privacy and security of the electronie system and

i hrmtmg secess to the data'in it; :

. controlling the use to which financial institutions can put eiectronic firancial and
" personal data eg- Limiting- its sale or- supply to associated - travel companies,

. insurance companies oreredit cards,
defining the éxtent to which law enforcement authorities ¢an, without court order,
‘have aceess' to instantansous records of fimncla.l de;almgs by which movements of

. ecitizens can be traced; ’ T o

. Tevising cld statutes goveming cheques which laws are still largely dravwn in terms
of:paper procedires, now-‘_mcreasmgly replac ed by electronic messages. ' ’

CABHLESS SOCIETY

-The rapid- introduction of electronic fund tarsfers in Australia, together with
the centinuing penetration of ¢redit cards and bank cirds, present our law with a number
of diffieult choices.

The day is not far off, indeed in some pleces it has aiready arrived, where the

purchase of ‘goods at the retail point of sale is sutomatically debited to thé customer's

Dark account. Moreover, ndjustments Are automati'c'allv made to stock, warehouse and

repurchasing records. Cash pmwdes a ‘meditm for anonymity-and privacy. AS’ Austraha,__

ﬂ, moves to the cashless soc;ety, centrahsed records will-exigt not only of buyer pre{erences
urd habits but a2lso of buyer travel and movement.

. Should law enforcement .ofﬁcers have access to the records of bookshops to
diseover all persons purchasing books or inagazines on themes- perceived by
someme 1o be antisocial?

. Should police. faced with difficult problems of investigation, be able to scrutinise,
with the aid of computers, the buying pattern of citizens in a pacticular distriet?




. Should they be entitled to serutinise the movements of eitizens by referenze to the
‘eredit trail' eollected by the records of electronie fund transfers? s
. limitations are to be imposed, in the name of privacy, what should those
limitations be and who will formulate them?. :
Unless we start formulating them soon, EFT will contirue to develop. The protections for
our citizens 'will.sijmply not keep pace.

PRIVACY PROPOSALS

The sociel amdl legal problems presented by the linkage of computers ard
rommunicatias, technology’ debated in Paris and Rome are illustrated, m mierecesm in
Austraha, by the problems of electronie fund transfers. In the United Stntes interference
with -the traditional privecy of fimancial dealings by EFT transactions had become a
sizeablé-‘pmblem. As a result, a National Commission was .cstablisheﬂ: in.1974 which held
more than 60 meetings and reg;ofted to the President of t‘.'-lg.‘Un_iteg:l_ States in 1977. In
gonsequence-of that Commission's report, the US Congress emacted the Electronic Fund
Transfer Act 1978. Amonvs't other. things, this -Act pmbides minimum‘non—variable rights
caisumer: hablllty for unauthorised electromc fund transfers. 'Ihe aim_is. to increase the
‘eontrol which- consumers had over, ﬁnanc:al tramactlons as . they. change from paper to
electronic form.

The Australian Law Iteform Commission dréw these developménts- to attention
in December 1983 in major report on privacy protection. We called o notice the problems
for confidentiality reised by EFT. The report urged the appointment of a Federal Privacy
Commissioner and the adoption'by'Federa.l Parliament of relevant privacy guidelines;__ At
the very least, these steps would provide a foeus for the Australian debate about some of
Athe soé’:i.é.l' implications of EFT. Last month Senator Evans said that a general Privacy Bill
would be introduced into Federal Parliament in the forthcoming Budeet Sittings, based on
the Law Reform Commission’s report, But more will be neaded. Before too long, 1 suspect
that comprehensive Federal Jegislation will be required to desl with such,;pe'di‘ﬁc issues as
eansumer rights, privacy and data security amd the signi ficant modi fication of old laws on
cheques which have not caug ht up with the electronic revolution.,
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In our apparent enthusiasm for deregulation of financial institutions, we should
pot forget the issues of fairness to individual citizens. Without pmotective regulation,
theirs may be apuny voice raised against the combined might of the finaneial institutions
- and the apparatus “of the modem state, all erhanced by the electronie miracles of
inform'ati_on technclogy. But, of course, we should also remember the lessons of the Crown
maopoly in printing, where regulatican goes too, far.

THE ISSUE-OF LEGISLATION

The oiganisers have asked me to say a few eoncluding words about the'isstie of
legislation affecting EFT. I could'do so, in the time available, only in very general terms.
It will be gé.thena'd'-from United States experience that that country, the leader in
information technology ineluding EFT, considered specifie legislation on -EFT to be
necessary. In its report on ‘privacy, the Law Reform Commission proposed, ‘instead,
gereral Federal legislation on privacy protection but an ongoing study of t.he poss:ble need
for future more specifie regulation.

There are some who would keep the lawyers out of things altogether. They
would do so for fear of the inelimtion of the legal mird to over-regulate and for the
pereception of the general desirability of the cansequences of the new technology. But as
; “at the intermational level, so in home countries, Thowgh it is true that the new infor;qation o
technolog-y' brings many"—'beneﬁ ts, it also presents problems that require alegitimate social
response. That response must be cautious : avoiding large bureaucracies and excessive
intervention in free flows of data. The problem with leaving things to the market is that
the market may be insufficiéﬁtly sensitive to the social interests that compete with the
tree flow of information. It may be an inflexible matket becsuse the players are large,
powerful opinionated ard of ten situated outside Australia : insuf ficiently responsive to our
social mores. '

Clearly in preparing any legislation on EFTlt is thoroughly desirable to da so
with full opportunity for consultation. with the groups most interested. I believe that a
commendable initiative of' the Fed eral Govemment of late has been ifs growing ..
willingness to .table future lF'E"lSlattm ard to allow it fo'lie on the table for lobhy and-
public comment. I would certainly hope that any sueh legislation on EFT would follow this
course. I would also express the hope that any such legislation wiil Federal legislation so
that a national standard can he applied,

'I""“
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Ore ui our problems in dealing with the social eonsequences of information technology in
Australia is that the Founding Fathers did not, in their infinite wisdom, foresee this
remarkable technological developrhent ami provide for it in the Constitution. The result
_may be differentiated State laws applying to a universal technology, unless we can find a
proper eonstitutionsl basis for Federal laws. Sucha basis exists in the case of EFT.

This comment brings me to my conclusion. The lessons of the meeting in Rome
and Paris am of this seminar in Sydney today must include the impprtance of approaching
the legsal regulation of information technology with great care. The \-reryinature of that
technology ,presé_nts unique challenges to our legal system. That is. why [ applaud the work
of the St'é]'n:lards_ ‘Assoeiation of Australia in -.hélping to secure national. and uniform
approaches to technicel issues. I only hope that the lawyers, the administrators and the
politieians will show an eguivalent concem. If they do not, there will be an uncomfortable
period . when inappropi‘iate‘ laws are inefficiently applied 1o new technology. We should
reflect on Caxton's printing press. We should remember the lessons which -the early. legal
responses fo that printing préss in England have for us, half a world away and halfl a
Millenium later. '




