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“THE RIDDLE.OF TEDF

In Dante's Infernol, soothsayers and‘- other: futurologists -‘are ednsigned to
Malebolge, the eighth of nine eircles of. the Inferno. They-are lumped together with pimps,
‘flatterers, hypoerites, those who cause. divisions and-lars: Their punishment is to have
their heads reversed. .Being deprived- of the power to see before them, they are
constrained to walk backwards for eternity.

Fea.i'ful, lest the spiri{ of Dante inflict such a dread punishment on me, [
propese to avold speculation about the future. When it comes to addressing'the’social_ and

-legal coneerns presented to.our countries by transborder data flows: {TBDF), there is-fnore .

’ than_!;ilg_g_iough of a challenge in the present. A lawyer .of my genergtion' learned. publie
international law as an exotic and usually optional subject at-the University.. It wes
endured with a xenophobic conviction that it would never Jisturb the comfortable and
familiar tasks of applying munieipal: or domestic law. Suddenly things.are changing.
Technology is the agent of change. It is the fate of our generation to live at a moment of
history when three remarkable technologies heve appeared at once, Each of them adds to
the urgency of the development of rules of international law. I refer, of course, to
informatics, biotechnology and nuelear fission,
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. Informaties promotes the need for international law by reason of its pervasive and
uni\-r-e-rsal technology and the speed with which computers, satellites, laser and
optic technology and so ‘on, are being accepted throughout the world. The
technology shows .instantaneous and international contempt for man-made
jurisdietional borders. 7

. Biotechnology promotes the néed for ihternational regulation because of the
potential it ffers for the manipulation of basie life. forms, ineluding in humans. In
vitro fertilisation is with us. Just around the corner is cloning of the human species
and genetie ehéirieering that could, if left unregulated, affect the very shape and
size of our species. When T left Australia; much attention was focused on the legal

. status of two frozen.embryos- in a.Melbourne hospital produced by a millionaire
Californian couple .killed in a plan'e. crash in Chile. Do the embryos inherit the
estate? Do they have aright tolife? . . .

. On nuclear fission I need say nothing. Unless we can find effective international
regulation of this most destructive potential, we need not worry too much about
our other problems.

So this is the age of mature science and technology. The President of the
National Academy of Sciences of the United States, Mr, Frank Press, said last month that
the: major -issues in.relations between countries. in ~the next decade will involve

technology.? It is now being seen-with greater clarity that the.emerging technologies of .:

geneties, computers, telecommiunieations and so. on are. straining relations amongst '
countries in commerce,- defence, and eulture, but also in the law.

There are many th‘i'ﬁg's that are unclear and uncertain about TBOF. But one
thing is sure. It is that the phenomenon is growing rapidly. In Western Europe about ten
per cent of all data traffic is already internationsl. This is in sharp contrast to-telephone
calls of which only one:per cent are between different countries,3 Just about -every
possible international agency has got in on the act concerning some aspect or other of
TBDF pelicy. In addition to the Inter-Governmental -Bureau for Informaties (IBI), the
following are simply the chief international organisations that are examining aspects of
what I will eall the sociology of informaties; : -

s

. The Orghnisatioh for Economie Co-operation and De_vempment (OECD)

. The International Telecommunications Union {ITU)

. The Consultative Com mitt.ér'e' In Telephone and Telegraph (CCITT)

. The United Nations Educational, Seientific and Cultural Organisation (UNESCO)
. The United Nations Centre for Transnational Corporations (UNCTC)

. The United Nations Commission on International Trade Law (UNCITRAL)

. The Economic¢ Commission for Europe (ECE)
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The United Nations Cenference on Trade and Development (UNCTAD)
The Universal Postat Union (UPU)

The Council of Europe (CoE}

The Commission of the European Communities {CEC), and so on.

A most u_,eful analys:s of the involvement of these organisations is contained in

" Transnational Data Report4, indispensable reading for everyone interested in this fxeld.

Despite this proliferation of overlapping international bureaucraciss examining

different facets of the diamond of TBDF, the story is not ‘entirely one of needless

duplication:

Common personnel. First, there is some overlap in the personalities involved, as a

casual glance at the participants in this end earlier international conferences will
show.

Institutional ep-operation. Secondly, as Dr Frits Hondius, of the Couneil of Europe

ias observed, there is growing institutional co—operatmn between world bodies
examining aspeets of informaties poliey.5
" Early achievements. Thirdly, international instrurnefits responding to the social and

legal problems posed by TEDF are beginning to appear. Nor are these without
influence. They ‘influence each other, And they influence munieipal law and
practice. The one with which T am most familiar is the resclution of the Council of
the OECD on Transborder Data Barriers and the -Protection of Privacy.® This
documsént was in turn influenced by earlier developments in Scandinavian law, in a
Declaration of the Nordie Council and a draft convention of the Council of Europe,
Through the intercontinental membership of the OECD, the pringipies of law and
regulation dealing with one aspect of TEDF (the tension between privacy and free
ﬂow of information) was exporied from Europe ‘for consideration in distant
countrtes such as Japan, Australia and New Zealand. This hes already begun to have
their eft‘ect. In Australia, the Government is examining, at a hxgh level, a report by
the Law Reform Commission urging the adoption of Federal laws for the protection
of individual privacy. The Attorney-General of Australia announced:last week that
legisiation would shortly be intredueed.” In the draft legislatio'r;- propesed in the
Australian Law Reform Com mission's report, an annexure sets out basic rules for
privacy in the use of personal information flows. This is derived, almest verbatim
from OECD Cuidelines. Should this approach be adopted by the Australian
Government and Parliament, it will instance what { take to be a hew phenomenon
in law making. This is- the direct persuasive 1nf1uence on domestic law of
non-coercive  instruments adopted in  the form " of - . guidelines by
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international ageneies, themselves working on g consensus prineiple, and steered in
the right direction by multi-disciplinary experts from different countries.

NOW THE BAD NEWS

I have given you the good news. Some progress is being made to meet some of
the social challenges of ini‘ormatics'.}(ov& the bad news. Unfortunately the catalogue of
problems is long and daunting.'It includes '

- The pace of problems. The technology is presenting i:ts problem to our home
countries and the international community too quickly, No soconer do we solve a

problem, but many more present themselves.

+ . Attitudinal barriers. The institutions national and internationel, for.reacting to this
pace .and complexity of change are, frankly, quite inadequate. Or':é.' of the basic
difficulties is that law and soeial policy tends to be made by. those whose
intellectual training was in diseiplines which do not include mastery of the
intricacies of mathematies, science and the new technology. This problem is
compounded by the typieal incompetence or indifference of scientists in

communication, and a frequent lack of even a‘perception of or interest in the
social implications of .what they are doing.-l do not mean to stereotype. But there
is a certain fatalism about the sociology of informatics. Sometimes this is spurred
on by the failure to see and understand the problems or by & conviction that all will
be well in the end. There is _alsg the commitment of many influential people in
First World count"f’ies to the intellectusl notion of the desirabitity of promoting a
free flow of information between countries as far as possible..’rhis is a notion, that,
happily for such countries, tends often to coincide with their economic interests.
. Talk not action. The third problem must be stated with complete candour, -Pe_xjhaps
it follows from the first two. It is that in this field of endeavour, a5 in ;so mai"iy in
~our home countries, there are too many Chiefs and not enough Indians. After a
decade of talking ebout TBDF and its international secial implications, what heve

we actually achieved? True it is, mueh has been achieved technologically. It was
not so lohg ago. that a British Post Office Corporation engineer: deseribed the
inability to attach CCITT standard modems to the United- States domestie
telephone network as the biggest single barrier to tpanéborder data flows. As a
result of the development of packet switching networks, encouraged [rom_ the
outset by the United States Government, and later by American commercial
enterprise, this barrier can now be ecircumvented., There are still many
technological impediments. But these are being reduced. Yet the t'at-:t remains that
legal and social achievements have been pathetically few. In terms of addressing
sensitive '




muiti jurisdietional social problems, what ean the international community boast of
save for the efforts on privacy protection? It may well be that this was the proper
fiest task. But the achievement of -the Couneil of Europe Convention, or
Resolutions.in the European Communities and the QECD privacy guidelines are
“searcely a reason for self-congratulatory statements and retirement from the tasks
of active development, of relevant qulic'international rules. Many remaining
‘problems ha\—!‘e been identified now for five to ten years. I must acknowledge that
“ they are complicated and difficult problems. This is ineseapable. Transborder data
‘flows “challenge oné of the most fundamental features of our municipal legal
- systems. They.tend by their very nature, to undermine the principle of municipal
sdi’iéreig’nty. Furthermore the guidelines on privaecy,” although in operation or
.influential in many First World countries, have not yet been sericusly discussed
“with, let alone adopted by, Second and Third World nations,
:In.short, many of the social and legal problems p6$ed by the eccelerating growth of TBDF
~-have now been identified for some time, The list is already long. New problems are
“constantly being added to it. Plenty of sgendies are studying particular sspects of the
problems. ‘But most of them have a self-image ‘that seems to deny a conceptual
involvement with the whole range of issues. Yet somebody should be looking at and fitting
- theé 'pieces of i:iforma-t:i:"(-:_s 1aw together; as in a mosaic, for the guidance of domestie policy
- rand law. At the last IBI World-Conference on’ this issue, Dr..Gerhard Stadler (Austria),
- complained about the lack of precise definition of TBDF itsélf and of the problems:that it
‘was spawning.® He also criticlzed the lack of adequete concern about identifying areas
of ‘common interest between developed and developing countries and the lack of progress
in solving legal ‘questions. In'{_b'r'ié'f, there has been too mueh talk. Not ‘enough action. What
has happened since Dr Stadlers challenging address to_the last IBI Conference? Trite it is,
the European Convention on Privacy has been concluded. The OECD Guidelines on Privacy
have been adopted and put to good use in municipal law-and policy. But it must, in ail
‘frankness, be said that little else has been achieved in the move towards an international
regime within which the TBDF phenomenon -will éonfinua to grow. [t will be a great
misfortune, bordering on the scandalous misuse.of trdvel votes if we depart from Rome,
after this second World Conference,'.. without at least some practieal efforts, however
modest, towards refining and addréSsing the problems..identified by Dr. Stadler aund
others. They are still with us. . -



THE IMPEDIMENTS

To gein progress in respénding' to the legal difficulties posed by TBDF, we must
understand the impediments to action and settle upon a 'shopping list'.of isstes that
require priority international attention. I do not underestimate the difficulty either of
finding an appropriate world forum or of agreeing on priorities:

First there is the relatively primitive state of effective international law generally
and the limited capacity of new international institutions to deliver, if not
interhatidﬂa'.l _;gw, at least simple guidelines and drafts that will encourage, facilitate
and promote compatible municipal laws.

Secondly, we must face squarely the problems of different languasges, of different
legal systems, of different legal categories and elassifications that make the search
for compatibility in legal regimes most difficult. Even if we leave aside differing
philosophies as to the purpose and future of law, overleook ;:lisputes as to the social
function of law, bypass fundamental differences in legal institutions and procedures,
we still find it hard to define agreed and common prineiples of substantive law.

This lastmentioned di{fi’culty should not be a source of surprise. Tt originates pa:ily from
quite important diff érel:lces in ecc;nomic, strategic and cultural perspectives of problems -
sueh as TBDF. These differing '.ﬁerspectives inevitably af fect national approachesf 1o the o
regulation of TBDF. At- the first iBI World Conference on TBDF pol'ieies, Mr. Landa {Cuba)
evidenced less than wholehearted enthusiasm for all of the ineipient consequences of
TBDF.? He said that acceptgric'e of the prineciple of {ree flow of information would tend
tc advantage international monopolies. It would alse contribute to encouraging and
ineressing & state of dependenee of developing countries. He urged that developing
countries, independently of international efforts, should try. to 'establish legal regul'atidn
allowing them to control data flows within their frontiers’. This kind of demand for
national sovereignty in the new context of pervasive.international information technotogy
has produced at least three reactions: L= Do '
. Restrictions, In s0me developiiig countries there .t)a.é.,been an endeavour to practl'sé;
what Mi- l.anda preached. Brazil, for example, ha£ introduced detailed regulations
in an effort to assert national regulation of TBDF.10
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. ‘Resignation. A second reaction might be deseribed as being more in sorrow than in
*‘anger. -Mr. Alain Madee of Franee has predicted an 'unavoidable' growth of
- “fransndtional data flows, a consequential enhancement of the power and lack of
“. . “acesuntability of multinational corporations and the long term death of .national
" policies with the risk of pauperisation of medium sized nations".11
.. Free flow. Thirdly, thers are the free flow protagonists. It'is now well recognised
“thet no country adopts a Eotally 'free flow' philosopliy in.its law. At the
- Transborder Date Flow International Law.Symp'osium'_held in Toronto in October
-7"1983, one "participﬁnt even called 'free flow' a myth.‘ﬁ‘[{e pointed out that there
“were already many rules in every jurisdiction against the movement of idess, films,
‘papers, documents and other intellectual material across borders. Just the same,
"thére sare very active and vocal proponents of the relative enhéncement of free
" flows. They are keenly concerned about the dangers, as they see'it, of economie
protectionism.l3 They are fearful that such protectionism will be 'dressed up' in
the guise of human rights issues : ostensibly to deal with values such es privacy,
vulnerability and so on, but in truth to protect and enedurage home informaties
industry. The chief proporients of 'free flows' tends 'to be in the United States of
- America. Nurtured in the philosophy of the First Amendment of the United States
Constitution, which guarantees free speech and a frée press, Americans tend to be
© In the vanguard of those urging as-little interference as possible in the free flow of
‘data -across borders. It is no  disrespect to say that ‘this doubtless sincere
philosophical convietion- also happens, providentially, to aceord with the economic
‘Interests of the United States. Happy are the countries whose soeial philosophy and

economic interests §o neatly esineide. -

At an OECD symposium in which I partieipated in December: 1883 in London,
- spokesmen for business: interests’ appeared greatly concerned that the talk - about
developing international laws might result in harmful intecference in free flows of diita.
"'I‘his,;ftit_‘._'rexamble, was the view expressed for BIAC. Yet, at the same time, it was
claimed that new legal protections for intellectual property of informaties were needed.
An endeavour was mede to define what was needed -and what was. not. [t was said that
rules-of the road' were needed so that in TBDF basic issues of a mechanicsl.or aneillary
“kind could be attended to. A spokesman for & large multinational corpb:'r-'ation put it in
these terms. It was 'regulations’ that were needed but not direct or indirect 'restrictions'
on TBDF. Putting it bluntly, 'regulations' and 'rules of the road -are légal rules that we
like, 'Restrictions' and ‘laws" tend to be legal rules that .coerce powerful interests in
directions they-might find uncongenirl. However, most observers recognise that the rapid
increase in TBDF necessitates some legal changes. But what should these changes be?
How far shouid they go? How should they be developea? R
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Acknowledging the differing attitudes to international regulation, differing
economic and politieal viewpoints, differing priorities, differing muhicipal legal structures
and differing capacities to contribute, the fact remains that a shopping list of legal and
soecial issues -ean now be defined. At this. moment in the history of informatics, what we
need is less talk about legal issues and more construetive sction in the right forum so .
that, before it is too late, appropriate international laws or a framework for ecompatible
domestic laws can be laid -down, kee_ping pace with the technological penetration of TBDF
in &all countries of the world. Unless we immediately take initiatives to define the
shopping list and to start work on it before further time is 1'0"5";3,-_ we must face the prospect
of ‘the development of domestie laws that impaet international:.technolog'y in ways that
are likely to be at once incompetent, inconsistent, incompatible and inefficient. Let us by
&ll means differ. But the differences should be what are left after an appropriate effort to -
find common ground in the 'rules of the road.

THE SHOPPING LIST

On many previous occasions I have referred, {as have other speakers) to the '
priority program for informaties law. The follewing items are certainly on the list: ~

(a) Privacy Protection. The incresse in TBDF can result in increasing quantities -of ':

information about the citizens of one country being available in other countries..
Until now, that would have been considered a legitimate matter of domestic .
coneern and, possibly, domestie regulation, Furthermore, many countries of.the
First World ét least, have moved in the last decade to provide legelly'
enforceable privacy protection for their citizens, Doubtless the concern 1o~
provide.such protection is in part a reaction to the individualistic philosophy of |
First World countries.. Doubtless it has been influenced.by the collective.
memory of the misuse of personal information by agencies of the:opprers.siv
i state immediately. before and during the Second World War. Although- it” has
- been said that Third World countries do not assign privaey protection such a
high prlomy“, the need for accuracy, fairness and up-to-dateness . of §
personal and other data is as.applicable in-developing countries as.in developgd
countries, The so-called '‘golden rule' of privacy protection .'l"egislation_(calilﬁd,b
'data protection and data security‘ in Europe) has been the right of accesswof-rthé."
individual to most data about himself or herself. Yet, in the context of- TBDF

such a ‘right of access', central to privacy legislation, may not be enforce&b
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o foreign State. The right to correction of false, out of date or irrelevant

information may not be enforceable if the information is held beyond the

jurisdietion of a single ‘State. Are we simply to aecept with resignation this

consequence of the limitations of domestic lawmsaking as it impaets

"international data flows? Or are wa to do something about it?

“(b) " Freedom of -information. Many First World eountries in the last decade have
" enacted freedom of information laws to permit the legal enforeement of
'greater access by the individual to general information in the possession of
gove;nm’eni agencies. Secret bureaucratic practices- of the past are being
brokéﬁ_ down. In part, these moves represent a reflection of the demands for
- greater 'accountability as a consequence of populations that are better educated
_ + gnd better informed. But -here too there are problems -to- be addressed. Who
A, owns: all this ‘data about an individual? Should ‘adeess be given not -only to
dbcume_nts' and printouts but to subject interrogation of data bases? How is the
interaction of differing laws on officidl*information to be adjusted in the age of
TBDF? A well-known example is given by-Professor Jon Bing of Norway.13 A
Norwegian social worker -who publishedcertain findings on NATO defence
‘afrangements which weére contained in documents restricted under Norweglan
B law was convicted of a security offence in Norway. The decuments had been
TS U iretrieved m;-?'line pursuait to the United States Freedom of Information Act. It
-was | reely-—la'v;ajlable on tine from the United States, Yet it was a State secret in )
Norway: The new information” technology and TBDF are likely to hasten the®
influence of 'the greater openness of administration. Such openness renders it 5o
mueh - more: difficult to. contain the haemerrhage of information when it is
* freely available available in one place and retrievable by TBDF in another.l3
There is alsd the issue of the extent to which this principle of aceess to and
openness of information. should extend into the private sector, particularly into
multinational ~corporations.  These are, -at ‘lesst partly, immune from the
effective regulation of eny particular country, save perhaps -for-the United
States - : Pl )
{e)  Vvulnerability. The third group of problems include the vulnerability in the wired
.society resulting fron_'l:TBD_E'.'._ Sweden has led the way in the examination of this
problem. A,:r\_éf')ort:*' on the:ﬂg'vulnerability of the informaties-dependent societ-:y}l,-
outlined not only- domestiec vulnerability 'ééﬁ?séd, by the breakdown of vital
computers.l 8 Recent computer breaskdowns in Sweden have fulfilled the
worst .fears of the Swednsh Vulnerability Board. There was inadequate support
documentation, a high - concentration of (faecilities and interdependence
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. to repair the equipment.l? But villnerability ean’slso srisé from many other
. sgurces : from accidents, from- natural disasters, from- terrorism, from

-.be stored in.a data base overseas rendéring-that country heavily dependant on
. factors outside its practical and legal control. ’

--unemployment and struetural change caused by,iﬁ%rmati,on,.teqhnology will put

. & large and possibly growing pool of unemployed, especially young unemployed,
presents a risk. of a loss of. respect for institutions in- socie_iy themselves

. police services tend to, lack the high technologieal skills needed for detecting
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of systems ms well as a lack of emergency planning. The Swadish Stock
Exchange was closed for & week despite round the cloek efforts by technieians

industrial disruption and so-on. TBDF means that :data vital for one country may

Crimes and infofrand, In First World countries .concern is- expressed that

new pressure upon society .in many ways. People -engaged. in routine tasks may
be replaced by informaties and displaced by:structural economic change many’
of those who-remain in employment -Will have. increased leisure:-The prospect of

rendered increasingly vulnerable by informatics. Young pecple surrounded by
wealth and opportunities they cannot hope to enjoy may turn te erime. Crime of
another. sort is. actuaglly facilitated by -informatics. I .refer to ecomputer
erime.ls..,\TBDF presents special problems for. municipal -eriminal law. Our

and proving cases of dats :fraud and manipulation. Qur- criminal laws are
frequently written in.lsnguage that -is inapt. for the-antisocial conduet now
possible..'Theft! in .common law countries involves the carrying away of goods:
Yet with infofraud there may be no.removal of hardware. or soltware — simply:
access to voluable data, Furthermore, criminal law tends to-be strictly loeal to
a particular jurisdietion. Where a person can manipulate-data in one country
from another, causing harm. in still anothercther legal jurisdiction, whose law’
will apply? Whose police will investigate and prosecute? Whose courts will have’

jurisdiction? Whose laws will, in terms, be adequate? :
Sovereignty ard confliets. In faet, informaties poses fundamental questions for

the legal concept of sovereignty beceuse a most potent force is suddenty: ;
released from physical adherence to:-a particular jurisdiction where it ean be
physically controlled. Electronic messages are generated in one-country. THey B
are switehed in other countries. They transit still further countries. They are _
processed in yet different countries. They are stored in other lands entirely:
They involve persons or entities resident- in yet another place.l? The
potential connection of a particular transaction with many jurisdietions poses &
number of dangers. Countries may eneect incompatible municipal laws imposing
obligations on o TBDF
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that are difficult or impossible to reconeile. They-may provide no law, requiri:ig

the solution of the identification of applicable legal regimes to be fourd in rules

developed in éarlier, -*different circumstances to deal with the movement of

persons and physical objects. By failing to provide internationally recognised
" regimes, municipal laws and policias may suecumb to the power of transnational
"'corporatxons able to dictate rules to natlon states or to ignore or by-pass rules
" whieh nation states ensct. '

There - are many aspects to the sovereignty issue apart from the power of
“transnatiopal corporations. They include:

. The potentm.l for widespread disruptmn that would grise if one country
has effect:ve control over the storage, processmg ‘or transit of data vital
to: dn enemyr in time of confliet. Concern about this aspect of TBDF was
voieed in the aftermath of the fréezing of Iranian and Argentinian assets
during recent confliets involving those countries. In the past, such eonduct
could be greatly inconvenient. In the future, with heavier -dependence on
TBDF linking international data bases, it may afford those who control
such data bases very considerable lev‘éi‘ége over the economic and
mxhtary potential of others. Will this be a- fo'ce for peace or for
hegemony? ' . : }

. Anothet coneern is that of cultural sovereigﬁty. Fear has been expressed
about the dominance of the Anglophones in informatics; especiaily of the
United ‘States. Since: Hollywood, ‘we have all been able-to share in the
variety of Udited States cultupe. Buf should this be allowed to go so far as

- to permit the dominance of one culture or language over others? Satellite
and cable -television, together with the proliferation of video cassette
faecilities, ‘all threaten to flood the w'orld,- and not only in First. World
countries, with 'the dynamie output of United States studios. A diet of
imported quiz shows, cowboy W esterne, Manhattan cops—and—robbers and
sogp operas already dormnates regular television in many countries. This
is partly in response to what we are told is ¢onsumer demand.-Partly it is

in response to the'fIood of cheap irhpog;scwith‘ which the home product -
often finds it hard td-'compete. But if this is so at present, how much more

"will it occur-with satellite television? Translated into information data
buses, ‘concern is -expressed in some quarters about the prospects for
international pluralism and thé preservation of other eultures. I have even
heard thé expression of anxiety that the future history of France may be
written from English language translations of Le Monde kept in a Chicago
data base. Whilst this may seem a far-fetched prospect; preservation of
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legitinate culturat and linguistie variety Iin this world may require poliey
decisions, and possibly laws, that control and even. limit TBDF. Whilst
TBDF may make us more interdependent and thereby reduce the risks of.
some conﬂieté and whilst TBDF mey reduce the ignorance of other
cultures, it is legitimate for countries, particularly guardians of fragile
cultures :and languages, to take steps to preserve those cultures and
lanFuages. Those steps may include legal steps, difficult as these may be
to enforee and sensitive though they must be countervailing claims on the
-free flow of ideas. It is not only elephants and koalas that are endangered

\specms Much of the rich diversity of man's culture is also endangered.
Perhaps much will be irretrievably lost as the priee we pay for our
conquest of the tyranny of dlstance through informaties. But there isa
Iegmmate realm for cultural and linguistie sovereignty, even in the age of
nuclear fission and TBDF.

Intellectual property and busmess law. A 51xth group of problems relate to the

need for reforms of ecopyright, insurance, contraet and business law. The
problems of computer copyright arise from the difficulty of stretching the
language of current eopyright conventions and laws to the ephemeral nature of
software ag’d'fhe international pervasiveness of TBDF. More fundamentally, the

difficulty arises from the fact that, traditionally, ¢opyright has attached not toA o

ideas or infr_t')rmationAas such but to the physical form in which they are’
manifested. Just before I left Australia, an important decision of the Appes
Bench of the Federal Court of Australia affirmed that Australian copyright law
could protect computer software.20 However, there has now been an appeal
to Australia's highest court. Outside the courtrooms, the argument rages as the
competing claimé for the protection of the novelty and investment that goes
into computer software programs (on the one hand) and the claims of so-called
'software liberation' on the other.2l Municipal lawmakers are beginning to
address this problem with special laws. In- the United States, legislation has
been introdueced into the Congress to preserve copyright protection for software
but to shorien the perxod of protecnon 22 Legislation has -also been
introduced into ‘the Australian Parliament.Z3 Efforts to find international -
solutions are proceeding in WIPG, Unesco and the OECD. There is a legitimate
claim to recompense those who develop omg-mal works in computerised format.
But there are countervmhnv ¢laims by developmg countrizs to share in the
inventions of mankind. In the area of informaties, as was pointed out at the.last_" :
IBI World Conference, the benefits have been overwhelminzly confined so far to
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the First World.24 Any new world intellectus! property regima will have to
pay heed to the countervailing claims to access by developing countries to the
economie and other adantages of informatics,

" Time does not permit the exploration of the changes in contract law that are
-neeessary in the ege of instantanecus contracts achieved bSr TBDF.
International transmission of contraets, bills of lading, bills of exchange, airway
bills, letters of credit and so on ere already oecurring. The QECD Symposium in
London was told how customs and other regtﬂati’dﬁg have simply not kept pace

~ with the electronic transmission of 2ontractual ‘documents of this kind.
International business -today operates in a world of complex municipal laws
governing trade® practices, - taxation, foreign exchange,  administrative
authorities, foreizn investment limitations ete. Instantaneous contraets
achieved by TBDF reduce or remove the possibility of considering the complex
variety of laws of a municipal charaeter that may affect the transaction. A
realisation of this simgle fact will emphasise the need to develep appropriate
international legal regimes for business transactions within identieal or

compatible legal rules.

There are other probléms .of ‘a legal character arising from insurance against
computer error and breskdown or failure of TBDF. Different -countries have different
rules for admission into evidence of computer and computer-generated data. Yet it eannot
"be doubted that es the world embraces informaties, our courts, their personnel and
- procedures will have to do's_o as well if they are to remain relevant to the provision of

solutions to the problems and disputes of society.
CONCLUSIONS

.ﬁ""j_'-.What follows from all this? A remarkable new technology 'is foreing together
the municipal legal regimes of foreign states. Because of the quality of informatics — its
international, instantaneous, ephemeral and pervasive features -—— its operation on
domestic laws may be inconvenient and inefficient. The problem: .is. to secure
internationally accepted rules, that trenscend borders and provide an international regime

within which TBDF and its consequential transactions can [lourish..
The lessons of the past decade are these:

(a) The technology is forging ahead and presenting problems to be solved at & much
taster pace than we aresolving them, T ' ‘

N
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{b} The search for truly internationnl solutions will be extremely difficuit beenuse
of the different legal traditions and institutions, economie interests and
jurisprudential philosophies that exist in different ocountries, increasingly
involved in TBDF,

{e) The institutions for international lawmaking are not. well -adapted to the
urgencies of our age of technology.- They. are many. They are unco-ordinated.
They have differing agendas and concerns. The most efficient of them are not
always the most representative, In fact, we struggle along. with 19th century
techniques for the development. of international-law. We have not significantly
updated our institutional machinery for addressing.the complex social and legal
questions posed by late 20th century technoiogy.-

{d) Even in those bodies where wark on the legal issues of TBDF has bepgun, it is in
& very early phase. Little has been achieved beyond the guidelines on privacy.
Meetings constantly convene and break up with an agreement thét things are
ur"gent. and diffieult. There is too much talk and not enough action.
Internationally respeeted jurists who will do the hard thinking and detailed
preparstory work necessary for agreement, even 8s a first-step, tend to be few
and far between. . s

{e) Even when the first steps have been taken, it is & long journey to internationally
agreed' rules. There are so.many impediments to agreement : linguistie,
cultural, sconomic, legal traditions and so on. Only the insistent technology
urges us on, - : o

+ {f} It is increesingly recognised that not to develop rules is to make a decision.
There are proElems to be sorted out, Many of the problems have now been
identified for a decade. Yet our achievements are few indeed. And even. these
have paid insufficient attention to the pricrities and perspectives of developing
countries, LT

{g) Nor should it be thought that countries which are information rich share nothing

“- in common with developing countries. True it is, their concerns and
perspectives may be different. Their priorities about free flows and data and
individual privacy inay not coincide. On the other hand, there is a cominon
coneern about the future of- the principle of sovereignty as it.is affected by
informaties and the legitimate pursuit and enforeement of municipal policies on

culture, language, unemployment, locsal industry and so on.

There shouid be more discussion about these issues. The discussion should be more open. It
should be more intensive. It should be more international, in the sense of brinzing together
developed and developing contries to seeck out common interests, spurred on by the
technology of informaties. Such is the growth of TBDF that it does not.seem unreasonable
to propose that a fractional levy should be imposed upon the revenues aceruing (o
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Zoverseas telecommunieaticns authorities to fund properly established international studies
of the sociology of informaties, including its legal implications. Clearly such studies
- should take advantage of the work done already in the meny international agenecies I have
_ named But they should bring together more than the technocrat and the lawyer. They
g should invclve representatives of business, the trade unions, consumers and other
mterests ‘I‘hey should pring ‘together the developed and thHe developing world : the
““informatics rich and the m.t'orrnatlcs poor.

1f w‘e\persist in the approach to the complex of legal issues posed by informaties
" “through the techniques of the 19th century. Our generation will be reproached. It will be
> $aid that we pioneered a technology with eriormous potential to bring mankind together
but failed to lay down the institutions and rules by which this would happen with equity
and efficiency. There has been more than enough talk. What is needed is a greater sense
_of wrzeney and new mtemanonal means, however informal, to ‘start the process of

prowdmg aeceptable solutions.
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