TR Y

.

327

S

s

NATIONAL INFORMATION TECHNOLOGY COMMITTEE

' INFORMATION TECHNOLOGY MONTH 1984

TOWARDS AN TNFORMATION SOCIETY

1984 AND ALI THAT : OR MUST PRIVACY DIE?

May 1984



AATIONAL INFORMATION FECHNOLOGY COMMITTEE

INFERMATION TECHNOLOGY-MONTH 1584

TOWARDS AN INFORMATION SOCIETY

1984 AND ALL THAT OR MUST PRIVACY DIE?

. The Hon Justice M. D Kirby CMG
-GChairman of the Australian Law Reform Commission

~ WAS ORWELL RIGHT? DAME EDNA IS BORED |

As it is 1984,‘ somebody had better talk about Orwell and his book of the year.

Since Orwell wrote the book.-Ninety -Eightv-four in 1948, the year 1984 has stood as a

© symbol of the way in which authoritarian attitudes and intrusive modern technology could

undermire. the freedom and individual priveey'.l In-its major report on better prwacy

protection:- for Austraha, the Australian .Law Reform Commission,  in December 19883,

acknowledged that the book was: a-‘-'fantasy and parody'-for Orwell. However, declared the

report, 'enough reality already: éxists to constitute a waming to Australia that caréfully -

designed legal responses are needed', 2

Over the past year-or o, it has beer difficult to pick up & newspaper without

seeing mention of Orwell and: his portrait of an- oppressive, euthoritarian state. Thus the

publisher of the Privecy Joumal in Washington, Robert. Smith, recently expressed his
econcern that the United:States. was threatened by 'the {videspread intrusions described in
n1984", George Orwell's novel®: ' '

What we-are: allowing-the eomputers to. _dqu,o_ur society is quite upsetting. We
seem to feel that computérs ha\?e so0 much' information: about us_that we

shouldn't take any risks, t‘ra‘r_ we should be comghant pecple. Public interest in. -

pnvacy issues reached & peak from 19735 to 19.:, when abuses of government
power -werpe uneovened in the congressional .investigations of the Watergate
seandals and actl‘\ntles of the CIA ... but with 1984, issues raised in ‘George
Orwell's novel seem to - -have revived a zood deal of interest about where our
society really is headed.3 ‘
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A npational opinion research survey of attitudes towards privacy in the United States
disclosed that one in every three Americans believed that their society was 'very close to'
or 'already like' the type of sogieify deseribed in George Orwell's book 1984 - a society in
which 'virtually all personal privacy has been lost and the govemment knows almast
everything that everyone was doing.'d Almost one in ten Americens (%) felt that their
phone had been 'wire-tapped' at sometime. Public opinion -polls on privacy conducted in
Australia elicit similar results.5 -

As.e_veryoﬁe knows, we in Australia are prone to contra-suggestability. We are
not alone in tl’;ls But we have developeéd iritellectusl eynieism to a fine art form. It will
"thereforé be no surprise to learn that notable commentators on Orwell have spent much of
1984 questioning his relevance to the soecial predicaments we actually face. In fact, so
strident has this questioning become that Orwell has been all but banished from the media
of late.In a fine-turh' of contra-suggestability I have therefore decided to resurreet him.
But what do the erities say? - '
© 'Dame Edna Eversage, that disceming observer of suburban Australia, had no
doubt. Previewing a proposed film autobiography, she- said Tt's elassier. than the Thom
Birds and not.as boring: as 1984 and James Orwell. Boy, am I-fed to death with James
- Orwell’6 Astute ‘réaders will realize the studied insult. Wheress Eric Blair chose
'‘George' for his pseudonym, Dame-Edna eould not’be bothered and dubbed 'George', 'J&m_es'.:l
In an essay; ‘Rats! I'to 1984', Dr Michael Orange .of the University of Sydney

cautioned against getting carried away with Orwell:

Of course we need to be on guard against totalitarianisms of Right of Left. But
it won't help- us in the struggle to be politically vigilant if systems of
government which we don't admire get inflated into fairytale monstrosities. We
can't negotiate arms control sgreements with’ demons who live in ‘the forest,
only with people, And those people have thg;it‘ own problems, have in particular
their own fears, We need as much reasonableness as we can get, so at times it's

important to say 'Rats!' to '..1984, even if you know they1l get you in the end.”

-t

In rﬁon-: stuﬁious vein, Dr AW Pryor of CSIRO'-and Maequarie University, at an
ANZAAS symposium on 1984, Prediction ‘and Reality"declared that Orwell was a novelist
of our time. He reflected the deBFession of a world whieh fears that technology will tum
us into slaves. But he cautioned that Orweil's frightened world was far werse than the

reality.
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Orwell's '1584' hes a reputation of being the first of this new wave of

- disenchantment ... Orwell feared the last tyrany of all the tyrannies of the high
-minded reformer - Plato's 'republic' perfected by techrology. Bﬁt, all the same,
1984' is not & well-argued predietion of the future trends in society. We have

" many ‘problems this’ year but we do not have the dull and brutal oppression

- wenvisaged by Orwell. Orwell's predictions were based on personal ideoclogy: a
belief in the inevitable corruption of socialism by human evil. Human beings,

now as ever, can be avil enough, to be sure.8

‘From across the Tasman come si mllar cautionary words against overstating the
.Orwellian waming. Radio New Zealand in its 'Sunday Supplement' desecribed the book as
“‘one”of the most overcrowded bard-waggons of 18849 Taking up this theme the New

"’ Zealand Minister of Justice and now Deputy Prime Minister Jim McLay said that most

commentators hiad just got it wrong:

Nothing has been. more boring than the hackneyed and overworked cliches that
have - chsessed * newspaper, magazine, radic and television commentators
desperate to give us their interpretstion of* George Orwell's story of a 'man who
lives in a totalitarian state, under constant observation and subject to thought
control by media manipulation ... The faet that Qrwell originally intended to
call his book '1949" is convéniently overlocked, So too is the fact that the novel
was intended as a stinging criticism of Stalin's totalitarian Russia. So too is the
fact that East Germany-is ‘the modern-1984 state- that most elosely resembles
that in Orwell's book. These are the facts, but the cliche is far too good to be
cbscured by  the ~ facts.  Self appointed eivil liber tarians,
‘ journalists-with-nothing-better-to-do and bored — social — commentators have
all issued their dark ‘warnings of the imm}ﬁént advent of 'Big Brother' ...
[Orwell] wamed of the dehumanizing potential of technology but did not
- .. appreciate, as one writer has since observed, that technology 'allow(s] us to see
cur planet from -space and to hear the whales sing;f alo deepenfs] our
understanding and appreciation of human experience ...' I can't help but get the
impression that some of -these self -appointed commentators so dgmire the book
that they want its fiction to hecome reality - if only to enable them to say T
told you so.'L0

)
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THE PRIVACY INVASIONS : MUST PRIVACY DIE?

. For- all the eriticisms of Orwell, and his book, the nagging fear must remdiﬁ
that it points our community to a warning sign eoncerning some.of the. worrying potential
of the new. information technology. In little things, Orwell clearly got it right and indeed
has glready been fuifilled. The clocks that would su'ike thirteen can now be seen at every
airport. The day when the 'pint' of bitter would be replaced by the litre is-already with us.
But are we really on the verge of Party control of the State" Of - Thought Police? Of
deviation from party norms in the form of Thoughtcrxme"-' Of the pervasive telescreen
-which ot only presents information and cannot be turned. off but-watches over everyone
- too? Have we really come to deceitful Newspeak, with its impoverishment of the language

deliberately encouraged in the interests of mass conformity? Should be worried that the

mass media brings an impoverishment of culture? How real is Orwell's 1984.to the Lucky

Country?

It would.be comforting to say thet we have nothing to-leam from Orwell's book
- that we can put it aside and laugh at our good fortune. But there is enough there to
- worry good citizens and to require action in defence of prwacy and other values. Take &

few items in the medm in recent months.
First, there is the so-called 'Age Tapes' affazir. It now seems highly likely that
New South Wales Poliee Officers were.engaged gver a long period in illegal taping of

telephone conversation whlch inevitably caught up .in their net a lerge number of
unsuspecting pecople.. In the wake of - this diselosure, an etmosphere of fearll has been
engendered in the use of telecommunications not dissimilar to that predieted by Orwell:
Any sound that wlnston made, above the level of a very low whxsper, would be
picked up-... Moreover, so long as he. remained within the field .. whmh “the
. metal plaque commanded, it could be seen as: well as heard. There was, of

course, -no way -of knowing whether you were being watched at any given
moment. How often, or on what system the Thought Police plugged in on any
individual wire was guesswork. It was even concewable that they watched
everybody all the time, :

Thg Federal Attomey-General, Senator Gareth Evans, has himself declared that
his telephone at Parliament House has been intercepted. Indeed, Senator Evans was
reported as believing that he had been the subject of a Nong-term Victorian phone-tap'.i2



%.x. o Federal Ministaers have been wamed to treat their parliamentary telephones as
~.tunsafe’ after Senator Evans told the Australian Federal Cabinet on 16 April that he
cwbelieved: his d_fﬁ'ce telephones _had'. been bugged’. Senator Evans asked ASIO to check his
_ telephones after 'ircegularities' were discovered during a telephone eonversation. The
"Tirregularity apparently involved occurred when one of his staif members heard a tape
~replay of a conversation just completed, repeated over the line.1¥

: --On the other side of politics Mr John Dowd, Shedow Attorney—General in New

= ;;Sout.h Wales, was reported as having fears that his Parliamentary Office was-being

.o Bugged'..Thave a lot of information here', he said, 'that other people would dearly love to
get their hands on'.14 S - : o -

- As if that were not enough, the Prime Minister, Mr Hawke, has expre-ssed his
. - fear that even the.privacy of his telephones cannot be guarenteed. He expressed a view
. .that Ministers . would be 'wise to act on the assumption they may be. [tapped]'.l5 Later,
-.5peaking to a trade union function, Mr Hawke said 1 know that I have had conversations on
... phones that if they were .made openly would be capable of misrepresentation. 1 have
..certainly said things on the telephone of which I would be ashamed — and so has.every
single person'..In & timely way, Mr Hawke wamed of the danger of the unrestﬁg_t_ed use
and publieation of illgg'?g!ly,obtained telephone conversations.18

dJustice Hope,- the;E-Royal :Commissioner investigating . the . security: cand’
intelligence agencies, ‘has heard allegations that the Defence Signals Directorate has
illegally tapped telephone calls in Australia, allegedly because of the fear that the
Attomey-General would not issue a warrant as he is empowered to do by law.17

in late -May 1984 it was reported that the telephone of Justice Siattery, the
Special Commissioner investigating New South Wales Minister Rex Jackson, had been
ehecked by TFederal Police for bugging devices.l8 1t will be recalled that Justice
Slattery was himself in possession of transeripts: o-f'leéhl tetephonice interceptions which
had been authorised m respect of Mr Jacksons teiephone. Special Federal legislation had
been enacted autho.lsmg the release of these intercepts to the Special Comrmssxon of
Inquiry. cend w ’

Notwithstanding al-l.,_th_t_a;‘fgars ard denunciations, it is now reported that Federal
Government agencies; in a bid to:'_sitap- the spread of illegal SP hookmaking, are considering
actually widening  Federal phone tapping legislation. According to-reports, the proposed
changes are aimed at allowing police to use Telecom's 'serap machines' or call reeord
printers (CRP) to monitor the telephones of suspected SP operators. The machine permits



a record to be taken of all telephone numbers dialled and- the duration of the calls. In
some ways such a record would be more demaging then an actusl monitor, in that it would
be diselosed the faet that-a connection without offering the possibility of:conclusive
evidence as to its total innocenee, 19

Whilst the interceptions by State Police may have beeri illegal (and are now to
be further prohiblted and controlled by State legislation20) the move to the.
computerisation of police data in Australia is well advanced. Instead of a radio call to an
_overloaded communications room for routine information; computer ‘terminals linked to
intergrated’ eriminal intelligence systems will soon"be able to'provide instantaneous data
on virtually every citizen — from the cradle to the grave.21 - :

- There are many other developments that-give rise to concer for our eivil
liberties in the age of informatics. The growing use of credit cards in the cashless society
will provide a 'eredit trail' that constitutes & vivid daily biography of an‘inereasing number
of eitizens. The all-seeing television ‘sereen predicted by Orwell may not be needed if
every transection of life can be  recorded and centrally maintdined, analysed: and
presented to authority. Everywhere yoi go. Every-book you buy. This is not & fir-distant
nightmare. It is a techinclogy that is virtvally with us aﬁ‘eﬁdy. As a society, we must ask
" whether we accept the inevitable erosions of “individual privacy and anonymity. Or
whether we should lay down rules that we have the courage to enforce, even when it
seems hard to -do so. ‘Of course, it is hard to -exclude the future use of sensational
telephone convers’atfons illegally obtained. Yet, rights matter most when important
freedoms are at risk.22 It is tempting to publish and be damned. To do so ean always be
cloaked in p self-richteous appeal to the freedom of the press. But there is a competing
freedom that it also at stake here. It is the fragile freedom of individunl"privacy in a free
society. The new information technology with its many marvellous benefits for mankmd
puts thlS freedom at risk. '

- In the early days of the Australian Law Reform Commission the darigers,
including the ‘'ehilling effect' of widespread telephonie interception were called to notice.’
Relying on the reported figure.of 107 legal Australisn phone taps in 1973, the Law Reform
Commission sald ina 1975 report:

Il American figures as to the ratio of persons and conversations overheard to
wire taps installed are any kind of guide, it may ind¢ed have been the ceseé that
2 107 wire taps to the year ending March 1973 resulted in the overhearing of as
many of 12.000 different people engaged in as many as;éB,GDD conversations.23
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Prophetically, the Commission in 1975 called attention to the illegal use of
telephonie intereeption by State police forces. It recorded that the former Prime
. :Minister,” Mr- Menzies, had written to the then Premier of New South Walés to ask that
New South Wales Pelice have their attention drawn to Federal legislation on telephonic
iﬁtereeption and be requested to avoid future contraventions of rules and limitations on
-police - phone taps.24 A’ similar letter was written by Federdl -Attorney-General
Greenwood to the Queensland Attorney-General in 1972 protesting at the illegal
interception of telephone conversations by Queensland police,23 Have we now become
- nsovinured.:to the: erosion of privacy . by interception? Is -the finding of the ocecasional
miscreant in this way .worth paying the price of the virtuelly total destruction of the
= eom munit&‘s' long held confidence in the privacy of its .telephonie” system? Given the
- ;United.States figures,is. it only guilty pecple who have to. worry about being caught up in
the web of.interception? Or will :not very large numbers of perfectly  innocent goed
:eitizens-be eavght: up-in an expanding net of official surveillance? Are we to take our laws
~on wire taps serit-:usly::or must -we ‘watch helplest at the death of privacy in Australia?
These are legitimate questions- the Australisn community should be asking itself in 1984,
They, and other questions, were raised in the Law Reform Commission's report on privacy
* protection.. o

THE REPORT.ON BETTER PRIVACY PROTECTION

:‘Beyond Computers. The privacy report identifies the chief threats tor privaey in’ '
modem Australia. They-are; . ‘ '

- new surveillance technology, telephone taps, listening devices and hidden cameras;
but alse- o : : —
"~ . growing-official powers of intrusion;
. new invasive business practices;
.- new information technology, eomputers licked by telecommunications.

The central rccommendation of the Law Reform Com}mission's report on privacy was the

proposal to establish a ‘privacy _watchciog'. But there were many other proposa!s; .

. enlarge‘ment of the Federal Human RightsCorﬁ:rﬁission to-assume new arxi special
resposibilities for ‘privacy protection as contemplated by the Intemational
Covenant on Civil and Political Rights;
provision of statutory guiding rules for the evaluation of complaints about privacy
invasion; : ) :

- specific limitations on specially invasive body cavity searches by Federal officials;
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. new Federal legislation to- control seeret surveillance by listening and optical
devices; .

. extension of present 1eg151at1on to tighten up rules against- telephone taalppmcr and
intrusions into the privacy of the mail.

In developmg its proposals, the Austrahan Law Reform Commission called attentlon to

the need to: .

N expand the suggested model so that it will apply in the States, whose laws preqently
govem the great part of privacy regulation in Australia;.- o

. expand Federal regulation by utilising relevant Federal heads of constitutional
power such as those which permit the Commonwealth to make laws governing the
States on banking, insurance, corporations and:exteémalaffairs;and’

. develop Australia's laws in the context  of  internatiorial- developments in
information technology and~ fast-expanding intemstional rules. goveming
informaties {(the "linkage of computers and telecommunications).

The Australian Law Reform Commission's report specifically rejects the-creation of a
vague and general civil remedy of privacy protection. It also rejects confmmg prwacy
protection to computensad personal information systems.” it acknowledges” ‘the general
desirability of facilitating the free flow of information and that this can sometimes lead -
to & clash with ‘privacy interests. it suggests that privacy laws should be developed to K
supplement present Au-stra]iah laws which already partly protect this interest. But it urges
early attention to its recommendations:

Unless legislative 'and other zetions are .taken for the better protection of

privacy, this important attribute of freedom may be frretrievably lost;26

Information privacy. The Commission's repori declared that one of the most
important sources of danger for privaey of -the -Australian . today arese from the
remarkable technology of informaties. L.use that word, slthough [ know that it has not yet

gained universal currency. To refer tb eompiuters is now inadequate, for computers have

now been married to teletommunications. To refer to ‘computlcatlons' as one French <%

Minister did, is unacceptable beeause it is u-redeemablv ugly Information technolegy'is a
mouthful. In any case, it will remmd most ordinary citizens of propaganda machines cr
conjure up images of a compositor or a printing press. I now make my bid for ‘informatics’.
It is a simply single word inereasingly accepted in the OECD. We should get.used to it in
Australia. Informaties — the word and the phenomenon — is here to stay.




B

-The features of informatics menticned in the privacy report as factors that

.inprease the risk toindividual privacy inciude:

“tlie vastly ineredsed amounts of personal information that can now be stored
“yirtually indefinitely; '

" thé -epormous increese in the speed and ease of retrieval of such mformatmn now

: -"technologlcally possible; ,
the substantial reduetion in the cost of handlmg, stormo' and retrieving such
information which makes it tempting to keep it just in case it may prove useful;

“the constant establishment of cross-linkages between’ information systems

i pér mitting searching' and matehing of ‘data supplied for numerous purposes;

“the capability of building up ‘a composite profile, one which is no more securate

2:thgn ‘the many"sources -of the data and which may; in aggregate, sdistort and
+ misrepresent the data subject; . : : ‘

~the erention of ‘an entirely new profession, 'computerists!, or 'informatieists',

-largely tmrestrained by law and unevenly restrained by established professional
codes of conduet; ‘
the greater ease of acem;ibﬂity to personal data, despite codes and occasional

“encryption, when the technologist is really determined;
the tendency to eentralise eontrol of personal data; .

-the rapid advance of - international telecommunications, d1m1mshmg the power of
domestic govemments and lawmakers to enforce local pemeptlons of fmmess ard

privacy.

The Law Reform Commission’s recommendations address these problems and propose
adoption of a series of principles by which complaints of privacj—of fending: conduct can be
evaluated and dealt with by the Privacy Commlssmner. In addition, the proposa]s adopt
the so-called golden rulef of privaey pmtectxon found in legislation in Europe and Nérth
J'Amerxca. This is the right of the data subject normally to heve access to personal data
gbout him- or herself, It is a right of aceess which must suceumb to excepnons in certain
zircumstances. The approach taken is:

. there should be & right, enforceable under Federal law, by which the individual will
be entit-led, unless excluded by law, to have access to both public and private
sector records of pérsor'la.l ihformatiori held about him- or herself;

. where it is found that this information is incorrect, incomp'lete. out of date or
misleading, procedures for corrnctlon of the recond or addltzon of appropriate
notations should be available; .

. in addition to this enforceable right, rules are proposed to govem the use,
disclosure and security of persenal information. Suspected bregch of these rules
can be investigated bv the Privacy Commissioner amd e¢an be the subject of

ombudsman-like remedies.

; Y
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The Law Reform Commission's report .expends and clarifies the right of sccess, already
found in the Federal, Vietorian and proposed New South Wales freedom of information
legislation. It elarifies the right and pushes it for the first time into the private sector in
the context of Federal regulation of the Australian Capital Territory. The report. makes it
plain that the Law Reform Commission was limited by the terms of its reference and the
Austrelian. Constitution from expanding this central privacy right .of access to a much
wider f{ield in the private sector. It leaves any such expansion of privacy protection as

tasks for the future. .

Privacy principles. It also leaves for the future -the qu,éstion of whether any of

the other information privacy principles -- largely derived-from .the OECD :Guidelines on
Trans Border Data Flows-and the Protection of; Privacy — should-be: déveloped into
enforceable-rules — ie rules which, like the right of-aceess, can be directly. enforced by
the data subject. For this reason, it is perhaps useful to state the finformation privacy
principtes'. They are set out.in a schedule annexed to the draft Privacy Bill which is in
turn attached to the Law Reform Commission's report. Under clause 7 of that Bill it is
declared that:

where a person does an aet or acts in accordance with a practice that is
- contrary to or inconsistent. with anything set out in the 'schedule, the act or
practlce shall be taken to be dn interference with the privacy of a person.27

These are the mformatxon prwacy prmc:ples proposed by the Law Reform (‘om mission:

Colleetion of Personal information

1. Personal information should not be collected by unfair or unlawful mea,hs:, nor
should it be collected unnecessarﬂy. ' =
A person who collects personal mformat:on should take reasonable steps to

‘ensure that, before he colleets it or, if that is not practlcable, as_soon -85

practicable after he ecollects it, the person to whom the mformat:on relates {the

record-subject'} is told — )

(2) the purpose for whlch the information is bemg collected: (the purp-ose Of
- collection'), unless that purpose is o‘:vmus'

(b} if the colleetion of the information i authorlsed or required by or under
" law — that the colleetion of the information is so authorised or required;. ...

and L _
(¢} in general terrﬁs, of his usual practiées with respect to disclosure of

personal information of the kind collected.
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3. A person should not collect personal information that is inaccurate or, having
regard to the purpose of collection, is irrelevant, out-of-date, incomplete or
excessively personal, -

"..-Storage of Personal Information

o A ﬂersori"s_nould take such steps as-are, in the circumstances, reasonable to
ensure that personal information in his possession or under his control is
securely stored and is not misused.

: 5.2 Where = person has in his possession or under his control records of personal
infermation, the record-subjeet should be ent1t1ed to- have access to those

records.

+Correction of Personal Information

. 6. A person who has in his -possession or under his eontrol records of personal
information-.:f&_bout another person should correct it 5o far as it is inaccﬁrate or,
having regard to. the purpose of eolleetion or to a purpose that is incidental to
or connected with that purpose, misleading, out-of-date, incomplete or’
irrelevant, ‘ .

Use of Personal Information - L

7. - Personal information should not be used except for g purpose to which it is
relevant. ; ) -
8. Personal information should not be used for & purpose that is not the purpose of
collection or a purpose ineidental to or connected with that purpose unless —
{a) -the record-subject haes consented.to the use; -
(b} the person using the mformatton believes on reasonable grounds that the
use. 15 necessary to- prévent or lessen & serious and imminent threat to the,." o

life or health of record-subject or of some other person- or
(e} theuseis requu'ed by-or under law.
9. A person: who uses persorml information should take reasonsble steps to ensure
that, having regard to the purpose for which the information is being used, the
information is accurate, .complete and up to-date.



Disclosure of Personal Information

10. A person should not diselose personal informatio-n to another person unless —
(a} the recerd-subject has consented to the diselosure;
(b) the person diselosing the information believes on reasonable grounds that
the disclosure is necessary to pre\.;ent or;lessen a serious and imminent
“thteat to the life or health of record-subject or of some other person; or
{e) the diselosure is required by or urder law.

' The report does not confine itself in its application to personal information to informatics

personal data. In other words, it is neutral as to the technology by wh_ich,the personal
information is kept. This conelusion was reached partly as a result of the Commission's
terms of reference, partly from. considerations of “the Australian Constitution but partly
also frc;m reflection upon the dangers that can just as readily arise to :personal privacy
from an -old-feshioned paper notebook or a manilla folder in the bottom drawer. Strietly
speaking, then, this is not a data protection and data security statute, such as hes been
enacted in many European countries and proposed in England. The Australian Law Reform
Commission's proposal addresses generically the problem of privacy protection. It is
neutral as to the medium used for the abuse ;Jf privacy. Tt is-candid in its declaration that
future -legislation, specifie to informeatics, may be needed. The report frankly
acknowledges that its proposals-can be seen -as simply- 2 step on the long path of
protecting social values that are challenged by the new information technolegy.

CONCLUSIONS : WOODY ALLEN AND OUR CHOICE

In a book of futurology amd optimism, this essmy may seem a depressing
contribution. Yet everybody knows that the good news of technology brings with it the bad
news of the need for uncomfortable social adjustment. There are many other social

’ problems that come in the train of informaties. They will require attention by Australian

society. 'They are identified in the Lew Reform Commission's privacy :i;eport. They include
the impact of structural unemployment, the growth of vulnerability of the wired sociéty,
the growing potential for computer erime, -the relative loss of . cultural - politieal and
economic sovereignty,.the loss of jurisdietional legal autonomy and so on. There afe
special problems in Australia in tackling these issues.in & coherent and well thought out
way. Our Federal Constitution; which long preceded the development of computers, does

S pRr—a

not encourave 8 national approach. In recent weeks, the Queensland Parhament has
proceeded with its own Privacy Committee Bill.28 A serious question will be raised as
to whether, with such & pervasive and universal technology, Australia can afford the
Juxury of disparate appreaches to regulation in its several State j-.‘i'?:"isdictions.
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“Woody Allen in a recent graduation address in the United States declared:

More than any other time in history, mankind faces a crossroads. One path leads
to despair and utter hopelessness. The other, to total extinetion. Let us pray. we
have the wisdom to choose correctly.27

53 ;we esé-za.pe the nucleaf h_olocaust; must we really contemplate the utter
hapelessness of the Orwellian nightmare? Is it beyond our wit and will in the age of the
- mmroetup, the satellite, laser and other information technology to preserve at least the
" central features of individual freedom and personal privacy, the rule of law and
L .'optumstlc, reforming institutions? I trust that Woody Allen for once got it wrong that
Australian society, at least, will hava the wisdom to pet‘cewe its predicament and in an
age of science and technology, to preserve and defend its enduring human values.
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