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THE AUSTRALIAN LAW REFORM COMMISSION

How is it that a judge - & member of the cne of the oldest of professions - becomes
involved in & concern about informaties: the linkage of computers by telecommunications?
In order to answer this question, I must tell you the story of my life over the past 8 years.
In 1975, with the support of 81l Parties in the Federal Parliament & national Law Reform
Commission was established. I had just been appointed to the Bench. I was approached to
head the Commission. I agreed reluctantly, A lack of imagination of often e mark of
members of the legal profession in Australie. The Law Reform Commission was launched.
It is now an established feature of Australian public life. It is a small organisation, set up
in Sydney. There are 11 Commissioners. Some of the most distinguished lawyers in our
country have been members of the Commission: ineluding Sir Zelman‘Cowen, now Provost
of Oriel College Oxford, Sir Gerard Brennan, now a Justice of the High Court of
Australia, Mr. John Cain, now the Premier of Victoria, Senator Gareth Evans, Shadow
Attorney-General - judges, Q.C.'s and law teachers.

From the beginning of its work, the Commission received from successive Governments
and successive Attorneys-General {I have worked to six of them) projects with a high
poliey content. Not for us, the technieal examination of eoneerns for lawyers only. On the
contrary, many of our projects have seen the Law Reform Commission in the forefront of
our country's examination of the frontiers of science as it mffects soeiety. This is one of
the advantages of having a statute which confines us to working on projécts chosen by the
Federal Attorney-General - a pelitician, Left to themselves,
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lawyers may often choose subjects of great fascination for lawyers but of little concern to
society. Politicians are more likely to know the concerns that deserve law reform priority.

Jacob Bronowski ohee said that our time was fuelled and engined by science and
technology. An age of nuclear fission, biologicel advances and informatics is bound to
present many problems to society and its laws. The Australian Law Reform Commission
has not been concerned in the legal implications of nuclear fission. One State law reform
agency, the Law Reform Committee of South Australia, has looked at the impact of soler
energy on the Australian legel system. However, the Federa! Commission has examined
one aspect of the Iaw of bicethics, I refer to our report on human tissue 1‘.'l"ansplants.1
Legislétion based on that report has been introduced in 5 of the 8 jurisdietions of
Australia. More is promised. The report dealt with sensitive and controversial matters
such as the definition of death, a regime of compulsory donations, donations by children
and so on, The fact that the reco.mmendations of the Commission have achieved success in
lepislation in different parts of Australia, with governments of different politieal
persuasion indicates that we can provide essistance to the law in addressing the problems

posed by new technology.

THE A.L.R.C., SCIENCE AND TECHNOLOGY

In part, the success of a small Federal authority, working with a total staff of
20 on projects of the greatest complexity, can be aseribed to the enthusiasm and
dedication of its personnel. In part, it depends upon the recognition by politicians of the
feet that our parﬁamentary democracy reguires expert assistance in times of rapid
change, including technological change. In part, success has been promoted by the
conscious effort of the Australian Law Reform Commission to involve the community in
its work - and not just the expert community. An unprecedented effort has been expended
in attracting public participation in all of the projécts of the Law Reform Commission,
Public hearings, public seminars, the use of the media, participation in telk-back redio,
distribution of tape recordings, pamphlets, use of public opinion poils and so on have been
the means by which the Commission has sought to pursue what the Prime Minister has
described as 'participatory law reformt.? It is & time-consuming and even exhausting
task in & country of continental size, It is a reason why I am here with you today. But the
process of mutual education has a politieal purpose, It is to raise expectations of reform
action and to ensure that proposals, once made, eapture the attention and consideration of
the elected representatives of tﬁe peoplel
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LAW REFORM, INFORMATICS AND PRIVACY

Given that the Australian Law Reform Commission is frequently assigned tasks
relevant’ to the impact of scienee and technology on our society, it will be no surprise to
you that a number of the projects have raised for consideration the implication of
computerisation of Ausiralian society for its laws. The new information technology is one
of today's most dynamic developments. It has been estimated that in Australia, computers
are already part of an industry with an annual turnover of $1,500 million a year. This sum
comprises an estimated $400 million a year in imports and the salaries of scme 77,000
employees estimated as working in the computer and associated industries of Australia.
More than 11,000 eomputers are af present in use in Austrzilia, most of them small-and

3 The advent of Tnicro-processors promises

medium scale systems installed sinece 1970.
the rapid proliferation of mome computers'. Everywhere in Australia and beyond one ean
see the rapid edvance of computerisation: processing reservations at the airliné terminal,
offering kerbside banking transactions with an 'automated teller’, taking care of records in
hospitals and courts, offering printouts of statutes end ease law,  processing’
correspondence and documents in offices, and handling the  cashflow and- -credit

4 These developments are international

information of retail stores, to name but a few.
in character. The speed of their penetration of the Western community was stimulated by

two major technologicel advances of the 1970's:

* the rapid expansion of miniature technology by the development of integrated
eircuits containing ever expanding components reduced to e tiny wafer of erystal
' silicdn, achieved by procedures of photo-reduction (the so-called 'miero.chip”); and:

* the extensive linkage of computers by telecommunications, permitting vastly
increased storage of infcrmation and encouraging the exponential growth-of
transmission of date over local amd national boundaries (so-called
‘computications?).?

Two of the projects before the Australian Law Reform Commission stand out as
relevant to the informaties revolution. They are the inquiry into privacy and-the study-of
the rules of evidence in Federal and Territory courts. I shall deal with each of these in
turn.

The report on privacy will be published early in 1983. It will bring to completion
a major inquiry which has ineluded the impact of computers on personal information
systems and thereby on one aspect of our freedoms. It has long since been recognised that
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certain aspeets of eomputerisation of personal data present dangers to personal privacy.
The capacity to store ever inereasing guantities of data, the growing speed at which such
personal data can be retrieved, the diminishing cost of retrieval, the capaecity of the
computer to mix and mateh information given from many sources to provide ‘'data
profiles', the tendency towards centralisation of control of such data, the new language
spoken by a new professional group, not subject to the disciplines of the old professions:
all pose dangers that are now well documented and generally recognised.

In many of the countries of the Western community, legal steps have already
been taken to provide protections for the individual against the dangers of computerised
personal data. The réport of the Australian Law Reform Commission on this subject will
simply propose that Australian laws should reflect similar initiatives that have been taken
in other countries that value individual privaey. .Overseas, -the efforts to provide
protection have included legal requirements governing:

* the amount and kind of personal information that can be collected and stored;
_* access to personsal information by third parties;
* the destruetion or otherwise removing from current use of persenal data which may
-become misleading because out of date;
* the righi of access by the data subject to information about himself.

This 1ast mentioned provisien, the right of access 1s at the heart 'of the privacy legislation
of countries with such different legal traditions as France, Sweden, the United States,
Luxembourg, Germany &nd Caneda. It is a right ﬂlat it always hedged by- certain
exceptions, as for example, in respect of national security data or police intelligence. But
it is a remarkably consistent stream of privaey {or data protection and data seeurity)
legislation. Furthermore, it is a provision at the heart of various international statements
about privacy protection in the computer age.-In days gone by, our coneerns about privacy
related to people invading our private realm through the keyhole or peeping through a
window. The windows and keyholes of the future will be video display units. People will
invade our private reslm by summoning up exponential gquantities of personal
computerised data. Just as in the past, individuals could control their private zone by
drawing the blind, blocking the keyhole or turning off the lights, so in the future, the
individual must have reinforced legei rights to control at least many aspects of the
extension of his personality diseoverable through information technology. This much is not
really a matter of great debate. It 'is now generally recognised, at least in the majority of
free societies. The debates revolve around definitions, machinery, exclusions, costs and so
on.
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In Australia, we lag behind other countries in providing legally enforceable
protections for privacy. True it is, some protections have been enacted. In special sPhereé,
such as credit reference files, qualified rights of access have been provided by
le_gislation.6 In the Federal publie sector, the Freedom of Information Act 1982 provides
the legally enforeceable right of the individual to have access to most of his personal data
in the possession of the Federal Public Service. There is also provision for correction,

updating and annotation of the information.”

It is notable that we are meeting on the
very day that this important legislation comes into operation. Though it has had many
critics and a stermy passage, its embrace of the principle of individual aceess to one's own
data is an important symbolic breskthrough for the individual as against authority. The
South Austrelian Ombudsman recently seid .that there was insufficient econcern in
Australia about the dangers of computerisation for personal privacy.s Perhaps this is
because there is an insufficient realisation of just what can be done with the new
technology. The Law Reform Commission's report on privacy will deal with matters other
than the risks to privacy-from computerised personal recerds. It will deal with the dangeré
to privacy arising from sur;rei]lance devices, from the capacity of telecommunieations
interception and from the growing powers of intrusion afforded to officials by numerous
Acts of Parliament. But the most impeortant modern threat to privacy comes from the
capacity of linked computers to manipulate information and to supply those in ‘possession
with unprecedented quantities of personal data gbout us all. Some say: what does is
" matter? Some say: if you have nothing to hide, you have nothing to worry about? These
are pathetieally ipnorant responses which completely miss the point about the relationship
between the individual and authority in a free society. Until now, it has basically been for
the individua! to decide how much information he would give about himself to others. The
sheer inefficlency of manual files provided protections for personal privacy. School-day
errors or early mistakes would soon become lost under the dust of government stores. Not
so with the computer: which can retrieve limitless quantities of information and provide a
catalogue of woe sbout all of us - for th;-:re are few whose lives have been totally
. blameless, free of error, mistake, defauit.

Furthermore, the computer can follow us around. By linking credit card’
transactions in the cashless society of thie future, it ean trace our every step: our .
purchases, our preferences in literature, our daily movements. Records that would have
been baffling even to the secret police apparatus of tfle Gestapo, would be 'a piece of
cake’ for the storage end analytical capaci:cy of todey's computers. This is not some horror
story told to frighten a wide-eyed audience in the way in which Grimms' fairy tales were
told for the instruction of earlier gener&tions. It is simply ealling to ettention the features
of the new  technology that are being increasingly recognised as
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requiring a légal response, This is not some local obsession but & worldwide concern. It is
not a Luddite opposition to computerisation - for we all know the enormous benefits that
the new technology brings: to some of which I will turn shortly. It is simply an assertion
that mankind should stay in control of the world. Some elements of the control will
probably be lost with the new techﬁology. It i& seems inevitable that more and more
decisions will be made, affecting human destiny, on th. basis of computer profiles. But we
can make sure tha:t means are available to check the accuracy, completeness,
up~te—dateness and fairness of the personal profiles. The law can do this. Police and other
agencies will seek access to the ‘eredit trail' left by numercus credit card and like
transections. But we can limit-such acecess to cases where it may be appropriate. We can
prevent its beecoming an instrument of oppression to pursue jay walkers ot people guilty of
trivial offences. The law can also do this, )

There is a need for an appreciation of the nature and world wide magnitude of
the privacy issue. I hope that the Law Reform Commission's report when it is published
will contribute in Australia to a realisation and to the solutions that are needed if the law
is to continue to hold a proper balance between the individual and the community.

LAW REFORM, INFOR:MATICS AND EVIDENCE

A second enquiry uypon which the Australian Law Reform Commission has
embarked is considering the impeet of the new information technolegy on the law of
evidence in Federal and Territory courts in Australia. Computer and automatically
computer-generated meterial represents only the most obvious and well recognised
aspeets of the new technology which clamour for ‘admission in our courts. Other relevant
developments inelude:

* the rapid expansion and perfection of pﬁotocopiers;
~ * the development of microform procedures;

* the rapid ex'pansion in the use of sound and video recorders;
* the invention and widespread use of Breathalyser and like equipment to test-
intoxieated drivers; )
the development of devices for measuring the speed of vehicle's {e.g. redar); and

* the signifieant advances in surveillance equipment, optical and audio devices.

The tradition of the common law trial system has been adopted in Australia. It is a
tradition of the continuous oral trial by which relevant evidence is offered by witnesses
who come before a court or fribunal and whose testimony may be challenged by testing
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cross-examination and answered by conflieting evidence. It is a trial system with many
merits including the openness of the resolution of disputes, the opportunity of opposing
parties to confront or challenge evidence, the opportunity to the general community to
see justice being done and the adversary procedures which leave a great deal of control to
the parties in the case, '

The advent of the new information technology presents a number of problems to
the eommon law rules of evidence. Amongst the rules of evidence which are most likely to
stand in the way of evidence being admitted where modern technology has been adopted

are:

* The hearsay rule: which prevents evidence being given by a witness of the out of
court statements of another person. Even when apparently reliable business records
have been rendered inadmissible because of this rule.?

* The best evidence rule: which prevents the tendering of a copy document unless the

original has been-destroyed, lost or unless ifs absence can be aceounted for; and

* Rules on evidence produced by machines: before evidence can be received it must

be established that the equipment was reliable and accurate at the time the
evidence was produced. Proof of these preconditions in the case of computers
wotlld be an unduly burdensome costly end inconvenient obligation and one beyond
the resources of many who have computers that have not the slightest idea how
they actually ope:ate.w ' ’

The advent of the new information technology renders the continuance of some
of these rules, developed in earlier times, unreasonable and indeed impossibie. Clearly it
would be intolerable, as our society rapidly adopts computers, photocopies, word
processors and other technologies to require, in ell ecases, that every - person who
contributed to a much used and- thoroughly relied upon computer record or-other device,
should be available to provide orally his individual contribution. Equally elearly, it would
be unaceceptable to require proof in every case of the operation of the equipment.
Particularly would this be unreasonable in the event of computer material originating or
generating in a foreign jurisdietion, transmitted, possibly =meross the world, by
computications. The eommon law rules were often unreasonable in the case of réliable
business and government records before computerisation. They become éven more
unreasenable when computerisation is employed.

On the other hand, mistakes, secidental or deliberate, do oeceur even in
computerised data. It would not be appropriate to accept, without any precaution or
reservation, the printout of every computer or product of every
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photocopier as if the technology itself were alweys an indispensible guarantee of
accuraey. An Ameriesn judge undoubtedly spoke for a large constituency when he
complained in a judgment that 'as one of many who has received computerised bilis and
letters for mecounts long sinee paid', he was not prepared to accept the product of a
computer 'as the equivalent of Holy Writ. In confronting this problem, the Law Reform
Commission recognises thet a compr'omise must be made between:

* adherence to the eommon law rules of evidence, devised in the days of the guill
pen, with their insistence upon procedural fairness end the production of the best

evidence', on the one hand; and

* recognition of the rapid penetration of the new information technology in sotiety,
its encrmous efficiencies, its transborder characteristics, its overwhelming
reliability, its cominon use by markind and the gross inefficiencies and costs that
would be inflicted if, in every case, strict adherence to the traditional rules of
proof were insisted upon in the eourts, '

Making this compromise between the traditional rules of evidence and the new technology
is neither easy in coneept not in execution. The task is made no simpler by the urgency of
providing solutions that will ensure that courts and tribunals can receive into evidence the
rapidly expanding bulk of computerised data and other technologically produced evidence
beeause such material is, effectively, the only aveilable information upon which the issues
for trial can be accurately and justed determined. The law would be brought into greater
disrespect in the community if, in the face of the rapid deployment of computers and
other technologies, our courts continued to place unreasonable evidentiary obstacles in
‘the way of the ad fnission of such material for use by the legal decision-maker,

In the past in Australia, legislation has been enacted which has all too
frequently lagged behind technological developments already in place at the time of the
remedial legislation. For example, legislation enacted te permit the admission of
microfilm into evidenee in courts does not, typiéally, apply to laser technolegy which has
been adopted since the laws were passed. Another case arises from the_usé of 'on-line!
computers by bank customers such is now becoming ¢common with the 'automatic tellers'
in Australia. Even under the broadest of Australian evidence reform legislation, entries
made by customers in effecting transactions at 'automatie tellers' may not qualify for
edmissibility under Federal or New South Wales legisiation. Typically, this legislation
requires that, to be subsequently admissible in & court of law, information must be
recorded in computer
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records of a business by a 'qualified person’. It is doubtful whether & customer at an
automatic teller could be described as a 'qualified person’ - this phrase probably having
been intended to be limited to trained and therefore reliable operators. Likewise,
computer-generated evidence (which is produced without eny imminent intervention) is
not sdmissible under any of the technological evidence legislation in some Australian
jurisdictions, though it may be admissible st common laew provided the normal rules of
evidence produced by a machine can be satistied.!! These are just a few examples of
the problems which law reform faces in seeking, by highly specific means, to confront a
new technology. All too often, the technology outstrips the legislation. The technologists
would laugh at the feeble efforts of lawyers and lawmakers to keep pace, if. the
consequences were not s0 serious. Where will we be in society if our courts cannot
faithfully, accurately and efficiently resolve disputes beiween parties on the basis of
material which would, of course, be used by the parties themselves but which is kept out
of the courtroom by rules designed for earlier times or by legislation inapt for this or that
new technological advance? .

Various solutions to the need to admit, into court evidence, reliable computer
and like testimeny are being considered by the Law Reform Commission. One approsch is
to persist with the effort to state detailed rules which minimise judicial discretion.
Another is to rely upon the judges to weigh the likely reliability of the technclogical
evidence and the procedural fairness of admitting it. A third is to mbolish entirely the
hearsay rule and to substitute a broad power in the judiciary to exelude relevant evidence
by reference to identified consideration such &s procedural fairness, the opportunity to
meet end challenge it and so on. This may seem to be a somewhat technical exer;:ise',
remofe from the concerns of participants in this Conference, It is not.so. The courts
should serve everyone in society. They should be able to adapt to rapid change. They
should be in a poesition to determine disputes on the best available, reliable and relevant
gvidence. Even where hitherto fundamental rules must be modified, the courts and the law
of evidence must adapt and change. Otherwise, we run the risk that businessmen and other
litigants will look elsewhere to settle disputes and the courts will be consigned, with their
800 year-old traditions, to inereasingly limited or peripheral concerns of society. The
business of the Law Reform Commission is to ensure that courts stay relevant and that
the rules by which they operate sdapt to the technologicsal age we live in. ’

OTHER INFORMATICS ISSUES AND THE QECD

In the course of the Law Reform Commission's work on privacy protection, I
was sent as Australia's representative to the Organisation for Economic Co-operation and
Development (OECD) in Paris. For three years, 1 headed an Expert Committee
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of the OECD, locking at the international legal aspects of privacy protection. There is an
international eoncern, for the simple reason that without international laws and
principles, domestic rules on computerised persenal data could be readily ecircumvented or
frustrated by the expedient of keeping the data outside the jurisdietion. Likewise,
protections in one country cculd be undermined because the rules in neighbouring
rountries are silent, different or even contradietory. The principles agreed to by the
Expert Committee were subsequently adopted by the Council of the OECD as a
recommendation to Member céuntries.}? It is & matter of embarrassment that of the 24
nations of the ‘OECD, the free countries of Western Europe, North America, Japan and
Australasia, only thrée have not subscribed to these prineiplés. The three are: Ireland,
Canada end Australia. Our excuse is said to be the need to consult the States.

In September 1982, 1 was invited to address the first meeting of a new
Committee of the OECD concerned with Information, Computer ard Communications
Poliey. My address related to the future agendé for the study of the legal implications of
informaties as it should concern the worldwide eommunity of the OECD. Amongst the
items which I identified for future study both at domestic and international level, were

‘the following: '

* Privacy Protection: The extemsion of the concern about privacy protection from

consideration of the 'basic rules' to more speeific problems such as:

** The extent to which privaey protection should be sveilable to legal as well &s
natural persons, i.e. to proteet the detailed: information about associations,
clubs, partnerships and small businesses.

** The development of codes of ethics for computer professionals to supplement
legal regulation and to instil fair information practices. Work on this topic has
aiready begun in the Council of Europe.

** The extent to which privatisation of the telecommunications systems of the
world will reduce the protection for privacy that has existed in the past, in part
at least because of the government monopoly and secrecy laws.

** The extension of the 'right of acecess' to documents to a right of the individual
to have access to terminals &nd other equipment in order to interrogate
computers about personal data. This is alreedy under study in Sweden.
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* Freedom of Information: A further topie is the consideration of freedom of
information laws. These laws are being passed in many ecountries, including

Australia. But they give rise to future problems:

** The extent to which an FOI law in one country, with on-line accessiblity in
‘another, can undermine the laws of other countries. This problem was recently
illustrated when a Norweglan scciel researcher gained access to data in the
United States under its FOI law yet which was a State secret in Norway. The
researcher was prosecuted,

** Data 'ownership' is now being talked of in Europe i.e. that is to say the
individuel should be seen to be the owner of data about himself wherever it may

flow.

** Implications of aceess to documents in the publie sector, for the even more

seeretive private sector must also be studied.

* Vulnerability and Crime: A third topie dealt with in my speech was lthe
vulnerability of society to computer crime, accident, terrorism, mistakes. In

Sweden, examination of the legal consequences of the vulnerability of the wired
society has already been eonducted. There are many problems which have simply
not been considered in Australia. As more and more vital dats is transferred to
computerised format, it will b‘e imperative that practices and laws are developed
which proteet society from the massive damage that could be done if the data were
destroyed or lost, whether deliberately or by accident. So far as computer crime is
coneerned, there are many problems for the law. Typieelly crime is strietly
defined. Yet old definitions of crimes, such ss 'theft' may not be adequate for the
new information technolopy. Typicaily crime is local. Yet the internationsl
technology may involve criminal acts with comﬁonents in a number of overseas
jurisdictions. Typically police investigate crime. Yet we lack an effective
international police te examine erimes involving ‘transborder data flows. Even
within Australia, there is as yet no adequate recognition of the need for legal and
administrative changes to gecompany the transborder elements of computer crime.
The Costigan Royal Commissien in Vietoria, with its advanced use of computer
technology to analyse crime, is a clear illustration of the way ahead. It will be &
sorry thing for our society if our police forees remain adept at catching shoplifters
and petty thieves, but cannot keep pace with the sophistication and imagination of
thieves who use scphisticated technology to work much greater aggregate
anti-social damage. ‘ '
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* Conflicts and Sovereignty: A fourth area of concern is the need to.develop new

internaticnal law to determine which legal regime will apply to trenszctions
involving the use of transborder data flows. When &n electronic message is
generated in country A, switched in countries B and C, transits countries E, F, G
and H and is processed in countries I and J, stored in country K and involves
entities residing in other countries, it is clear that the present rules on choice of
law are inadequate. '

Likewise the issue of sovereignty end informatics is complex. It was recently
illustrated during President Reagan's Soviet pipeline sanctions. The company
Dresser-France was contracted to deliver 21 compressors to the Soviet Union for
the pipeline. On 26 August 1982, the day the President's sanctions tock effect, the
holding eompany of Dresser-U.S.A. in Pittsburg, simply changed the entry key to a
computer. This effectively barred Dresser's French subsidiary from sccess to the
technology it needed to complete the orders. Without sccess to the computerised
data- banks, Dresser-France's engineers lacked the information to build the
made-to-order compressors. One of their systems engineers said that 'without the
‘computer, the only thing we can do is duplicate com'pressors we have already
made'. In fact, as reported in Business Week, Dresser-France, 85 & conseguence of
the computer adjustment, lost to Dresser's division in Olean, New York, a $3.5
million order to supply three compressors to Australia's Ssmtos.13 The
vulnerability of our societies to use of computers in this way may be beyond
domestie legal regulation. It is a feature that must be recognised by home
politicians.

* Intellectual and Business Law: There are many other items for consideration in the

catalogue of legal action on informaties. They include the reform of inteltectual
property law, the development of business law, the design of insurance against
computer loss and rules that will clarify liability for loss end error. Time prevents
my examining these issues. My OECD paper is available {or anyone specially
interested.

A COMPUTER/LAW INSTITUTE?

In my address to the OECD and in earlier cbservations to the computing
industry in Australia, ] made what seemed a self-evident point. In & time of economic
downturn, the computing industry is one of the few bright spots for profitability,
development, advance. Yet precious little of the great resources generated by this
industry are being devoted to helping society to sort out the numerous legal and society
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implications of computerisation. If only a tiny fraction of the profits of the industry were
devoted to ensuring a proper servicing of the legal and social problems, some of which I
have mentioned, we would stand in a better position to tackle and solve them, than is
presently the case. The plain fact has to be acknowledged that, in Australia, there is no
bedy whieh is examining the moslae of problems which informaties brings in its train. The
Law Reform Commission looks at privacy. ASTEC lcoks at roboties. Intergovernmental
committees look at some aspects of FOL The Federal Police may be examining computer
crime. So far as I am aware, there is no body with the agenda to see all these
developments in context and to bring. together our country's response.. ‘There is & special
element of urgeney in Australia because our.Federal system itself already provides
impediments for echerent action which must not be underestimated. There is no clear
constitutional power for the Commonwealth Parliament to enact comprehensive laws on
all of the legal and social consequences of informatics. There are a few heads of power
settled in the 1890's which may be utilised - especially the telecommunications power. But
a ccherent social response in Australia will be difficult, unless there is a higher degree of
Federal/State co-operation than has been a feature of our country's history to date.

I suggested to the OECD that what was needed was the ereation of properly
funded Institutes which would be independent of the industry but finaneially supported by
it. Such Institutes eould help hardpressed officials in Government to respond promptly and
with some of the efficiency of the technologists, to the social and legal challenges of the
informatics revolution. So far the response to this proposal, internationally and
domestically, has been a deafening silence.

Last week I received a letter from one of the colleagues who worked with me
on the Privacy Guidelines of the OECD. Professor Peter Seipel, now leads a new. Swedish
Research Institute for Law and Informatics. It is established within the University of
Stockholm and it brings together research into the legal aspects of information systems
and information processing which has been going on in the Faculty of Law in that
University sinee the 1960'%, Many of the projects are financed by external institutions,
including the Swedish Ministry of Justice, public authorities, private companies and
professional organisations. Basie resources are provided by the Swedish Research Couneil
for the Humanities and the Social Sciences ard the University of Stoakholm. Amongst the
topies ineluded in the deseription of the work of the Institute are the study of legal .
information systems, the examination of freedom of information laws, the regulation of
teledata and computer networks, a study. of labour law as affected by changes in
infermation systems, the development of contraets for information.produets and services,
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and serutiny of wvulnerability and security issues, Certain specific projects such as
computer assisted decision-making in tax administration and tax collection are being
given priority. Data law is now a well established feature of the courses at all Swedish law
faculties, The interdisciplinary mixture of the ancient legal art with the most modern
information technology provides an example that we in Australis would do well to follow.
Yet are we doing so? I regret to say that we are not, There is no legal text on computers
and the law in Australia. I was told last month thet the largest law publishers had said
there was simply no market on the topic. There is little interest in our law schoels in
computer law, Like Canute, they perhaps hope that the flood of informaties will recede.
There is & new Journal on Law and Information Seience published by the Law School of the
N.5.W. Institute of Technology. But it is very mueh the effort of a few beleaguered
enthusiasts who see the future more clearly than do their colleagues. How more easy and
comfortable it is-to Minger lovingly with the problems of cattle trespass, estates entailed,
quantum meruit and tax avoidance than to eonfront the truly challenging problems of the
future, which is hostage already to information science. 1 hope that words at conferences
such as this will be hesrd in the legal profession and indeed in ell professions and

occupations. For the future, read informatics.

COMPUTERISED LAND INFORMATION SYSTEMS

S0 far, I have been concentrating, as 1 was invited to do, on the work of the Law
Reform Commission and on the law's response to informaties, In the remaining minutes, I
want to turn to the subject of computerised land title and land use data. I say return’
because this was the topic I sddressed et the 22nd Australian Survey Congress in Hobart in
February 1980.14 Just as'law must accomodate the new information technology, so
must all those involved in urban and regional development in Australis. Nothing has
happened since 1980 to make the need for work towards & national land use data bank less
feasible or ‘less urgent. The technology do;as not stand in the way. Only our local
.obsessions, a lack of national vision and puny, parochial attitudes, limit the development
of the common standards and definitions necessary to establish & land use data bank for
Australia. The report of the Institution of Surveyors (N.S.W. Division) on the Information
Needs of Surveyoers in the 80's recorded that the inerementsl cost to land development
that could be attributed to development delays as plans are put through the planning maze

of multiple individua} authorities, was something between $60 million and $120 million a
year in New South Wales alone..15 A national land use data bank into whieh was fed the
relevant data and requirements of the various authorities of Commonwealth, State and
Local Government, would not destroy the opportunity for local experimentation and
variation. But it would inevitably reduce the mechanical costs of urban development,
plenning and home purchase and the delay inherent in the current checking procedures.
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In 1980 I pointed to our relatively small population, the widespread use of the Torrens
System of land registration and technological expertise as advantages with which we
start. There are, as I am aware, many practical and some legal obstacles which stand in
the way of progress. They include different ecdes, different standards of measurement,
different specific and local interests, different statutory definitions and so on. The
authorities which keep land inventories are extremely numerous. And they tend to move
slowly.

In 1980 I said, and I now. repeat at the end of 1982, nearly three years later,
that it will be a tragedy for our country if, on the brink of computerisation of the data of
all of these varicus land authorities, they all decide to go and 'do it their way'. When in
Opposition, the Federal Minister, Mr. Ralph Hunt called for a 'werthiwhile attempt' to
,undertake a joint Federal/State lend use survey to develop & 'national land use data bank,
inventory and land use stmf:egy’.16 This- call should be heeded. But it will probably
require much more active concern about the -inefficiencies of inaction thap presently
seems to exist among Federal authorities, In & continental sized country, there is only
one place where an initiative for a national, mutually compatible land use dats bank can
corne with proper authority, proper eollection of expertise and proper funding. That is the
Commonwealth., It is no negation of State or local rights to suggest that the
Commonwealth should take the leadership role here. It is unreasonable to leave leadership
to the hardy band of dedicated private professicnals’ who do their best at weekends and on
busy afternoons after a heavy day at work. It is unrealistic to expect State authorities to
take the initiative. They will have their own concerds and will often be quite innocently
ignorant of the laws, practices and problems of colleagues in other States.

A recent report from New Zealand revealed that the Government there has

17 How muech

established a working party on computerised land information systems.
easier it is in New Zealand or England where the complexities of the Federal division of
power can be ignored. That division will not go away and it must be squarely faced in
Australia as a potential impediment for the early adoption of a cost saving national
computerised land information system. The point I wish to repeat is thet unless the
initiative is taken soon, and at a Federal level, it will be extremely difficult later and
much more costly to secure compatibility between the approaches taken in different
States. The Commonwealth's Landsat Program would seem to offer a useful starting point
for Federal leadership. Its data is consistent in scale and quality across the continent,
There is repetitive coverage on & 16 day cycle permitting the data base to be regularly
updated. Old date is safely mrchived. The next generation Landsat 1985 will permit
accuracy to 10 metres. This would be adequate for a national grid suitable for domestic
household lots.
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Alreedy, I am aware of a major initiative in Western Australia designed by the
Land Information Systems Support Centre of the Government of that. State. Mr. Brian
Humphries, a land information consultant directing the Computer Policy Committee said
in April 1982 that his investigation had revealed that 475 man years a year was expended
by government departments and the private sector in the mechanical task of retrieving
information about land in Western Australia, Little wonder that the economies of
computerisation are at last being recogniSEd:lg

'The biggest problem is that all the information we have is & reflection of the 150
years history of W.A. and the first task I have is to get all that information into
computer form. If I ean do that from a number of different sources and start to
merge them one against the other, I can start to identify clearly what are the
anomolies...The most important thing is that here in the West we have this ability
whereas other States of Australia are still dreaming about it 20

Now ‘dreaming' is & -harsh word and may be unfair to the one or two other States which
have taken some initiatives. But it does seem true that other parts of Australia, and the
counti'y as a whole, could take lessons from the Western Australian experience. These
lessons would be:

* First, that until institutional problems are resolved, rivalries settled and
bureaucratic empires vacated, real progress cannot be made,

* Secondly, it must be realised that there are many different types of lanpd
information systems. There is no system which of its nature could be described as
'a standard system'. The call for 'standards' applies to data exchanges between
systems. To secure 'standards' it is necessary to have both the resolve and the
authority to compromise and settle-on what will be the *standard'.

* Thirdly, to achieve this recognition, it is absolutely vital that elected officers of
government address the complex institutional problems that exist. Without a
commitment py the ExXecutive Government, vested departmental interests will
undoubtedly proelude rationalisation of land management systems. The problem is
not to be solved, I believe, by the simple expedient of assigning the co-ordinating
role to a land related department. Such departments are msble to address the
functional needs of a system. But of equal importance is the need for financial
co-ordination (involving the Treasury), organisational co-ordination (involving the

- Public Service Board) and . eco-ordination of departmental' polities (invelving,
normally, “the Premier's officers). Those of you who
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do not know of the bureaucratic problems these innocent political virgins in the
audience (if any) should take the short course in civies which is provided weekly by
the A.B.C. program 'Yes, Minister'. The only difference is that -in Australia,
becguse of our Federal system we must multiply the opportunities {or shipwreck of
bold schemes eight times over.

"* Fourthly, to establish a national land use data bank it will be necessary to settle on
a standard land use coding system. A Irecommendation for a coding 1land use system
in Western Australia is now before the whole Ausiralian eommunity..Those who
take the initiatives here will almost certainly offer leadership. Unless State
Governments quickly recognise now the need to manage technological change it is
likely that any technological development, regardless of how small it may be, will
be a progressive constraint to natiénal standards being possible, let alone adopted
and implemented. The diversity of railway gauges in Australia which took the
better part of a century to resolve and were than only resolved after much of time
had passed the railways by, stand as a warning to us of what will happen if eaeh
State-'goes it alone’ with its own homegrown land -information system. Now; I
realise that the problems facing governments in connection with the intreduction
of eomputerised land information systems are complicated by the fact that the
present manual systems have themselves never been planned as & homogenous or
integrated operation. In many cases they are not even adeguately deseribed in a
comprehensive single text. Accordingly, implementation of computerised land
information systems require a number of steps to be taken:

** identification of the present manual system

** correction of anomalies and removal of duplications

** standardisation of fundamental tools such as street addresses
** computerisation of the data bank -

Even when the decision of srineiple is made to move to computerisation, the problems
facing governments remain problems of finance and commitment. A cost/benefit study
undertaken of our present land information systems would show significant benefits to the
community, in aggregate, from the move to computerisation of land use data. This study
has not been undertaken. The result is that computerised land information systems are
just popping up by default’ in much the same way as the separate manusl systems
developed earlier. The same hunch that has led particular operators to move to
automation, should, I believe, justify governments moving to an aggregate system.
Certainly .the Western Australian authorities have already reached the not too startling
view that the  highly lsbour-intensive, ecomplex, slow, tedious system
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of checking land data we use at present, is, of its nature, susceptible to major cost savings

by & move to computerisation.

More uncertain is the problem of ecommitment. Computerised land ‘information
systems are now developing in gll parts of Australia. Loeal Government Counecils are
adopting them in every form; from the sophisticated system of the Sydney City Couneil to
quite primative systems of small local authorities. They are being developed in some
govetnment authorities and sémi-government authorities such as the State Electrieity
Commissicn of Victorie and the Metropolitan Water Sewerage end Drainage Board of
Sydney. They are appearing at the State level of some Statés (South Australia; Western
Australia and Northern Territory). They are under investigation in all other States. These
investigations are advanced to a lesser or greater degree. The Commenwealth has its own
entirely separate and legitimate interests because of the Commonwealth statutory
authorities which have relevance to land use, the most obvious being Telecom. In this
environmert, there is little doubt that even if no aetive promotion of computerised land
information systems were undertaeken, forms of automated systems would be operating at
a1l levels of government and semi-government authorities throughout Australia within 10
to 15 years, using —(és the manual systems do) different definitions, different criteria,
different indicia; a caéophony of computers, like the Tower of Babel, unasble to
communicate with each other for a lack ‘of & common computer tongue:

'S0 the Lord scattered them abroad from thence upen the face of all the Earths and
they left off to build the city.

"Therefore is the name of it called Babel; because the Lord did there confound the
language of all the Earth; and from thence did the Lord seatter them abroad upon
the face of all the Earth'.20

We in Australia run the risk, for want of apprépriate commitment, leadership and
perception of the real economies involved, of creating for ‘ourselves a special Land
Information Babel It is not too late for this distinet danger to be seen in the appropriate
quarters. An obstacle to the early implementation of the national land use data base, that
Mr, Hunt spoke of in 1975, includes the continuing lack of corporate commitment by
politicans and administrators in the Executive Government. In the States, where
investigations are being carried on, the investigations are themselves often under the
control of iﬁterdepartmental committees; those special enemies of prompt and effective
action in Australia. In those States where there is no one individual in a key position in
government with a commitment, the State itself tends to show little commitment. The
Commonwealth, perhaps out of deference to its view of its role has failed to offer either
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leadership, co-ordination, expertise or financial help. If as a country we did our social
arithmetic and caleulated the savings and efficiencies that- would be secured for the .
Australian community in aggregate, I have no doubt that it would justify a major
co-operative Federal/State effort for a national land information system. But without the
leadership, it is likely that we will drift slowly unevenly and languidly in the direction of
the computer Babel.

TWO SYMBOLS

If I were pessimistic, I would say that there were two symbols of our nation's
history that should constantly be before us. The first would be the railway lines with their
incompatible gauges: symbols of the dangers of the Federal system of government in a
country the size of ours. With so many strengths for local experimentation and
achievement the Federal system does have weaknesses and we need to be constantly
alterted to them.

The other symbol would be Sturt's pathetic little boat. You will recall that the
early British settlers were sure that the centre of this continent was a great inland lake
that would nourish and prosper their settlements, if only it eould be found. Sturt was so
sure of it that he took on his mission of exploration a little boat, so he and his party could
cross.the great inland lake that never was,

The railw&y' gauges are our warning. The hoat we ‘shquld make a symbol of
optimism. Despite all odds, despite our history with its frustrations and disappointments,
we should persist with the exploration and remain optimistie. '

1 hope that the meetings of our successors in the 21st century will not reproach
us as we reproach the railway pureauerats, Will they say of us that, locked into a political
compact achieved in the closing days of the 19th century, we lacked the imagination, the
national will and the plain pereeption of our economic self-interests to take advantage of
the technology presented to us? It really is up to us to decide what the future will say.
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