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- - LEGAL ASPECTS OF INFORMATION TECHNOLOGY

"TON TECHNOLQGY IN CONTEXT

for futurologists: At thé end of July 1982, there gathered in Washington a
of thousands of business leaders, politicians, scholars and decision makers
the  topie '"Communications and the Future'. A glance at the preliminary
7_ d by the Congress, and a list of even some of the hundreds of the topies

dicates the complexity and the challenge of the task before the new
for Information, Computer and Communications Poliey, It also indicates a
¢ for futurology. Indeed session 1401 of the Washington Congress was
11§ Bssigned to the topic 'Career Opportunities for Futurists in the Information
‘ :ﬁgllconsider the variety of some of the other conference sessions, chose.n,‘ at

mmunicating with consumers in the information age.

electronic information systems for finance.

;:Qmmunication as an agent for change.

cictal and compctit'ive impact of new electronic banking,

moeratiec communieation: bottom sideways as well as bottom up.

Cimpaet of advanced systems technology on future communication satellites.
frat_:'jr in the wired home, -

*-Ppetry tomorrow: word art for the information age.

*’Futuremoney - banking at home.

* Transferring communications technology to the Third World.

he Yang and Yin of the communieations future.
resént shoek: journalists and the new information delivery technology.

“The man-machine interface,

2.-35. A number of issues relevant to the law and infermation technology were on the
agenda.ineluding: '

¥ 'Legal implications of home communieations technology.
#*:Communications and the legal profession. ‘
*' Legal ramifications of eommunications technologies.
* Legal institutions and doetrines.
-* Transborder data flow: legislative developments.

3. The variety of the topics requiring the attention of the new OECD Committee is
dazzling, daunting and growing at an exponential pace, A glance at the work done and the
work in progress in the Organisation, combined with speculation about future tasks, is not
for the fdint-hearted. Opening the High Level Conference on Information, Computer and
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Communications Policies in Octaber 1980, which gave a spur to the establishment of this .-

new Committee, the then Freneh Minister of Industry, Andre Giraud, deciared that there
existed no 'legal infrastructure to sustezin the transition to the infermation economy'. The

same is true to-day. It is not -poésible to venture, in a shori paper such as this, upb.!)--{i_ .

complete exposition of the design for such an infrastructure. _Thé task of putting 1oget‘her;”,_,

that mosaic is one that must await the deliberation of expert groups, established to assi'_stq_::.:_

this Committee, the reports of the Council of Europe working party on information..

lew? and enquiries in Member countries and beyend. Without embarking too far into the - -
dangers of futurology, this paper will attempt to identify some of the chief legal issues..
that will need to be considered, particulerly having regard to the likely‘continuing growth..
of transborder flows of data, with their many implications for law.

4, Reservations: At the outset, lawyerly training requires me to make a number of
cautionary reservations. '

* A general overview: This is no text book on Vcomputerllaw. For those who-want .to

glance into the way in which computers are affecting domestic lew, there are
excellent general books by Colin Tapper and Peter Seipel3. Furthermore,
extremely useful. papers have been prepared for the. Organisation by _consultants.4
This paper draws, in turn, upon them. It seeks to digest.them for those who have tht
time to grasp only the main points. The very magnitude of the social impact of
infbrmatics requires help for busy people seeking an overview from whieh palicy
judgments can fairly and.accurately be m_&‘tde. ‘

Jurisdictional ‘mvopia: Every lawyer hes difficulty in offering such an overview. -
Unlike medicine and other professions, law is traditiongplly locked into the cuiture; -
history, language end attitudes of its jurisdiction. In federal countries there is a.
further complication in the existence of laws differing as between different,
sub-national regions. In fact, this is part of the problem. which the OECD must
address. The very technology which has linked eomputers by telecommunications
renders laws, framed in terms of power over @ particular territory, inconvenient "0.1f‘
irrelevant in many ways . The subject matter to be regulated is pervasive,
ubiguitous, instantaneous, Inevitably ldwyers from different traditions will approach -
the issues of transborder data flows (TBDF) in ways dictated by their -training;;" ;
Concepts will differ, institutions will differ, eategories of legal reference will be
different and an even greater danger will be posed where, because of history or leg"ﬂ:
- tradition, the same word may ~cor_1—jlire up quite different legal concepts because ‘OIF.
the different way these concepts have developed. An illustration of the impact
legsl traditions in this area can alreedy be seen in the differences ,u.tmhﬁifit



.—éh'i-“éfééd, even in a decade, between the legislative responses to the concern of
'y ‘:“fprotecti'on in’ European countries (typically generalist data protection

awyers - and political leaders advised by lawyers to. escape on the
térial plane from the prejudices and tendencies of their lawyerly view of the ’

bolitieal: and other implications, as the variety of the subjects of the OECD studies .

will: ~illustrate. Indeed, " the very subjeets of - information computer and
éqmir”h'uﬁi"cé:tions policy must themselves be seen by societies and these who govern
| é‘m,"'in the wider context of science and-technology more generally. There are
s-;iiribt-‘i_a'h&logies- between the--challenges to the eapacity of political and legal
stitutions to cope with informaties and TBDF, on the one hand, and the équally
FBlexing challenges posed, on the other, by the new energy sciences (particularly
éar “fission), the new biological sciences (in vitro fertilization and genetic
igineéting) and robotics. The emphasis may differ. The scientist and teehnologist
-wisti‘to emphasise the brilliance of & few thotght or the benefit to mankind of
new-technology. The economist may wish to stress the international importence of
maintaining free flows of data for the aggregate‘benef_it of Member countries. The
awyer's ultimate -point is.-more likely to be coneerned with the capacity of our
“political and legal institutions to keep pace with the pressures of change. I am
~¥I:>_iaséd~bbt-h: by my training-and by my present occupation It. will-not be to the
= 1'11_timat_e‘ advantage of Member countries of the OECD if they expand greatly the
4 fé;:hnblogical advances of informaties and TBDF and yet in the process fail to solve
- the.-institutional and legal problems of providing ultimate social responses to-the
':‘ﬂew-'technblogy,' national and international, and addressing the legael 'fall-out'. Yet
 this-must: be- done recognising that it is neither possible nor desirable to divorce
“Tepal issues from broader policy issues, even if convenience, manageability and the
- ‘limitatiohs of the human mind require us to eatalogue problems and to tick off those
.*with which-we can deel. This is the practical apbroaeh being adopted by the Expert
-Group which is presently, within the Organisation,. examining selectively and
‘pragmatically legal questions raised by transborder data flows.5

+

5. "Now is the Hour: A. further preliminary point should be made. Differing views are

-expressed about the urgeney of considering the legal problems. On the one hand, there is
the opinion that delay may be beneficial because it will give home governments time to
reflect and international crganisations time to develop proposals. On the other hand, it
has been suggested by the United Nations Cenire on Transnational Corporations that the
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lacunge defined by M. Giraud ought to be filled promptly whilst ‘important vested
interests are not omnipotent and positions are not frozen'.'?‘ 1t appears from the
assignment of priorities given by Member countries at the 11th session of the Working
Party on ICCP in MarchyApril 1982 that they consider legal aspects of transborder data
flows to have one of the highest priorities in the ICCP program of work for 1983 Only one
other matter (economic aspects of non-personal data) wes voted a higher [Jt‘lOI‘lty-B

6. A report by the United States Government in Mareh 1982 listed 33 different
ways in which countries could stop firms from other countries sending data into th{eir
territories, frequently by the use of démesii_c laws {ostensibly for privacy, copyright or
other protection). The report claimed that 30 countries had already erected barriers
specific to transborder data flows.? Whatever the number of such impediments and the
present size of the problem, its existence cannot be denied. Time is not on the-side of its.
easy solution, The problems, some of which will be listed in this paper, are such that.the. -~
earlier guidelines can be offered, around which domestic laws may cluster, the better, It
is precisely in work such as this thaf the Organisation ean fulfil its most creafive :an&-

influencial role. I have reeson for saying this. Although Australia has not, for local.

constitutional and political reasons yet subscribed to the OECD Recommendation by the
" Couneil on Guidelines for the Pro.téction -of Privacy and Transborder Flows of-‘P.erso'rli:al

Data, ;in which I had some part, the fact remains that the principles stated in thdse :
Guidelines are central to the development of Australizn federsal legislation on prlvacy

protectlon 10 Indeed, the Austrahan Freedom of Information Act, recently passed‘ -
adopts, in respect of federal public sector records, the 'individual participation principle‘ -
{(access to one's own file) and other principles which were amongst the basic rules for E
domestie application of the OECD Privacy Guidelines, So there is obvious merit; where

the technology is extremely dynemie, diverse; ub1qu:tous, powerful and d1ff1cu1t or‘ i
impossible to control unitaterally)! and where the multi-faceted problems_are ) EEO N
complex as to diseourage even the most intrepid local administrator, for the OECD ':fo' ’
offer help. Even in so peeuliar and local a dlsclplme as the law, the very technology ltself
creates the urgeney to develop compatlble laws around- internationally 1dent:f1ed-
guidelines. More rigorous and effective international instruments (such as treatles) im
follow.” But if guidelines can reduee, by ‘theit early availability, 1dlosyncra;1§:
incompatible domestic legislation, that will itself be a significant eontribution”
harmonisation of laws which will make the later bossible adeption of enforceable tre
so much easier and so much more likely. The unanimous support expressed by the W




nistrators can show at least a part of the same enthusiazsm and dynamism, the

and-creativity that have so-marked the past two decades in the fields of

tarting -without definitions: It is ususl when embarking upon a paper such as

sauthor to start with definitions. In common law.countries (but not, I believe,
et civil law tradition) an Act of Parliament will start with a series of

a~task for those who are getting down to cls:a'c_ail'.13 1 do not propose such &

E WOUId; however, want, at the outset, to call attention to an important point -

heddiisultants' paper on 'Legal issues related to transborder data flows". In"that -
“Professbr Bing and his colleagues called attention to & definitional problem of
international level, which in ‘domestie jurisdiction, a professional law
e sees gl the time. This is the need for law reform and development to -ensure
-lé’gislation or other laws, developed'in earlier times, do not, in their terms, apply
nint izntiéna]ly;-and unexpectedly to & new invention or technology. Thus, Professor Bing

Ik t:that ‘terms such as 'telecommunications', 'broadeasting', 'information’, and so
in international conventions developed before the rapid growth of TEDF may, in
iir-terms,-apply to some but not all transmissions of data, now and in the future. 0dd
! m‘ay&.;o’c@r. These results may be hard to justify according to any objective

ciple.~The: technology releases the movement of information from dependenee upon
bcum‘entafcion.:-Accordingly, definitions framed in terms of transmission of documentary -
natters;:apt for-earliér technologies of telegraphy, may now have the bizarre result of
ieking; up..and applying their rules to information transmission systems: which have a
eletype -terminal (creating & document) yet ot to a system, reproducing its essential
nformation.on a video terminal. Indeed, where both a videc and teletype terminal is-
-provided (asis often the case) the. one international convention might epply to one part of
the trensaction, yet not to another. The illustrations given by Professer Bing and his .
olleggues in. their pape'r- need the attention of the world..organisatidns which develop
communigations, postal and other conventions. But they alse require the consideration of
the OECD. because, in' aggregate, they may raise more general questions e.g. as to
whether 'information’ which we have formerly been reluctant directly to regulate in the
law, may be now apt for regulation in its own right and if 'so the question is raised: what
“would be the legal, econemie, political and other conséquences?



PRIVACY PRQTECTION

8. OECD Guidelines: It is convenient to begdin the consideretion of substantive legal
concerns with privacy protection because this has been a sustained interest of the OECD
for more than a decade, Valuable work has already been done. The history leading up to
the September 1980 Recommendation of the Council is contaired in the Explanatory
Memorandum which aceompanies the Privacy Guidelines. Although the Guidelines are 'not,
in terms, confined to the problems of privacy and transborder flows of data in automated .
form, there can be little dispute that the initiating concern that led to the Guideliries and
which has enhanced pressure in Member countries Tor privacy (or data protection and data
security) laws, is the rapid penetration of computers, now linked . by -
te].ecommunicatibns.15 Gonecurrent moves in the United Nations, the Couneil of Europe
and the European Community and European Parliament are mentioned.16 The worldwide.
distribution of Member countries of the OECD and the present patterns of world data ‘
flows, together with the current spate of data and privacy laws, obviously make-the OECD
Guidelines sbecial;y important as an internationgl statement of accepted standards.

9. . So far, only three Members have not signed the Council's Privacyif-'_:
Recommendation, namely Australia, Canada and Ireland. Australig’s federal constitution; '
under which privacy (thought not ie‘lecommunications) is basieslly a State matter, chieflyi‘-
explains the delay there. But, as T have said, the development of Australia's privacy ‘_and--'l
freedom of information laws is strongly influenced by the OECD Guidelines. In Cenada;
officials are very frenk about the: special coneerns they have about the economic
implications of TBDF for the Cenadian workforee. But in Canada, too, there have Beeg
important developments. On 7 July 1982 & Bill enacting the Aceess to Information Act and
the Privaey Act became law.17 The latter adopts, as the Australian Freedom -of
Information Aect 1982 does, the key ‘individual participation prineiple! of the OEC

Guidelines. Subject to the exceptions and machinery provisions of the Aet every citizen-or
permanent resident of Canada 'has a right to and shall on request be given acecess 'f,or
personal information, as defined. The terms of the rights to request correction, a’ﬁno’t‘ati‘oﬁ
and notification appear entirely compatible with the OECD principles for 'doméét-_'
applieation, In the case of Ireland, it has been suggested that a change of admmzstra )
. may have delayed endorsement of the OECD "Guidelines. For those countries w ehi
already heve privacy or data laws, the Guidelines represent a stenderd against whigh’ th&Y
can measure their laws and in respect of which they should ensure that their " 1
conform. In the respect of those countries such as Australia, the United Kingdom, Ireland
and elsewhere, which do not yet have privacy laws or do not have comprehensive pﬁi{racy'
laws, the OECD Guidelines fulfil the useful task of stating the guiding prineiples:
Furthermore let it be candidly seid, they provide an impetus to setion by the power. of




"t’or'p'espond, in this intecnational forum, to the progress being made towérds
4715 'and compliance with the Guidelines should not be underestimated. 'I"hough the
ines “Wave no formel sanction attached either to subseription or for their
‘mvegtj-fin, domestie jurisdiction, the discipline of explaining compliance or

.phaﬁée_‘ is not.to be under-valued.

_o'wai-ds enforceable rules: During the preparation of the - Guidelines, and in
when the- attention of the Expert Group was turned to the prineiples of
5 pphcatmn, the- pomt was f{requently made, particularly by France, that
‘ e5, '}i‘o_wevet' ‘heneficial as as educative and persuasive force, will not have
xecuting: authority in a court of law. Thus, as between Member countries which have

i 67 Reeommendations addressed to.Member countries, at the political level. This

yrénﬁ:y" of distance, the diseconomies of time and space, makes it possible and indeed
-'lfkelv that highly personal information will be kept en ecitizens of one country in date
bases in another. The ‘market for data bases expanded rapidly in the 1960% and 70's. With
_thls eXpansion came the mcreasmg collectlon, storage and movement of perscnal and
other data:’

'The_market for data bases increased at a formidable rate...growing from 10,000
customers in 1965 to 2 million in 1978...The eustomers for these data bases came
to include not only national end multi-national eorporations of all types, énd the
financial, educationsl and other institutions of many countries, but also
quasi—governn{ental organisations and governments themselves. Two elassie
examples which are often cited are those of the Swedish Fire Department, whose
equipment is activated by a general electric data bank in Cleveland Ohio, and
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the French Five Year Plan which is stored in & U.S. deta bank. Another {reguently
cited case is that of some Eastern European gmirline reéservation systems which -are. -
handled from computers in Georgia (U.8.),20

I. - In the United States, which still has & major share of world data processing, “progress -
has been made by the public adherence of a large number -of relevant and impertant -
corporations te the Guideline principles (IBM, for example, has issued an international
publication onm the matter). But, without a treaty, enforceability of the Guideline
prineiples, in the event of a dispute, would still require, in ﬁctordance with United States
domestic law, the creation of a justieiable claim bésed upon some United States local-law
(statutory or common law) actionable in & court in that ecountry. At their highest, the
Guidelines could be no more than evidence of a proper, accepted stendard of conduct: 56
we are still a long way short of unilatéeral or mutually enforceable international prineiplesy -
let alone an international neutral tribunal to which parties with-a transborder dispiite” -
‘about personal data can have access. The development of such an internationsl triburial, -
or the vesting of jurisdietion in an already established fribunal or- the conferral' of
jurisdietion in internastional cases on domestic tribunals in accordance with s_ettled.- ‘
international law will, if enrforceability, actionability- and justicisbility .are. to “be
contemplated, depend upon & f{further step in the movement towards enforceable. -
international law. This is not a reason to unde_i'estimat'e the value of OECD Guidelines -
where the technology presents an international elemerit to the privacy complaint. It is,.
however, an indication of: '

* the limitations of the Guidelines in domestic fora, where there is an international
element in a dispute; and : S
* an explanation of the reason why, pending the development of such international- .
1aw, countries may be tempted to react in"ways that might be considered inimical-,to"'_ :
the free flow of information, in order -
** 10 protect what they perceive as their legitimate interest in the privacy of their
citizens and residents; s
- ** toretaliate against what is seen as foreign indifference to that interest; and
** to ensure, at least in certain cases, that a haemorrhage of highly perso_r}‘al‘
information will not oceur, teking that information beyond effective local
1egisia;cive control. ' '
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concerns ean be seen in g negative light as carrying the dangers of
nism end impediments to free flows of data. I shall return to that concern. {(See
below).. But they can also be seen in a positive light. The fear thal the United

Most, Member countries of the OECD rnow either have domestic privacy (data
fon_and data security) laws or are in the process of developing them, The scope. of

ly, béen said. The machinery for enforcement varies in accordance with local

s, traditions and practices, The inclusion of references to the privacy of legal

legislation is specific to communications and information technology or addressed in more
ms to the sensitivity of data, in whatever form, also differs from one country

common. And the similarities to be found in the legislation as enacted are more striking
itiithe differences. This is a matter for satisfaction, particularly when the desirability

dinpatibility of laws regulating & common technology is borne in mind, Above ali, the
adoption of the 'golden rule' - the right of access - is common to virtually all of the

gislation 50 far enacted. This in itself provides pressure upon those jurisdictions which
hg;}ie'r;not yet enacted laws, to do so and fo do so in a form which compatibly complies with

the OECD Guidelines.

14, Future Pr'ivacy Issues: The literature shows that certain matters stand out as

issues for future consideration in the privaey protection debate. These inelude:

* Legnl Persons: The extent to which privacy protection should extend to legal, as
* distinct from natural persons. To what extent is it apt to talk of the human rights of

- 8 statutory creation, such s e corporatien, or of an éssociation, club, partnership or
small business? Obviously, this issue has politieal, ec;:nomic and other implications. -
Fears are expressed that if a corporation had to disclose, identifiable information
-about legal persons, it might be forced into the disclosure of research data on a rival
‘but smaller or competing corporation, association, firm and so on.24
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Already the data protection laws of a number of Europedr; eountries?S extend
- privacy protection to‘legal persons to permit them to inspeect data.26 A paper
specifie tothis subject has been prepared on the legal person issue. I will do no more
than refer to it.27 ‘

Code'of Ethics: A significant development reported by the Secretariat to the
Working Paper on ICCP wes the decision of the Council of Europe at & recent
meeting to initiate work on the development of a code of ethies for computer
professionsals, In most Member countries computer associations and 6rganisations
have. sprung up and have established codes of ethies and prefessionsl conduet.
However, such is the speed of ‘the dévelogment of this new profession, that all too
frequently sanctions are inadequate, Comrhonality is rare, so that such codes of
practice may not {at least without some legal support) be very effective. This is not
to dlspute the value of developmg such codes. They can {ill in the gaps of general
' Ieglslatmn They can 'fine tune’ matters of detail. They can allow for greater
perticipatory self—regulat:on. Furthermore, they may be effectwe at the 'work face'
because drawn.and understood by informatics profg;sionalé rather than by lawjrers.

Privatisation: In a nuinber of Memﬁer countries considerétion is being given to the

";prwatasation of telecommunications and a relaxation of the former government
monopoly ‘In part, the pressure for this change lS politmal and economic. But in part
it may be attrlbuted to the very variety and dynamlsm of the technology and the
feehng that the prwate sector will be more effective in’ developing it than
g_overnmeﬁtal agenecies would be, But in the past, the government monopoly and
domestic seereey laws may have contributed, in practice, fo the protection of the -

_privacy end confidentiality of information passing through the telecommunications
systerh including in internationsl flows. The implieations of privatisation may need
t¢ be considered, including for the privacy of data subjects,28

. Model /Contracts: Pending the development of binding international. obligations,
consideration may be given to interpartes obligations assumed by contract, In order
to define legal rights and duties in the event of a dispute, the forum for dispute
resolution and the law according to which the matter will be resolvead, there is likely
to-be an inereasingly urgent move towards the inelusion of 'contractual. terms in.
informaties dealings with an internationel €lement. A high priority has been
attached to the identification of the problems arising in date processing, oriented
towards the provision of' model cleuses for inclusion in international contracts
between information providers and recipients. Professor Bing and his colleagues
have suggested that short form provisions might be developed, sueh as 'fob' and 'cif'_
in order tol incorporete, by & short form phrase, well understood standard— -
contractual terms {'incoterms?,29
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Enhanecing access: Amendments proposed to Swedish law in March 1982 address the
eed:to-improve the right of access by citizens to public documents which have been

wi " , as is the anonymity of the ecitizen when accessing public documents. These
_iépposals have implications for FOI as well as privacy laws.3® The Swedish Data
éoli;:y Bill is also of-‘int-_et'est, containing as it does. guidelines and prineiples for the
_eyelt.)_pment‘of a co-ordinated national data policy.

GCurrency of democracy: Information has been described as the cwrrency of

6__& 'y, The sword of demoecracy, it is said, is blunted by the indifferent voter who is
orant- about what is going on in his eountry. The conventional argument for freedom of
srmation (FOI) is that without it an informed publie and real, political accountability is

s but much progress has been made in Member eountries in the past deeade, following
garlier éxamples of Sweden and the United States, Opposition comes from many
juarters. Resolute government is said to require Cabinet secrecy. Public servanis are said
o fequire unreportable frankness of communications with Ministers. Federal constitutions
re.said to require unaccessible excﬁanges between the political units.32 However, the
demonstrated utility of FOL in some Member countries®d and the realisation that
government has now grown foco big for parliaments always to be gffective-watchdogs“
“ has encouraged various new forms of control, the most dynamic of which is FOI
egislation. Transnational Data'Report, compulsory reading for anyone in this field,

egularly reports upon the gradual progress towards effective FOI legislation in Member
countries. The International Freedom of Information Institute official bulletin discloses
' the present legislative developments. A table, Teproduced from the January 1982. issue,

gives the picture at thet time.39
: Freedom of information — Status of Legislation January 1982

Documer
B ) . Bilt in Date of Personal Data Publicity -
Country Study Report Parfiament  First Law  Access Law . Law
_Austalia - 19827 X
Austria 1974 x x
_Canada 19822 X
_ Denmark ) %! 1970 X
Fintand 1951
France 1978 % X
Germany {FR} i x
refand
Japan X
_ kuxemnbourg 1979 x
Netherlands : 1979
New Zealand X
Narway ) 1970 x
Sweden 1776 x
“Switzerland *

“United Kingdom X
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18. - Sineé Januery 1982 progress has been made in at' least two countries. In
Australia, the Freedom of Information Act 1982 was passed and is now expected to come '
_ into .operation on I December 1982. The commencement date has been twice postponed to
allow full public serviee briefings and the completion of a detailed series of seminars
being.held throughout the country for instruetion of the Federal administration in the new
regime of openness. Shbrtly after the Australian legislation was passed, the Canadian Aet
became law in July 1982. In New Zealand the fmal report of the Committee on Official
. Information {the Danks Committee) was pubhshed in Jenuary 1982. Debate is proceeding
about the form of legisiation. In two of the six Australian States, FOI leg:slatwn has been
promised. Internationally, thenm, FOI is 'alive and well and kicking‘.36 In addition to
general TOI legislation, enhanced means 'of access to government information ‘has been
provided by the development of new administrative bodies (such as the. World—wide suecess
of the Ombudsman idea) or the increase of the powers of individuals to seek and obtain
‘reasons for administrative decisions.37 It seems likely that a statutory right to reasons
will-spread, complementing the moves of an admmlstratwe kind towards greater openness.
The- aggregate impact of FOI legislation is-designed to address the- pohtlcal problem posed
in the aphorism 'The government did. not tell beeause it wes not asked; it was not asked

because what was goihg on was not known'.

17. Future Iséues: Apart from examination of the way in which the vehicles for
greater access to public inf ormation continue to develép (whether FOI laws, appointment
of Ombudsmen, new po_w:ers to administrative tribunals or statutory rights to reasons) it
seems lilely that a number of future developments in this area will need to be watched:

* Documents and dete: Professor Bing and his eolleagues point th thet FOL leéislation

is normally framed in terms of access to 'documents. True it is, the later laws
define 'doeuments" widely to include information in mieroform or electronie form.
The advent of the computer poses for some laws the difficult question as to whether
computer data is, or .always is, a disclesable 'document'. 38 The rapid transfer of
‘information to eomputerised format will increase the urgency and 1mportance of
considering 'the prineiple of grantmg the publie & rlght to use the eqmpment‘ 39
As has been mentioned, proposed legislation in Sweden is already addressing this .
problem, As generations of eitizens in Member countries beecome versatile in the use
of - information technology, it seems unlikely that they will be content to allow
others to interrogate data baseé for the desired public information. This
consideration will give rise to-new needs:

* ** to prevent unreasonable or excessively expensive access;

** to prevent wrongf{ul interference in or erasure of the data base;




to“permit the record keeper to judge accessibility, to assert exemption from
Aceessibility or to enforce deletions, protective of social values which compete

place, most of which has been -designed upon an assumption of a tangible
_cufriént which may be serutinised and evaluated by an intermediagry against the

m to access and the statutory exemptions.

ihtéraction: The passage of FOI legislation in different countries, in different
érms, with different exemptions and different machinery of evaluation cdn give
rise’ to legal problems becabse of the general indifference to these restrictions of
thé ‘new information technology. Professor Bing's report details the convietion for
espfonage of & Norwegian social researcher who published certain findings én NATO
défence arrangements which were contained in documents restricted under
.-S‘I‘&ruvegian law. The documents had been retrieved on-line pursuant to the United
States Freedom of Information Act.20 gSimilar examples abound in Member
" eduntries. In Australia, documents on defence matters which are not accessible in
Australia and would not be accessible under the new FOI law, have been seeured
" ‘without impediment in the T.fnited States. In Japan a civil action was brought against
"makers and distributors of an antibiotic alleged to have caused a blood disease. Prior -
“‘to bringing the suit, the plaintiff requested the Japanese Health Ministry to provide
=" information disclosed to it at the time it licensed the use of the drug. The Japanese
" "Ministry refused. The Japé.neée' plaintiff obtained the selfsame information from the
Food and Drug Administration in the- Unitéd States because the Freedom of
Information Act of that counfry was available to foreign r'equestors.“ The new
element is provided by the new -tecﬁnoldgy.' What - may be inaccessible, even
impermissable or strietly punishable in one country may bé readily accessed
elsewhere, or even in that country, by use of the FOI law of another country. The
moral is that the new information technology is likely to hasten the influence of
openness of administration under FOI laws, for the simple reéason that it is rendered
so mueh mere difficult to contain the haemorrhage of information .onee its

disclosure is permitted in one place.

Data ownership: As has been said, most FOI legislation, untrue-to its title, is framed
in terms of saccess to documents (however defined) rather ‘than access to
information. Despite this, questions have arisen concerning a propesed legal -
prineiple of ownership of information or 'data ownership'. Copyright laws do provide
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certain proprietary rights which are being extended, in some countries, to eover
computer software. Mr. Peter Robinson (Canada) has expressed reservations about
the notion of 'legal title to data',

Tt has been suggested in the United States, for example, that individuals should
"own" data pertaining to themselves stored in certain systems (an electronic
funds transfer data base, for example). Such an approach, particularly if
extended, could create major problems in implementing and maintaining systems
containing per;sdnal data. And in a bankruptey 'case, could data be seized and
aceess to it be withheld? If datg'cannot be 'owned' can data be 'sold, 'purchased'
or 'traded'742

Propenents of data ownership assert that to enforce effective control over the flow
of information which now proliferates about all corporations and individuals,
ultimate legal control over that information may be necessary. The fact that the
valuable resource is not in an _identifiable, tangible form should not, aceording to
this view, prévent legal ownership. But whether 'ownership' is attributed to the data -
subject seems less important than that gnforcehblé legal rights should be defined
which effectively protect the interests of the data subject in information circulating
about himself, l '

' * Private sector: So far, FOI has been overwhelmingly a public sector debate. Private
seetor organisations are generally "roggd in to the extent only that they have
dealings with agencies of government. It seems likely.to me that the developi'n ent of
greater openness of administration will not be confined to the fmbiic sector but will
gradually extend into the privafe sector as well. Domestic legisletion already
enforees a degree of openness to shareholders and censumers, It seems probeble to
me tha'g the prineiples of accountability will go further, encouraged by the dynamie
of the new information technology i.tse]_f for this mekes access-to data {and hence

information) quieker, easier and cheaper then it was in the past.

VULNERABILITY, UNEMPLOYMENT AND CRIME

18. Vulnerability: Just as Sweden led the way with FOI end privacy (deta protectien
and data security) 1aWs, now it is providing & stimulus to Member eountries and to the
Organisation. with its detailed consideration of the greater'vulnerab\ility of the ‘wired
soctety'.43 To institutionalise .consideration of the dangers to orderly society and the -
coneentration and distribution of information by informatics ‘and TBDF, & Vulnerability
Board was sppointed by the Swedish Government in July 1981 as an eadvisory and

consultative body concerned with seeurity and vulnerability in relation to automsated data—
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public. and private sectors.44 A plan of action submitted by the Board
yilnerability factors' and criticises the penetration of society by informatics,
5 ;oceurred without adequate resources being assigned for the increased security
rability problems that - are the result. 'Vulnerability', it  concludes, is
tably high'. In part, the response proposed is the raising of political, business and
.. consciousness end knowledge about the dangers, so that they will be
-and addressed voluntarily. In part, the problems are of such a nature that new
‘_e required. The plan of action formulated by the Swedish Vulnerability. Board
y addresses the TBDF issue by listing dependence on foreign countries.foinspare'

rns-have been.identified. They include:

methods for testing vulnerability;

.staff related factors (dependence-on key-steff, training, com-puter erime and labour -
market aspects); ' :

concentration of service centre operations;

#- destruction of ADP files; :

’* ADP in wartime,

I3

Tt ;was-pointed out in the earlier Swedish report that peacéfql and lawful government of &
cdmputerised society is more susceptible -to’ damage as a result of terrorism, industrial
aetion, or simple aceidents disrupting.the inter-connections between data bases. These
: transmit much more information, vital to the economy and orderly life, than was possible
before the advent of :informatics. - There seems little doubt - that this- increased
'vulr_lerability_ will give rise to the need for-new laws, some of them centaining increased
* coercive powers for the protection of society -against the -greatly-inereased risk of
* widespread damage that may flow from interference in the information technoiogy. The
special balance struck in Member countries between law enforcement: and individual
liberties will come under challenge as a result of the perceived risks that will arise from
-the dependence on the new technology. Although high prierity has not been assigned to
this issue at this stage, and elthough major - disesters have.not yet come to light, it does
not require mueh imagination to see that disproportionate dislocation could be done to
orderly government, economiec stability, transport arrangements and demestic tranquility
by destructien, loss or erasure of automated .information. The protections that'existed-in
the diffusion of information in earlier times has been lost. Attention will need to be paid
to traditional freedoms in designing laws for seeurity, protection and retaliation,
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19. Unemployment: A linked concern is the effect of" persistent unemployment on
domestic tranquility anrd peaceful government. There is no ‘doubt that the advent of new
information technology has promoted fears of loss of employment in aggregate and loss of
employment to 'data rich' countries®® in particular. So far as loss in aggregate is
concerned, this is one of the concerns before the Ad Hoe Expert Meeting on Information
Technology, Productivity, Employment and Working Conditions on '2-3 ‘September 1982.
The introduction of information technology and robots in industries, particularly in the’
United Statés, Japan, Eastern and Western Europe inevitsbly has imp'licati'ons' for
employment, 'i‘he meeting of the Working Party on ICCP in Mareh/April 1982 expressed
its continued high interest in what it terfed the 'oroblem greg’ of information technology,
productivity and employment.48 There is no doubt that in virtually every Meniber
country there is concern about the erosion of respeét' for in'stitutidns, including the law,
that could sttend endemic high levels of unemployment, unless these could in turn be
addressed in a constructive way. The increase in pétty crime that aceompani&s"high lTevels
of unemployment, the despair of people, especisily young people, surrounded by weelth
they cannot hope to attsin, and thé special problems of desling with more people
dependent on social security benefits are just some of the features that accompany
serious and prolonged economie downturn. When the downturn is accompanied' by
structural change and rapid technological change displaeing employment, the ‘potential for
widespread unlawfulness and erosion of authority is very considerable indeed. The
technological and economic conseguences of these developments are being considered in
the Organisation. But it is alse important that the social, legal and institutionsl
implications should also have & due meastre of consideration. ) '

200 . Computer crime and fraud: One aspect of the grester vulnerability of the wired

society is its greater suseeptibility to- damaging anti-social conduet, such as ecomputer.
terrorism and computer erime. There are many issues here for the law and its personnel in
Member countries. ' S

** Crime is strictly defined: The manipulation of information technology to steal

money from a bank or p'roperty~from an bwner-may not come within the present
. definition of 'theft' contained in the law. In the United States, court decisions have
held that theft of a program contained in a computer’s memory could not be"
regarded as theft of an 'erticle' within the scope of the definition of crime :
contained in the relevant statute.d? Qffences designed and deseribed befare 1
advent of informatics may not, in terms, apply to the conduet whieh now oecurs. ’
Although- admittedly ‘anti-social and harmful, unless the conduct fits within the
current penal elassifieations, there may be no effective way of bringing the
conduet to eriminal punishment. In the United States the implications of TBDF -in-
the context of computer erime were considered in the United States V.
Seidlitz.48 In that case Berthram E. Seidlitz was charged with violating .
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* the federal interstate transportation of stolen property statute. However, he was
dequitted beeause it wes held that the only thing that had crossed state lines was a
sét"ies_- of impulses over telephone wires. It was suggested that such a transient
npulse was. not within the comtemplation of ‘interstate transportation' or
'property'. Similarly, there ere reports of a recent case in Canada: )
~1An individual was accused and cdnvicted of illegal use of telecommunicetions
facilities, when in fact he had used a terminal to obtain unauthorised dcdess to a
" university computer. On appeal to the Supreme Court'lof Canada) the convietion
was quashed and one of the Supreme Court Justices in his judgment said, in
effeet, that if Parlisment had felt that an unauthorised &ccess to a computer
should be punished, it would have passed an appropriate law. But if the mere act
- of copying data becomes a erime, where does that lead us in regard to the
. millions of copying machines now spread around the world?...The -Canadian
+ Government has come to the conclusion that the Criminal Code does in faet need
revising and is now taking steps to do this".49 '

* Crime is local: A complication that emerges from a ubiquitous and international
technology in its application to erime is the general principle, recogniséd in
: 'interﬁational 1aw, that erime is local in the sense that domestic courts are
normally confined to punishing ‘eriminal offences which occur in their own
territorial boundaries or which have some other relevant connection with that
territory. The s¢0pe of the.'relevant connection' is constantly being" serutinised by
the courts snd it is sometimes enhanced, In R. v. El-Hakkaoui 30 the English
Court of Appeal had to deal with the case of the jurisdietion of ‘an English eourt in
respect of an alleged conspiraey by the defendant to contravene an English

firearms law but in respect of a victimi who was outside Englend. In fact, the
defendant had -intended to use firearms, diseovered in a search at Heathrow
Airport, to kidnap French government officersin Paris with a view to procuring the
release by the Government of Moroeco of a number of politieal prisoners.-It was
held that there was no rule of comity to prevent the United Kingdom -Parliament
from prohibiting, under pain of criminal punishment, persons present in the United
Kingdom, and so owing local obedience to the law, {rom deing phyéical |acts in
England, notwithstanding that the- consequences of those acts were to. take effect
outside the .,Unitedeingdom.m Similarly in thé Stonehouse case, -the English
House of Lords had to deal with the converse problem of mn att-empt'outside the
United Kingdom jurisdiction to commit a erime within the jurisdiction-and whether
this was within the power of the English courts. In mid 1974, Mr. John Stonehouse
had his wife take out 5 insurance policies on his -life. He
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also procured two false passports. On a trip to Miami he staged a disappearance
whilst swimming. As was intended, the news was guickly transmitted to England by
the -media. His wife, ignorant of the deception, had made no claims on the policies
when Stonehouse was- discovered in Australie, although some -enquiries have been

. made by solicitors, The issue was whether the Ehglish courts- had jurisdiction over

i

the offence of attempting to obtain property by deception contrary to the Theft
Aect although "the finel act alleged to constitute the offence of attempt had
occurred outside the jurisdiction. The House -of Lords unanimously dismissed

-Stonehouse's appeal. Lord Edmund-Davies said:.

"The law must keep in step with technical advances in international
communications and the dissemination of news, and one who- has it in mind that
they will be utilised by others and, indeed, banks in their doing so must, in my
judgment, be .treated no differently.from one who himself posts a letter or
telephones a message or meakes & personal broadeast, in which events learned
counsel accepted that the issue of justiciability eould not be in doubt!, 52

At the very least, it would appear clear that, where crimes are constituted of a
numbér of elements, some of which may take place-outside domestic jurisdietion by
reason of aceess to international data communications,' reform may be needed to
ensure that the legitimate jurisdiction of local courts is not improperly frustrated
by technical arguments based upon the principle of the comity of nations which
confines the eriminal law, as an exercise of sovereign power, substantially to the
sovereign's territory. The problem may be ms much one for the sub-national
divisions of a federation, as it is for & sequence of events which oceur, in part in
different countries.53 |

Computer erime is unmeasured: One of the difficulties of the Organisation is that

of estimating the extent to which and the direction in which Member countries
have moved to deal specifically with crime involving the use of infermation
technology. Sweden alone appears to have national statistics which distinguish
‘computer crime' from other crime: A short questionnaire is now being distribﬁtet_i
to Member countries coﬁceming computer erime legislation and a meeting of
experts concerning the subject is undeér consideration, following the analysis of the

responses. It may be that this will lead on to a check list of vulnerability and .

computer crime issues to be addressed by Member States. The need for a degree'of
mutuality -and reciproeity is promoted by the technology, whieh is not confined to’
one jurisdietion or territory but, on the contrary, may be instantaneously gvailable

constituting the crime may occur.
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e{&;.’crimes/personnel are neéded:-lf data cannot be owned' or if otherwise it falls

itsidesthe characterisation of theft, fraud and other erimes as presently defined,
v “be necessary to develop a new definition -of the anti-social conduet of
deliberate intrusion into the legitimate rights of suppliers -and’ users of data. If
unauthorised aécess to and copying of data does not of itself deprive the legitimate
u_sérs of their own access and use, but nonetheless is wrongful and does harm to the -
ers. and. to society, is it sufficient to rely upon any civil law'remedies or may It
not:'be ' necessary to develop a new criminal law concept? 'J-an, Freese {Sweden) has
‘proposed such a new - concept in the notion of punishable 'data trespass'. Even
ssuming that the definition of new crimes  and thé ecomplication of the
nternational elements of information erimes could be satisfactorily overcome, it is
‘.Blﬂy clear that serious problems exist in recognising, detecting; proving- and
Lpunishing such erimes. Some initiatives are-being taken by Interpol to train police
n' the new problems of policing the world information society. But the potential of
he computer criminal to evade detection and.capture, let alone trial and
cbnvicticn, is enhanced by the ubiquity- and universality of some of the mare
ulnerable information systems, such as those dealing’ with banking, insurance and
“dredit information. I effective and highly skilled policing is to be developed, it
eems likely that -international co-operation in policing will have to be
strengthened and enhanced, if only to reflect' the international character of the
- vulnerable object of new international erime.

CONFLICTS, SOVEREIGNTY AND PROTECTIONISM

21 " -Private international law: The sudden development- of & new technology with the
features of the new information® technology presents novel challénges- to private

international law. This was recognised by the Expert Group which developed the
- Guidelines governing the protection of privacy and transborder flows of personal data. In
- the .Explanatory Memorandum, accempanying the--Guidelines a central -aspect of the
" problem was described thus: : '

'As regards the question of choice of law one way of approaching these problems
is to identify one or more conneecting factors which, at best, indicate -one
applicable law. That is particularly diffi_cult in the ecase- of international
computer networks where, because of dispersed locations and rapid movement of

- " data, and geographically dispersed data processing‘ activity, several connecting
factors could oceur in a complex manner involving elements of legal novelty.
Moreover, it is not evident what value should presently be attributed to rules
which by mechanistic applieation establish the specific national law to be
applied’.54 '
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In the context of personal date protection the suggestion advanced was that preference
might be given to domestic law offering the ‘best protection of personal data'. It was
-acknowledged. that this. eould lead to solutions which were too uncertzin, including for
data, controllers.®® 1t was for. that reason that, in. the context of international

co-operation, the Guidelines are confined to an exhortatory observation:

'Member countries should work towards the development of principles, domestic
and international, to govern the applicable law in the case of transborder flows

of personal datg'.56

22. The problems identified in connection with-personal data are perhaps more acute
in relation to the rapidly growing numbers of information transactions of a.commercial
character having notﬁing to do with personal data but perhaps more likely to give rise to
legal disputes. The kinds of doubts and uncertainties about.the forum, applicable law and
remedies available where a fmnsaetion has an international. component are potentiaily
multiplied many times over. This is because of the..diffusion and ecoincidence of the
potential international, components in. a transasction. utilising the new information
technology.. This point was made by Mr. William L. Fishman before the United States
Senate Banking Committee on International.Finanee and -Monetary Policy in November
1981 when he urged closer aftenti_on to the legal implications of TBDF:

'"When an electronic message is generated in country A, switched in country B
an& C, transits country E, F, G and H, processed in country I and J, stored in
country K and involves entities residingin or operatiné in yet other countries, it
is- debatable whether existing choice of law and confliet of law doctrines are
adequate. What law applies to data processing carried -out by'—computer aboard &
synchronous orbit satellite? Do we need new forms of remedy for information
theft, for information mishandling? Do we need new rules on commercial
.entities’ information rights and obligations? New .fora in which to prosecute
these matters? New law making institutions? If so, how do we get there?
Bilatersl arrangements; multilateral arrangements; private contract law; world
conference? 1 do not know the answers; I know other countries are studving these
questions and I know the U.S. is not, either in govérnment or in the private
sector’.57 - :
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ne. 1980 statement by the United States Delegation on the legal issues in
er “data flows, potential solutions for TBDF conflicts were listed. Those
included applying the law -of the State of the data subject, of the data
;:of the State of primary processing dgnd data sterage, of the State where

ition of an entirely new international substantive or procedurul law specially

fof the purpose,58

How gre these choices to be made? How is a regime to be developed for the
-_1o'gy ~which is so rapidly penetrating' all' of our countries? How will we
thatitatively and fina]ly' determine the problems of fora, choice of Jaw, procedures and
ediés -identified by the above statements?59 The United States statement suggesfed
-OECD might not be the: appropriate forum in which to approach: all of the mixed
“of Jaw, economics and policy. The Hague Conference on Private International Law
pecialised ovér many-years in studying conflict of laws questions. Tt has 29 'members
luding” many European countries, the United States, Canada, Japan .snd Austrealis,
gueConventions typically apply only to the international saleé of goods. ‘Consequently,
terms they may have has no application to trade in computer services. Professor Bing
nd his colleagues consider that drafting .an international convention- is a long term
rdject®? and that in the meantime it would be desirable to encourage the development
f‘ guidelines and of standard contractual clauses such . a2s have already been
nentioned.8l However, until binding conventions are developed, there is a danger that
“fmunicipal eourts will go their different directions. The complexity of the technology for
lawyers, not normally comfortable. in the world of technology, will invite confusion in
legal-decisions, and eonflieting and competing deeisions in different countries regerding
-_.the-~same trangaction, unless authoritative “and internationally ‘agreed  prirciples can
-quickly and. conclusively be settled. The resolution of the OECD Couneil establishing the
Committee for Information Computer and Communications Policy includes an-instruction
to 'take into account the work of other.international organisations active in the field of
¢ Information, computer and .communications -policy.62 Clearly, the Hague Conference is
one such bedy. In my view an setive and mutually supportive liaison should be esteblished
without delay. '

24. Informational Sovereignty: In the same-statement by Mr. Fishman to the United

States Senate Sub-committee it was pointed out that the legal concept of 'sovereignty'
was possibly undergoing a change:

'The rapid development of international telecommunieations in the past 25 years
and the enormous development of data proecessing technology has assured that all
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developed -economieé are inter-related in a thousand
taken-for-granted-ways...Multi-national activity is the backbone of. the Western -
economies; telecommunications and data processing -are the backbone of
multi-national activity'...Many other countries, developed and Third World, east
and west, began to recognise a few years ago that the international economy was
information based; a large number of foreign governments determine that
soverelgnty in an information agé was no longer simply a matter of physical
borders and political' allegiance, but instead was evolving toward aecess to,
control over and reliance on information resources. How, these nations asl, eould
. they be sovereign, when their economie, industrial, perhaps evem academic and.
social lives were dependent upon foreign-based information resources? While I
would not characterise these coneerns as' universally- anti-American, it wes
widely (and correctly) recognised that the U.S., through capital-investment, risk
-taking, economies of scale.and sheer entrepreneurial energy had.captured a very .
Jarge proportion - of ‘world markets in information -goods ‘and services. Having
identified informatien ‘resources as the key to the future, and having identified
what was perceived to be foreign domination, many countries have set out-to
_assert théir inﬁependence, both political and industrial, in this growing iel¢.83
25. The issue of sovereignty and informaties is complex-and, from the legal point of-
view, has a number of aspects: ‘

* Vulnerability: The first is linked to the issue of vulnerability. One United States
journal suggested that the freezing by the United States during the illegal -detention
of hostages in Iran, of the assets of Iran 'fuélled the apprehension' of some countries
conecerning the extent to which data, essential to their national econoniies; is stored-
in the United States. The same point eould perhaps be made in relation to recent "’
United Kingdom and European retaliation against Argentina'. In the past, seizure of E
enemy assets was a personal -tragedy and a nationsl inconvenience. But it did not’
hold the same potential for widespreed disruption that .would arise if a country had
effective-contrel over the storage, processing or transit of date vital to an enemy.
Concern about this. potential for political or economic 'Iéverage" has doubtléss
produced or encouraged development of laws, or the application of earlier laws, to
limit what is seen as the loss of an important ettribute of sovereignty. This is the
control over vital national resources. A list, conceded to be incomplete, of the*
potential problem areas would include: ‘ ke
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trictions on import of data processing systems;

rietions on export of information;

ietions. on use of international telecommunications channels;
o . ;es_tic industry subsidies;

xport or import tax en information;

uyA national policies;

“taxes on automation of plants or offices;

estrictions on access to foreign data banks.54

heissue is not entirely thecretical. Brazil, perhaps more than any other couniry,
gs.-designed a full set of policies to deal with TBDF. Its efforts grew out of a
ational computer policy -which aims at facilitating the creation of national
apabilities. Since 1972 a federal ageney has: super—vi-sed' the use and a’cquisitibn of

mputers first for the federal government and since 1976 for 'all computer or
ymputer parts used in - Brazil. In 1978 legislation required that ail- transnational
omputer communicaﬁons systems. should .become- subject to - the approval of the
ggency. Between 1978 and 1980, 19 applications were filed and decisions were taken
n -16. Approval was denied for applications related to the use of time-sharing
services and data banks abroad, end to certgin types of international operations of
foreign affilistes, Approval was given for airline reservation -systems and

sy demenstration: systems, Putting it generally, the government of Brazil 'does not
allow the use of computers placed abroad which through teleinformatics would
..accomplish tasks whose solutions could be obtained in the country.85 The
-..Bragilian action, and the prospect of its being copied elsewhere, led some journalists
to coin the notion of a 'world data war'.66 The United States was described as the
'OPEC of information'. On the other-hand,.in the United States, legislation was
proposed in retaliation to givelthat country Neveragé,87 The Brazilian law and the
- suggested misuse of privacy laws in other countries, may. bé'seen by some as an
- unaceceptable interference in the free flow -of- information. Others, looking at the
same issue from the viewpoint .of their own national interests, may see"the legal
- developments as nothing more than an assertion ‘of- old-fashioned ‘features of

national sovereignty in a world where the problem has changed with- the advent of
- new information technology. ‘ '

* Is it sovereignty? Still other commentators have questioned whether it is sensible to
talk of ‘informational sovereignty' at all. Peter Robinson, whilst conceding that
economic resalities affeet a country's practical freedom of mcétion, doubts that it is
helpful to express the predicament in terms of a legal notion such as 'sovereignty'
which has, ininternational law to date, been taken to refer only to the legal powers '
a country hés to control national policies and to exercise jurisdiction over a specific

tract of territory. .
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Tt is obvious that the political, econemic and technological realities of an
increasingly inter-dependent world community pose practical constraints on
State behaviour but do not necessarily involve derogétion of sovereignty or alter
basic principles of international law.58

According to this view, it is much more useful to examine hard practical problems
than to indulge in theorising about vague new concepts such as 'informational
sovereignty' or 'cultural sovereignty'. Accordingly, more attention should be paid to
sorting out the choice of law problems and to considering the effeective
extra-territorial operation of domestic laws that ean attend the international
reticulation of information through the new technology. If this view were taken,
there would be a number of legal questions to be examined, associated with the
dangers . of legal profectioniSm; Some 'pf them are identified in ‘the paper by
. Professor Bing and his_ a;;sociates. They include p:_'inciples p.ro\pfosed to be adspted
. from esarlier treaties designed for the movement of goods. Only some of these will’
survive the translation into the dynamie, instantaneous -technology of information.
Principles such as the prohibition of dumping, the right of innocent transit, the right
of custom-free transit, of the determination of title and so on &gll deserve careful
attention.89 Mr. Robinson has proposed that the Expert Group on Transborder
Data Flows should concentrate on practical tasks, selected pragmatically, rather
than on ideological tesks of grest sensitivity such as national informational
sovereipnty. It would appear more likely that the latter notion, if it is to be
developed, will arise in other fora, quite possibly on the initiative of countries which
are 'information poor'. ' ' '

INTELLECTUAL PROPERTY, BUSINESS LAW, LIABILITY AND INSURANCE

26. Intellectusl property law: Traditionally, intelleetual property law developed

around proteétions which attached to the medium rather then the content, It was not
possible to patént or copyright an abstract idea. Patents attached to 'inventions.
Copyright attached to éhe crigingl 'work'. The law of confidence and the law of ‘
defamation attached its consequences typically to the act of unwarranted communication
or publiegtion rather than to the information itself, The problem posed by informaties
technology is that data {and therefore information) have now been 'liberated from
physical objects representing the data,”0 Thus, is has become possible, technologieally;
to read the text of a book without purchasing tﬁe bock, or even copying the text.
Information technology has made information a commodity. .
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:"'[_‘he”'_e is & paradox inherent in the sale of information in that onee a buyer knows
exactly what he is purchasing, he has no need to purchase it, for he then has it
glready. Secondly, though information may be expensive to create and costly to

compile, once obtained it is eheap to reproduce.’? '

Becddse i‘n;t.e]lectual property law has traditionally attached itself to physical objects,
ing information, the information itself hes only been indirectly regulated. This
i _‘r;o longer apt for the new fliberated' world of informﬁﬁcs. The difficulties are
ted by' the phenomendn of TBDF, by whieh information produced in one country
:reproduced in ephemeral form in another. Unless some new arrangements can be

yrecompense to the original author may be readily and entirely avoided.

.. The problem of applying old notions of intellectual property law to the new
edium hes been recognised in the World Intellectusl Property Organisation (WIPO) since
east 1967. WIPO has established an Expert Group on the Legal Protection of Computer
ftw.an'e; It had its first meefing in November 1979 and it is considering a model provision
he protection of compuier softwsre, A committee of government experts on
ght problems has also been established by UNESCO. 72 Cases have beg'un to
appear in the courts arising out of the way in which TBDF can, by its ubiquity, offend the
onopohsmg features of mtellectﬂal property law. These are features which are the
d of those who ecreate new inventions and works. A copyright proprietor may have
nght subject te tercitorial limitations. If the provfder offers his services
ntematlona]ly, the copynghted material might, by TBDF, be retrieved by a user in &
' isdiction where another licensee holds the exclusive right to furnish copies. This use

gy then constitute a copyright infringement in that country.’3 In many countries,
jgclixding Austrglia, advisory committees have been established to examine the
',;d_e,velopmeht of intellectusl property law so that it will fit more comfortably with the
: =high}.y ereative but ephemersl and distributive nature of the new information technology.
Propnetary rtghts to original material are now being extended in many countries to cover
computer software.7 Clearly further substantial developments will be needed. The
OECD may not be the appropriate forum in which those developments c¢an most
‘ effteicntly and expertly oecur. However, g5 & body concerned with the economie and
social implications of information flows, it will obviously be vital for the Organisation to
evaluate the monopolising and protective features of intellectusl property developments
as they impinge upon and limit the tendeney of the technology to promote free flows of
lnfO[‘mB.tLOl’l including across borders.
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28. Business law: It has been suggésted that movement of goods from country to
country was hampered at the time of the first induétrial revolution, diminishing the
potential for spreading the benefits of technology, by 'narrowly conceived national
interests' which resulted in the development of municipal laws which destroyed the
simplieity and uniformity of meritime and commercial law and gave rise to 'sharp
conflicts of laws.7® Concern has been expressed that we should not make the same
mistake twice. In part, this is a call for agreement upon choice of law and conflict of law
prihciples such as have slready been mentioned. But it is elso, in part, s call for the
identification and harmonisation of some domestie business laws and practices, so that the

opportunities for inconsistency end disharmony are avoided or at least diminished.

29. Some satisfication and encouragement can be drawn from the successful
establishment and expansion of closed user-group transna.tional computer-communication
systems.‘ These networks serve the needs of subseribers having a high level of preeisely
common Interests, The best known systems of this kind are Eurex S.A.'and the Society for
Worldwide Interbank Financial Telecommunications (SWIFT), which service the financial -
commiunity and the Société Internationale pour ia Télécommunication Aeronautique (SITA)
which serviées the air transport industry. The success of these sy.stems does not put them
beyond potential domestie legal regulation. Indeed W.L. Fishman in his address to the
United States Senate Sub-committee put it in this way: ' '

T have always thought that the banking industry was particularly vulnerable to
the grovﬁng tendency to impose restrictions on information flows; banking is
increasingly an information exchange process, particularly internationsl banking.
Banks also deal in particularly sensitive areas of national éoncern, ineluding such.
matters as nationsl credit standing, cepital formation, currency exchange
regulation, monetary and fiscal policy, personal privacy and so on'.76

Similar observations could be made about personsl travel and hotel bool_cings.j M;-.—
Fishman's concern was that the ‘rosy p'i*cture' of unregulated or acceptedly regulatéd
international data flows wes not likely long to endure.”?

30. The need of all countries having personal transections end business contraets to- -
have eecess to these internaticnal systems may inhibit. too gross an interference by
n_ationai laws. The greater risk may arise from the development of national laws in the
pursuit of other perceived national ‘ goels which in consequence {and especially "in‘
ageregate) impinge upon TBDF in a restrictive way. This is precisely what happened in the’
18th and 19th centuries with the developments of local eommercial and maritime laws.




' he choice of forum to resolve disputes and the remedies for enforcement of
ons. They include also the need to provide for mistakes, to resolve the kind of
mstences in which there has been such a meeting of minds as to constitute the
'ualitj of contract. They include the need to reconcile important differences in
fract laws - particularly as between the approaches to contract taken in English
peaking eommon law countries (where the doetrine of consideration reigns} and countries
he civil law tradition. The instantaneous technology speeds up the processes of
negotiation in & way that earlier merchants eould avoid by delay. Today's merchants work
hu;-o'rld of complex statutory laws governing anti-trust, taxation obligations, banking
At_‘or‘eigh exchange regulation, rules governing relations with administrative authorities,

1gn investment limitations and so on. Instantaneous contracts may not permit
adequate time for advice on the complex range of laws that affect or even destroy the

' t '&fét, once made. The latest ICCP newsletter records the development of electronic
by the German PTT.78 It is said that international standards have now been agreed )
ectronie mail. But whilst these have been addressed to techneological problems, most
fr"ih:e legal problems remain to be unravelled. This may be another area in which model
-gir}t:)irisions for inclusion in international contracts could be developed, This in turn could,
) é@éordi‘ng to Professor Bing's paper, possibly be drawn on the precedents of tragitional
'Efansport treaties and other like internationsl instriments, But these will not, in their
curren{t terms, generally apply because they were designed for the pre-existing world of
goods and documents not for the present and future world of information, fleetingly and
i‘electronically exposed on the VDU.79 ' '

32.  Liability for loss and error: Mistakes can occur in electronically transmitted
documents, just as they can oceur in contracts written on vellum in copperplate. A
defamation ean be fed into a data base and do great harm and hurt upon publication to the
many users of the system. The oceurrence of computer error is not great when compared
to the enormous dependence on information technology nowadays. Yet potentially it might
be catastrophic and would affect very large numbers of users. Errors ean arise out of
hurman faetors (such as defective programming, inattentive keying of data,
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wilful inclusion {or deletion) of data. It can also be the result of defeets in computer
hardware (a failed valve, loss of power, etc.) or loss or interference during

. transmission.80 In & consultant's paper, reference is- made to the humorous and

hypptheticél case of Mr. Haddock whose repulation was damaged because a lowering of
voltage by an electricity board resulted in a malfunction of a bank computer. The case
was written, not entirely in jest, originally in the satirical magazine gu_ncg.gl But the
problems discussed. in the article, written by A, P, Herbert nearly 20 years ago, could
arise. The questions raised ineluded the definition and scope of the liabilities of the bank,
the clectricity board and others eother in contract or in tort (civil wrong) or under
statute. Cases in' which losses have oceurred as a result of what may be generally
categorised as ‘computer error’ generally come back to a fundamental practical issue: who
is to ebsorb the losses? Is it

* the computer hardware manufacturer or maintenance?
" * The programmer?
* The employer of the officer who made a mistake or wilfully caused damage and loss?
* External parties whose conduct affected the efficient operation of the computer?
* The PTT euthority responsible for transmission of the information?

33. These problems, difficult enough within a single jurisdietion with a single system
of laws, become almost intolerable, where, by reason of TBDF, multiple jurisdietions with
their differing legal rules may beecome involved. In an internationsl industry, with
international personnel servicing the internstionel flow of data, st any point of which,
error, breakdown or int e_rferencé egn oécur, the potential for resl legal problems in fixing

" liability for losses will be considerable. In part, the risk of loss can be excluded either by

domestic legislation (such as typically proteets telecommunications suthorities) or by
contraetual terms. Difficulties may arise in the path of lawyeré seeking to squeeze the
conduct of programmers and the services they supply into legislation which was designed
in earlier times to deal with breaches of contract for the sale of goods, breaches of
warranty concerning tangible products and striet lighility for physical objects.82
However, these are not likely to prove fatal impediments in the way of lawyers arguing,
at least in countries of the comfnon law tradition, that negligent advice given by
proported experts concerning a partieular computer program, causing loss, will sound in
compensatory dameges. Similarly, the  principle of vicarious liability requiring an
employer to indemnify for an employee's negligence may resulf in very considerable losses
falling upon the employing corporation or agency as & result of careless or even wilful -
mistekes which have & profound .and widespread damaging effect. In short, although the
introduction of informatics and TBDF has so far been attended by relatively few reported
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, this should not be & reason for complacency about the potential for legal liability
“egn grise from human or computer error. The novelty of the technology may in part
n, th_e lack of reported cases. The caunting eomplexity of establishing the technology
_O_‘.'iij‘tg‘ error (particularly if there is en international element in the case) may
lain _thé disinclination to bring litigation. Exemption by legislation or contract may
ve prevented éome cases from being launched. It seems unlikely that this position will

Indeed, it may be unjust for it to do so.

JInsurance against computer loss: Insurance is about the spreading of risks which

d by the many against the chance that some will suffer loss. Limbility insurance -
;e;"zt of damage resulting from computer error could be developed. To éome extent,
cent .insurance policies will already provide ingemsity for errors arising out of
tion technology and TEDF, For example, an airline disaster caused by ineorreect )
Iotting of a flight path using a computer and TBDF may give rise to ¢laims against the'
euwh:ch is indemnified .under the a1r11ne's accident liability policy. Likewise,
génce by a data proecessing employee or engineer causing loss may give rise to claims
nder professional indemnity or like insurance. The nieed for the development of linbility
nsurance specific to worldrwide‘ computer systems is yet to be fully explored. But it does
m likely, on the analogy of eirline insurance, that something will be needed. The losses
when they occur are likely to be large and sometimes disastrous. The provision of a
'_cqrqijngn insurance fund may be fairer to all who are using the system.. Attention has been
Q{gwn to the system glready developed in the field of accident compensation to provide
no;fault entitlements to those who inevitably suffer as a consequence of the use of the
mator car. In New Zealand, a most novel reform has been developed by which accidents,
however caused and wherever occuring (whether at work, in a car, at home, during sport
:_for otherwise) are compensated under & national compensation scheme. Private insurers
- typically resist compulsory and generally government funded insurance schemes of this
kind, A proposal for a similer accident compensation scheme in Austrelia has not, so far,
been adopted partly because of resistence from the private insurance industry, However,
if damage grises to users of a computer system, in cireumstances that recovery is not
possible or certain, calls may be made for the computing industry, or particular segments
of it, to develop procedures for the fair allocation of .risks amongst the several .
D&I‘tlr:lpants 83 This may be especially necessary because of 1eg151at1ve or eontractual
prowsrons limiting or excluding ligbility in the case of the organisations most read;ly able
to bear the losses that oceur from high speed processing and transmission of information.
- It may be desirable because of thé_ prohibitive costs and uncertainties in legal disputes
having an international component, because of the use of TBDF.
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EVIDENCE LAW AND LEGAL PROFESSION

35. Evidence law: A result of its historicel development, and the primaey in it of
jury trial, the English eommon law, which is the basis of the legal system in six Member
‘countries, developed complex and highly technical rules of procedure and eévidence. Indeed
these are said by Rend David to be at the héart of the 'different character’ of that system
of law.B4 The emphasis upon a continuous, public and cral trial, often before a jury, has
fashioned the rules which limit the admissibility of evidenee in the trial. In systems of law
which adhere to the common law tradition, there is a need significantly to modify the
laws of evidence and to permit more readily the admissibility in court of computer
evidence and computer generated evidence. The basic problem is the hearsay rule. In its
origingl form, this .rule forbids the admission at the trial of evidence, oral or
docum'entary, which esnnot be deposed to from his own knowledge by the person giving
‘the evidence before the court. This rule, though founded in historical reasons is glso
grounded in principlés of procedural fairness, Litigants should be able to face and test by
eross-examination their accusers. Courts should bsse their decisions only on reliable and,
where necessary, tested and serutinised information. In the solemn business‘ ‘of judicial
defermination, particularly where the eriminal law is being invoked and liberty is at stake,
the means should be available to check and verify material before a court accepts and
acts upon it. The advent of eomputing, photocopying and electronic communication and
their widespread, indeed internationai} use render the maintenance of this hearsay rule’in
its original form unreasonable and indeed impossible. Cleérly it would he intolerable to
require that every person‘who had contributed to a much used and thoroughly relied upon
computer record should be aveilable to prove orally his individual contribution to the
computer record. Particularly would this be unreasonable in the event of computer ~
material oripinating or generated in a foreign countrs,' and tranémitted, possibly across the
world, by TBDF. The rule was unteasenable-in the case of business records before
computerisation. It becomes even more unreasonadle when computerisation is employéd.
Yet mistakes do oceur. 1t'is simply not appropriate to accept, without any precautio‘n'or
reservation the printout of every computer, as.if the technology itself were an
indisputable guarantee of aceuracy and, in some mystical way, provided protection againét
false, negligent or even malicious and misleading information, An American judge
undoubtedly spoke for a large constituency when he complained in & judgment that as 'one '
of many who had received computerised bills and letters for aceounts leng sinece paid', he -
was not prepared to accept the product of a eomputer 'és the equivalent of holy writ'.
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SEr- What is therefore needed, in common law countries, is legislative reform fo
pi;b\'f'ide for the readier admission of computer evidence and computer-generated evidence
_;'vi-th'dut the necessity in every case of oral proof of the original source. In the United
Stafés; the most common form of legislation to deal with this topic is an elaboration of an
'éxception to the hearsay. rule adopted earlier to cope with business records of large and
impersonal eorporations. In England amendments to the Civil Evidence Act 1968 provide
forthe admission under certain circumstances of a 'statement contained in a document
B't'ddueed by a computer.83 Review of this srea of the law is now being actively pursued
fhWustralia by the Law Reform Commission. The Federal Parliament and a number of
‘States have already adopted certain legislative reform measures.86

37 Although the problem of modifieation of the laws of evidence may, as such, be
) ;pec:ﬁliar to common law countries, there is undoubtedly an analogous problem for the
aonduet of tribunal and court hearings in any legel system where procedural fairness
- peduires that a party or a witness, confronted by the producet of information technology,
ghould, if it is important enough, have the opportunity to challenge and test the
infermation. If ‘necessary this may require getting back to its source. On the other hand,
: :'fhdugh,this problem-may be inconvenient for countries outside the eemmon law world, ifs
‘resolution is nowhere near as painful as it is in those [typically English-speaking]
eouritries. The resistance to hearsay ‘evidence, the adherence to the continueus oral trial,
the persistence with the jury of ordinary citizens and the need often to bring complex
‘technical questions back to a non-expert, generalist tribunal all present special
ifficulties for those brought tp in the trial traditions of the common law. Between
lawyers in these countries, there is a healthy exchange of information and experience.
innovatiens in lég—islative-exceptions to the hearsay rile, adopted in one jurisdiction, are
considered and sometimes copied in ‘others. Although this is not a universal problem, it is
a specially relevant one to Member couniries of the common law.

38, Lawyers and the judiciary: The new information technology brings good and bad

news for the legnl profession. The good news invdlves the improvement in access to legal .
data, including the potential of readier access to overseas legal material by TBDF. A
recent issue of the journal of the Law Society of England end Wales recounts the way in
which transmission of legal data and funds by telecommunications will expedite the
transfer of land title in Britain.B7 A Working: Parfy of the Committee of Legal Data
Processing of the Council of Europe is reported to be examining.the relationship between
the providqrs and users of Jegal information services in Eurcpe. As reported, the
examination includes consideration of the issue of lebility when errors in the data base
cause economic loss for the userB88 Mdsf Member countries have established or are in
the process of establishing on line legal data bases, The electronic law firm is fast
becoming a reality in all Member countries. Word processors have taken over the routine
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of much legal aectivity. They'rcarry the potential for cost savings that may bring more -
people more readily and economically to justice. One.New Zealand commentator has
suggested that en urgent obligation of la-wyeré is to simplify old precedents before they
are immortalised and mass produeed through word processor technology and transmitted
widely ‘throﬁgh telecommunications.

39. The bad news may not be universal. But it certainly affects a number of
ecuntries where the staple activity of the domestic ]égal profession is concerned with land - |
titte transfers. In Australia, for example, approximately 50% of the fee income -of
lewyers, scattered over the face of the country, is derived from this activity. But land :
title systems are already being édapted to & computerised format. The prediction of the’ 7
computerisation of land conveyancing was put forward in England in 1973 by Tapper.89 : @’
Chief Justice Warren Berger made s similar suggestion in his address to the National .
Conference on Administration of Justice in the United States in 1878.30 The process of - -
compu‘{erisatioﬁ has alrea'gdy begun in Australia. In Adelside, for example, a system has .-
been opened whereby, for a sn{all_ charge, members of the public with an interest in land -
cun make an epquiry and mmminé docum ents of a great variety .of government recording-"
systems, without the need of . a trained intermediary. More than 30 terminals have already.,;,
been established and meore are planned. The implications of this" technological -
'developm ent for the widespread distribution and reasonable "prosperity of the legal
profession needs to be watched. Although frequently, and properly, the subject of
criticism for the faults of individual members and for collective faults, it is herd to.
dispute the importance of a highly trained, vigorous and independent légal profession for
the suecessful defence of freedoms and of the rule of law. In this sense, the fate of. thew.
legal profession and the impaet upon.it of information technology is & matter which, at
least in some M ember countries, deserves attention,

INSTITUTIONAL RESPONSES

40. Naticnal and international: The variety and complexity of the issues raised.in
this paper, which are, in turn, some only of the legal aspects of informaties, deserves ‘the
attention of lawyers and administrators at a national but also at an international level. At

a national level, the point is increasingly being made that the democratie legistature finds
it difficult to cope with the complexity, sensitivity and pace of technological change, "of
whieh information technology is but a species of & broader genus.8) The need for- the
allocation of adequate resources to allow a comprehensive and vigorous attack by home
Engrnments on the multitude of issues posed by informaties and TEDF is manifest..But
is rarely stated. In the United States, Mr. William Fishman spoke in terms that could
probably be applied, with appropriate adjustments, to all Member countries:
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NEeress should increase the resources available to the Executive Branch to deal
the..issues. I understand the need for budgetary austeritys But even a few
illion dollars would go a long way to permit the [United States Government] to

armenise rules as they are developed;

orm- Member countries of the standards being adopted elsewhere; and

foid. the confliets of lews that will all too readily otherwise spring up, through
norance of, or indifference to- the desirability of harmonious- and.compatible .

islation,

OECD .is- not. the mest appropriate international body to deal with all of the legal
5, idormestic and international that ‘have been mentioned. WIPO . and' the Hague -

laws. However, it is now inereasingly realised that the law does not operate in‘a’
, that justice has a price and that a balance must be kept between the benefits and
e-costs of legal regulation. This realisation adds legitimacy to- the inereasing interest”
.i.n,g shown by the OECD to legal concerns. It is not simply a matter of keeping an eye on
’ otential development of economicﬁ]ly protecticnist legislation which' has been drawn
gipiy for the protection of privacy, intellectual .property-rights; business interests
d..50 on. It is g4 matter of proper. concern that, as technology,-ineluding information
éhnoIogy, presents common pfoblems fo 'f:he- 'govemménts.- and.. people of ‘like
@:é munities, experts and other representatives should.come together -to-help in the -Gesign.
éf+harmonious and compatible laws, so far-as these may be-achievable. The alternative is
ﬁhe{,Spectre of disharmonious and incompatible domestie laws, such as grew up to’impede
- International trade in the 18th and. 19th century. If they oceur now,; they will significantly
. diminish the advantages that will otherwise accrue to Member countries and their citizens
; from the remarkable information technology of our times.

42 Industry response: A proposal: For the: International Information Industry
Conference (IIC) held in Quebee City, Canada, in June 1982 T listed some of ‘the legal and
social problems elaborated in this paper. Whilst ackno.wledginé‘ that the world information
industry was not in the Santa Claus business {and indeed was not without problems of its
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own), -I expressed the hope of a greater realisation on the part of the industry of the
responsibility it must share for the solution of the social and legal problems that attend
its technological successes. I pointed out that ultimately the business of the industry was
one of serving a- peaceful, contented, law-abiding and safe community, including
internationally. Social advance and aceeptance must go hand in hand with technological
change. The private sector in the intefnational information industry should understand
that it is in its self interest to help our societies to absorb and cope with the social and
legal implications of the technolégy it is so successfully introducing throughout the world.
The modesty of the present investment which such & prosperous, adventurous and fést
developing industry makes for the study of the social; eeonomic and politicel concerns of
industry-wide dimension is such as fairly to attract criticism or even derision.

43. There is & natural .end understandable tendeney for the information industry to
assert that the soeial and economic 'fall out' is & problem for government: for national
bureaucracies or international agencies such as this Organisation. In some éountries; such
an attitude would be reinforced by actu;al resistence sgainst industry involvement,
beecause of the desire of home governments .to distance themselves from what may be seen
‘as foreign information industry gisnts. Sensitivity to this factor may have led to the
private seetor of the world information indusiry adopting & ‘low social profile' -
contributing to good works here and there, promoting good industrial relations with their
staffs, supporting sporting contests widely publieised in the media, but otherwise keeping
out of the econcerns about social-and legal change. -

44. In my address for the IDC meeting, I suggested that the multiplication of the
problems of the new information order imposed obligations, if only in seif defence, upon
the industry, It is presenting the problems, many of them common, to governments and
societies around the world but overwhelmingly within the Member countries of this
Orgenisation, I proposed that an international centre for the study of the legal and social
implieations of infermaties should be -created, isolated from the industry sources of its
funds, yet guaranteed of & flow of funds for a sufficient period of time to assure stability
and to attraet suitable appeintments of the highest calibre. It should riot be unrealistic to
expeet such a prosperous industry to provide funds for an Institute of Informatics and
Society, to study the -ifnpact of the new inforrnation t'echnol.ogy in thbse countries which -
are being penetrated most rapidly. The investment would be miniseule by comparison with

the income and profits of the indusiry. It could be seen as a minor cost, & kind of

insurance premium, to guarantee that those who present the proble’ms play & more active

" part than they havein the past, in helping our societies to provide the solutions. We need .
lawyers and lawmakers who speak’ the language of the computferist, who understand the
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t of solutions that can be studied by national governments and
: rganisations such as this. It is my view that the number, complexity and
t'ésenﬁation of problems is now such as to require better support for-the handful
al e;givrépts who are repeatedly burdened with the daunting and cppressive. task of
g tﬁé_,implica’tion of the technology throughout the OECD. The approach now
'ken_tc;-i‘g,he,incid,ence of informaties is unworthy of an otherwise efficient industry.
-view that, in addition to the institutional solutions being developed at a
ental level, both nationally and internationally, the private seetor of the
_&th[‘;_ mdustry should be doing more than it is to promote an orderly, systematie,
rched, interdisciplinary and independent. conmderatxon of the soc1ologlcal
ﬂ]i-c,_ _‘,moral and legal implications of informatics and TBDF, Legitimacy and
fabiifty would require independence. An institute eaptive of the industry, would
md:no Tespect. But the need to devote a tiny fraction of the profits being made, and
-l'yim:ade, from the remarkable advance of new information technology is beyond
-debate, Sueh an Institute could address, partieularly the international problems,
e -onty of which have been identified in this paper and others of which will emerge
- this First Session,%3

OF PROFITS AND PROPHETS

This review of legal issues has :only touched the surfnce of the many guestions
hat could be addressed. As we solve one legel problem or provide.the ideas that will help
solve others, more present themselves and demand novel solutions. We are at an
istoriec moment in the world legal order. A dynamic international technology is pressing
orward the urgent need for the development of an effective, new international-legal
egime. From being the esoteric subjeet of & few specialists, international law as it
‘.affects the new information technology will increasingly become the eoncern of municipal
lawyers, lawmakers &nd judges. It is important that the new legal regime should be
-developed in a eoherent way and one which does ﬁot unduly impede the economies and
efficiencies of the technplogy. This new Committee has a central role to play in these
developments. It will need the gift of prophesy. I express the hope that the legal coneerns
whieh I have mentioned will not be lost in the headier and more familiar consideration of
economic, social and technological concerns. What will it profit our societies if they
edvance remorselessly down the road of technology but lose respect for the law and their

institutions and adherence to the rule of law?
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