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THE IMPACT OF: TECHNOLOGY ON LAW
Laws provide one ‘of “the means. by whlch we live’ togetheruin

relative peace and harmony.. They ate a force f£or stdbility and
predictability. = Whéthéf{édntainédﬁiﬁ-the*I&ﬁgdégé of é'stahute
or regulation or:found in a judge's decision, it is of the

- rature of law that it will be in a_ final form. Ultimately it
is committed to a discoverable state. Societies do nokt stand
still. 0On the contrary, society advances today at a daziling
pace. One English L.aw Lord recently encapsulated the changes
of his lifetime thus: )

"Just think, from horse to jet; from steam to
nuclear fission;- from rifle to hydrogen bomb;
from magic lantern to T.V.; from workhouse to
‘welfare State; from a proud and mighty Empire to
a junior wmember of the European Economic
Community; from thrift to higher-purchasé; from
the dress allowance to the lady High Court judge;
from original sin to the Id; from the
unmentionable topic to State support for famlly
planning; from the "love that dares not speak its
name"” to "Gay Lib"™ ... and from "Little Women" to .
"Lolita"".l ' B
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The rapid changes in social values have been surpassed only by
the exponential developments of sciencé'and technology. Amidst
all this change, a tension is created between a rule which
states principles at a‘given time and sociél relatiosships
'which go on happening, complicated by the input of new ideas,
new social themes and new science and technelogy. To some
extent, of course, rule makers, whether in legislatures or the
courts,'seek to accommodate future dévelopﬁents. But they can
only do so 50 far as these are known <ar can be perceived.
Rules of -law, possibly inadequate in the first place, become
irrelevant and even obstructive as a result of .change. Putting
it broadly, the law seecks to preserve. Inevitably it is a
conservative force. Generally, it speaks to one genefation in
terms of the vaiﬁes, knowlédgeland sdience of earlier
generations. Its rules tend to favour an older ¢ulture and to
support those in pogsession. Paul Tillich dnce described law
-as “the attempt to impose wH?t belonged to a special time on
all times";- It rests vpon.the search for certainty. Of its
nature, it addresses its audience at one time in terms of
‘7alues which are stated -for all times. Uncemfortably for the
law, times change. ' '

In‘all countries, but particularly in Common Law countpieé,
judges have traditionally done much by analegous reasoning, to
adapt the law to scientific and technological changes. It has
been said that the genius of the Common Law lay in the capacity'
of its Jjudyges to promote orderly change within limits of
predictability and stability imposed by the hierarchy of courts
and respect for legal precedent.Z? Since the 19th century,
the Commen Law made by the judges, has been in undisguised
retreat. Parliamentary democracies loock increasingly to the
legislature to update the law. This explains the great flood
of 1egislation qhich emenates from legislatures of all Western
democracies, even to the extént of promoting calls for an end
to the flood. Australia, with a population of 14 million and 8
legisiatures produces annually more than a thousand Acts, to
say nothing of the subordinate regulations, ordinances ang
by-laws "and judge made law.



The.pergeived need fcr lays on "data protection”. or "the
protectlon of prlvacy" as_we. have_ come, somewhat JAnfortunately,
to call it ln Engllsh speaklnq countrles ks but one example of
the impact of sc1ence and technology on existing legal

systems General educatlon,_mass llteracy, the modern economic

for access to 1nformat10n of a qu1te unprecedented kindg. By
the developments of sc1ence and technologyr these demands can,
1ncrea51ngly, be furthered.’ SurVE1llance ana other bugglng

' dev1ces are in 2 mlnor league._ TelecommUnlcatlons and the nass

medla dlstrlbute lnformatlon at a. speed and cost. that wSuld not

have been thought p0551ble even 2 decade ago, The developments

of recent memory are those. whlch are, mqst 51gn1f1cant for the .
collectlon and dlstrlbutlon of 1nformat10n. . B -
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Data protectlon is a spec1es The genus is the effect
which developments of sc1ence and technology have .upen. the

jegal order: reveallng lacunae or., deflclences, shcw1ng up

‘irrelevant and outmoded rules ox demonstratlng,,sometlmes,

bizarre and unexpected effects of long establlshed legal rules
upon fact 51tua Lons the result of new technologlcal
developments

A great deal of attention has been given in Australia and
elsewhere to revising and modernising the law to cope with the
challenge of change. For example, a recent report traced the
likely impact on the legal system 6: changes in the law

conseguential upon resort to new energy sources, particularly.

.solar energy.? The law of defamation requires

reconsideration, both as to its substance and as ‘to appropriate
remedies, in circumstances where assaults upon honour and

‘reputation are no longer local but are spread by radio,

television, satellite, telefacsimile and so on across the
nation and beyond.4 The advances in-immunology that have

made possible transplantation of human organs and tissues shows
up the law's inadequacies., Death, which common sense and the
Common Law defined in terms of the circulation of the blood and

the activity of the heart must be re-defined in terms of brain

function, once modern ventilators become available to maintain
artificially blood circulation.® These and the developments



@

of genetic engineering and human experimentation pose major
ethical and technical challenges for the legal system.®

. e

The réyiew of .the law as a consequence. of scientific and
technological advances does not‘iequire'oﬁly édjﬁstment to
accommodate change. It also reégquires the utilisation of new
discoveries in the Taw goﬁerning the -administration of
justice. The ihverition of equipment’ fof the rapid detection of
alcohol amd other drugs is a major (and almost universal means)
of substituting ﬁncontéstable'scientific information for
untrustworthy or contentious lay observation.? To the same
effect is the proposed introduction oé rhotodraphy and
videotaping of identification parades, to reduce the well
documented dangers'of'fde;tification'evidence.a “Likewise,
the introduction of sound recording of police interviews is a

procedure'likely_to reduce disputes about alleged admissions

.and confessions to police, made by criminal suspects.® The

use, of the te}ephone'ﬁo permit judicial superintendence of
urgent policé actioh, e.g. by the issue bf telephone warrants
for  arrest or search is now an actuality if Australian

1aw.1° There are copntless examples, in'every'Western
country of the law accommodating itself to scientific
developments., There is no more prevading development, with
nore wideséread implications for the legal system, than the
advance in information technology. Although data protection
was necessary before the computer, it is the development of
automated data processing that has accelerated urgéntly the

need for new laws.

THE NEW TECHNOLOGY:-COMPUTERS & TELECOMMUNICATIONS
It is not necessary to rehearse the debate about whether

laws for data protection, once designed, should apply to all
information systems (manual and automafic) or‘only.to_automated
and dependent systems. It is the advent of the new information
sciences that is the occasion for major revision of the laws in
many countries, to provide protection for the integrity and
security of personal data. The features of the automated
technology which provide new and different problems for the law

W



maker have been identified many. times. It .is convenient to
cateloéue them once again.- They include ‘the explosive scale of
information storage capacity which becomes possible; tbe rapid
énd ever increasing EEEEQ of retrieval of automated data; the
rapidly diminishing cost of collecting and retrieving
“information, proportionate .to this scale.and speed; the
capability of automated systems .to transfer, gqmbine,and
multiply informatien to uses‘quiteudifﬁerent-froﬁ those
originally :intended when the- information was obtained from the
data subject; -the suScep;ibility of the resource. to

centralisation of-control in the name of efficiency: and

economy; and the unintelligibility:of muech.of the data in raw
form, -so that a relatively. small.group of persons, in a new and
.untested profession occupy' a special position of command over a

technology which defies lay understanding. . . ‘-

To;thewdevelopment559f-computiné;science:aprEELSSS,-must
now be added enormous changes ingcommunisationé;gechnology.
The combination of .the two has led:to.thé.pioneexing of new: .
uses.of.computer .systems which in.turn .depend heavily upon data

Thil DRI LR L R ot uted

communications=... ..

"The history of telecommunications is one of
continuing progress. In the last 50 years, data
transmission capacity of major telecommunications
systems has increased three orders of magnitude:
from 3,000 characters per second in the early
1920s by multiplexing 12 voice channels on a
single wire pair to 8 million words characters
per second in today's coaxial cable and microwave
systems carrying 32,000 voice channels
simultaneously ... The number of communication
satellite circuits has dgrown impressively. FTor
example, the first INTELSAT communication
satellite in 1965 provided 240 circuits at a cost
of $22,000 per circuit per month with a satellite
live time of 1.5 years; 10 years later INTELSAT
IV provides 6,000 circuits at $600 per circuit.
Moreover satellite life time 1s expected to
exceed 7 yvears and the INTELSAT V is expected to
provide 10,000 circuits for 10 years at $30 per
circuit.ll : . '



The consequence of the combined. achievements of the computing
and communications technologies is that data cellection and
transmission is becoming massive in its-guantity and apparently
lifmitless in its capability. Tts speed increases as its cost
diminishes. Unrestrainea by law, it will know no national
borders. The first experiences of commercial, national and
international data networks (Telenet, Tymenet, Mark III and
Sybérnet in the United States, Datapack in Canada etc.) were
discerned in the mid 1970s. Now the ekperiments of those yéars
are busy realities. Large intermational companies operate
their own data networks for inteﬁnal use.‘ The baﬂking network
SWIFT started-operations-ét the end of 1977. It now has more
"than 500 Europeaﬁ and American banks é&rticipating.
Internaticnal service operations, including SWIFT, SITA (the
airlines communication system in which more thaanOG_airlines
participate} and others represént a fast developing
international movement for the transfer of data. Satellites
will increasingly provide accesérand lipk-up facilities. In
terms of'tecﬁholbgy.at least they may be independent of the

‘various public telecommunications carriers.

Changes of such a magnitude are dguﬁtiné to the layman
including mbsﬁ-lawyers and law makers. The increased national
and internatibnal-inﬁe:depehdence of previously autonomous
institutions and services and the cdnstant,shrinkage of time
and distance constraints upon information will reguire
conceptual changes to.ecénohic, social and pelitical
processes. The "time cushion" between social and technological
changes and their impact and consequences haé begun'markedly to
decrease.l2

"The introduction of devices such as the pocket
calculator and citizen band radio have had
immediate effects on the social environment ...
There is no longer time to anticipate the impact
of information technology applications before

" they become part -of our everyday lives"l3

Rapid developments of the order described tend to assume, in
the minds of some, a guality of inevitability that becomes



translated.inte moral-propeiety. ~.When.the:unthinkabke.becomes °
inevitable; it :has a-tendency-to.be.seen..as-desirable.sw. Lately,
' Western societies-have. begun:torquestion;:the-assumptionvthat: ...
écientiﬁic.progresamand:technolbgicaivadvancement are =% s
universally good-things<-+ We have begun.to -do-rudimentary.:
social.costing. ...The real .costsof.therdisposable :wcanyrof=the
motor car, of the-destruction:of historicsbuildings ard so 'on
cannot:-be measured:in simple -tefms.i+Sé¢ientificiand™ - o+
technelogical change may-promote gteater?éfﬁrciencj-bdtﬁmay*not'
ﬁbf that‘ieaSonﬂbeiacéaptableﬁtoﬁsopiéby,ﬁwhéﬂﬁméasuféd=again5t

thewValuesathatfafeadéstfoyedrmﬁThaﬁ-fs?whyfﬁanﬁfﬁéonfroﬁtihg%
the.implicationaﬁoﬁachange; say that - theé 18w must Havesddnitirg
increasingirolesin:reasserting against.thesscientist and .

. techunologisk;

The argumeni-is.not confinedsto:bizarre sscientific -experiments

standardsywhich-society: .counts a8 . important. k4

in the-field of.genetic -engineering, ~:It arisesgalso in the .
conhexhaoﬁainfqzmaﬁianlsoience;:;Ihafaklsftdﬁheaanswened;when
we ask;theaquestioﬁ%zmhab kindzof ~society -do. we:want-to.live
in? The CanadianaTask Force on«Privacysand-Computers ptwriting

in 1972,-put it this WaYs sas cnome eaatwsse

"The enormous technological capabilities of
computerised information systems can ... raise
certain threats to important human values ...
like privacy ... which are integral to_our very
conception of what it is to be human.--~

The rash of data protection legislation in many countries
evidences significant differences in the approach taken. In
some, the central ngernment.only is submitted to
regulation.16 1In some the public and private sectors are
dealt with in the one law;l7 in others under separate

laws.18 In some countries only automated systems are to be
regulated.l9 1In oéhers automated and linked manual Ffiles are
‘to be regulated.20 . In still others no distinction is made
between automated and manual files.2?! Different enforcement
machinery is provided. But the common feature is a concern
that at a time when information techhology expands enormously
the'accessibility of data about the individual, his importance
as such, in our form of society, should not be overloocked.



This is-not the place to define “data protection” or its
broader English*subétitute-"privacy“;”-To'callnit"a "right”
tends to beg the question of whether anyone ought to have the
bowe: to deny access to information or places called
"private". Pefinition becomes confused with justification.

But whether "privacy" or "data protection". is a human
"claim"22 or a “"condition" of the:individual person23 or an
"interest"?4 whatever its origin in human nature or learned
;behaviodr, it is a fact that most ﬁeoPle;in"bur'Eorm-of society
want to ~control” {or"at-I¥ast kﬁoW‘gfr“thé”factS“by which others
- perceive-them i.e. the Facts about oneself which "give one
away".25 = ¢ e : s '

" “Many people resent data banks-bécause they

- dislike the idea that some, official can, by |
feeding appropriate instructions to a machine,
possess himself of a“composite pitture which,
"even -though accurate in factuglrdeﬁail,ggtillg
permits him . to interpret it in a way that the
data ‘subject finds humlllatlng ‘and which he is
‘powerless to. 1nfluence“ 2-_, L e

" RESPONDING TO THE CHALLENGE

It is not surprising that societies react in varying ways

to the velocity of change. Charles Réich in the Greening of
America described the response of mény of the young generation
to the pacé of change. Many simply "opt out" or "drop out”,
They seek an easier, slower, simpler life style; one radically
different from the work ethic that until now has been fairly
universally accepted in our type of society. A more typical
but similar response is that of indifference about ignorance
and the willingness to allow developments to take us where they
will. Because this is more universal, it is a species of

"opting out" that is of much greater potential conseguence.

Another response is to éttack the prbducts of technology
“and science with the aim of destroying them. The concentration
of data bases within cgllective computer systems present
vulnerable targets: vulnerable not only to internal abuse but
also to external attack. 1In Montreal, computers have actually



begn destroyed“by"people*who'object-tonthe-implications—both
for individuals and fot ‘society-asva.wholev27. Im Italy qu1te
recently the computerised motor-régistry records. were
destroyed. I am sure that we willisee more‘of'rhls-Luddite
response. IgnoranceibreedS:fear;and~suspicion;; It is the
ultimate“weapon:against—féilurexof.écientific:Communication.

— B Y T LTI T, + ey Samen

There ‘are some—who=résist'technological¢and:scientific
developments .either for reasons~of -principle or because it -is -

more comfortable ‘and :familiarito doithings.’'in the-time-honoured:

ways” 'Blinkered by apathyrand bridled by’ ignorance, society angd
its law makers all too often fail to see the problems and
opoortunities of science. 1In the business of data protection
the law of most countries'has‘been,‘until“now ~generally
inadequate. Prlmltlve records requlred few laws Eor their
protection.- Impedlments of 1neff1c1ency, cost and time were
frequently the best guardlans of personal data.; The removal of

these 1mpedlments and the~ developments described: above lead to
perceived needs £ér” reform afid modernisation of the law. Tt is
no coincidence that within a decade so many societies with -«
0therw15e dlfferent legal tradltlons have concerned themselves
with lnltlatlng iaws to. prov1de for data protectlon 28
Confronting identical technology, like ‘lacunae in pre—ekisting
laws and a common concern about the human values at stake, it
is not remarkable that the legal reforms enacted and proposed
evidence several well identified recurring themes that
transcend national jurisdiction.29 )

* THE LAW REFORM MOVEMENT

Law reform is not new. Although we are told that the laws’
of the Medes and Persians could not, once established, be
changed, it was not so in Locris in ancient Greece. There,
however, the would-be reformer was reguired to argue his
proposal with a rope about his neck. If the council voted
against him, he was choked to death on the spot.30
Immutable, unchanging legal systems were “swépt into the ash
can of history, broken by the impact of man's movement upon
their brittle inflexibility.31
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-In -the Common Law tradition; modern law reform grew out ofl,
the rivalry in England betweeh Francis Bacon and Chief Justice
Coke in-the= 17th century. Coke féught for the common law .-
developed by Jjudges, independent of the King. Bacon criticised
this procedure as uncertain and dependent upon chance '
litigation of important issues. He advocated a comprehensive
and conceptual revision and re-statement of the law.32 He
proposed the.appointmenf-of a number of commissioners-to
develop and modérnise the whole of the law.in an.orderly way.
The growth.of the‘representatibe leg;élaturE'and the pressures
for change have ensured, this century, the triumph of Bacon's
idea. There is now no Western country where law reform is not
substantially with ‘the legislature rather than with the judges
sitting judiciall§.33 - T e T

- The -very word ”reform"'is:a word of approbation, at least
in the English Eongue; In history it has been. used to describe
the movements which restored peace, renewed the religious order
and renovated the system of panliamentary‘representat}on. )
Almost universally, it is used to ‘describe an advance, an
improvement. Reform is not just change. It is change for the
better.34 Change, we may oppése: partiéularly change for- the
sake of change. But "reform” is by definition desirable,
because we all desire improvement. What is an improvement in
particﬁlar circumstances, may be a m&tter of cpntrovérsy.
Whether particular proposals are worthy of the name "reform™ .
may be a matter of dispute. But "reform" as such attracts
almost universai admiration and support. The conly doubters are
those who see the injustices of the law and problems of society
as so daunting that they demand nothing less than a
revolutiocnary solution, starting afresh on a new page.

Reform implies some degree of preservation 6r conservation
of the subject matter of the reform exercise. What is changed
at the end of the day is re-formed. 1t may well be chénged{
with a view to improvement. But the product is designed to fit
within the whole body of laws which is thereby reformed.

Though it be in the nature of law to endure and not to change,
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“and though "the~law~is "the'"gate-keeper of the status quo"35

in society changing times and circumstances require that

‘lawyers and law makers should not mindlessly opposeAchange.35

Bgainst the background of the enormous changes sketched
above, three considerations mske reform of the law attractive,
almost by definitioh&iiThe'fifst is that:-the:process implies

_:the conservatlon of what 1s good in the. exlstlng order and the

mouldlng of tbat which is proposed as-a "reform" sa that it
will fit. comfortably inte. the present state of thlngs . The

role of .the 1aw and of legal rules as prOV1dlng a measure of

,certalnty and predlctablllty in Llfe should not “be bveclooked
" The fedr that anarchy ‘is loosed uponthe world is mollified.

Eed

"The second reason why "reform"” is an attractive notion can

" “be discovered ‘in the.element,.inherent. in. it, “that_ there should
be some movement forward. Dissatisfaction w1th lawyers and the

legal system s endémic; Tolerance to change, partlcularly if
it is. not too frequent and too dlsconcertlng is- general.

Public acceptance of the need for movement and change is
widespread in most Western countfies, certainly in

Australia.37 The realisation that'tecthIOQically "times are
changing" and that the law must endeavour to catch up is fairly-
universal. '

The third source of support comes in the standards by which
the activity of "reform" is to be measured. To reform, implies
improvement. Whatever the standard used, the basic endeavous
of law reform in practical terms can be simply stated. It
involves the three elements that have been identified. First,

' the proposed "reform" must f£it, without anarchy, into the

system that is the subject of reform. Secondly, it will
involve, generally at least, action, movement, advance.

Thirdly, the "reform" will seek to improve things.



-12+ -

MODERN INSTITUTIONAL LAW REFORM - : -«

In most English speaking. countries. the- last few decades

have seen the clear thinking acceptance of the declining role .
of the judges as law makers. There are notable acceptions in
all éountrieé. In the United States, the presence of the Bill
of’RighEs and a different judicial traditioﬁ has encouraged )
greater inventiveness ‘from the Bench.: But the general
recognition that the Commén Law was loosing -its genius for
adaptability has led to the development of dinstitutions to
assist the Executlve and.legislature in reforming the law. The
process began-in 1934 in England when Lord Sankey established a
Law Revision Comﬁittee.. in the same year a Léw'Revision
Commission was created in'NeinorkﬂStéke as a permanent body
with the task of -examining the laws of that State. From these
modest:béginnings_a Ygrowth -industry™ has“developed.38 There
aié'nOW'few‘jurisaictéons of the. Commenwealth of'Nations‘and' .
few States in:federal.countries:of the Commonwealth which do. =
not have. permanent -law reform.bodies.. In Bustralia,.there are
11 such bodiéﬁ, ﬁérmanentiy eétéblishéd,?most:of them by
statute, generally with full time commissioners aﬁd research
staff working upon the development of the law. This is not
simply a scholarly.or academic business. At the end of 1977,
121/2 years after the birth of the English Law Commission, 52
of its reports have‘been.implemented, some of them in part but
many in whole. Radical reforms have been achieved in the law
relating to marriage and the family and important reforms in
the criminal, contract, tort and property laws.39 These
English achievements are paralleled in other countries,
including Australié. In federations, it is not possible to
take, as Bacon would ‘have it, the whole body of the law and to
reform it in a systematic and encyclopaedic way. - For example,
constitutional limitations may be sorely relevant when it comes
to data protection and laws on privacy.

The most important technique adopted by the English Law
Commission from its inception in 1965 (and generally focllowed
by other law reform bodies) is the procedure of research and
widespread consultation, before proposals for reform are made.
The English Commission innovated the . "working paper”,
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in which the tengﬁtyve proposa;s for reform are thoroughly
exploged for 5pec1allst and publlc debate, before the.final
report is prepared. The success of this technique, -a.real . -

contribution to openness in government, is noted with proper
pride by Lord Scarman, first Chairman of the English Commission-—

"The working paper is ... the foundation upon.
which the Law Commission constructs its
proposals.’ It'représents‘a'major advance in
‘legislative methed. . It.is pefhaps the greatest ..
‘- ) contribution to the publig life of.a nation made
i o by the Commission. ' Succéssive governments have
- borrowed the method' .and now -publish "green '
. papers“ foreshadowing leglslatlon they have in
“mind.s- Social -legislation *is-almost always now
-~ ... preceded by such discussion: papers, which. do not
commit the government that issues them. The
‘government'has'learned the trick from the Law
Commission -~ to the great.advantage of ..
leglslatlve process as a whole. The Law
Commission's innovaticii has*Spened up ovér-a wide'
.. field the hitherto secret business.of  Preparing
- ’legislation for the con51derat10n of
: Parliament*.40- R .

In ‘Adétralia; wé 'Have’taken thé Busifiess ‘6f "dofsultation a step
further. In addition to ‘the detailed and scholarly working
paper, the Ausiralia'Law Reform Commission now publishes a
discussion papér: summarising in'simple{ lay language the
defects in the current law, the various options for reform, the
tentative proposals and the reasons that support them. This
paper 1s widely distributed to all ‘interested groups and to he
public generally. 1In a large country, with scattered
communities, separated by great distances, the electronic media
are being used to debate the proposals for reform. It is not
unusual for  Commissioners to take part in radic "talk back"™,
television and newspaper debates. As well as private
consultations with expert consultants (most of them serving
without fee) the use of the most modern sampling téchniqueé and
public opinion polls is being developed to test community and
group percéptions of the defects in current laws and opinions
on proposals for reform. One innovation, modelled in part upon
the procedures of Royal Commissions in Britain and
Congressional inquiries in the United States, is the holding of
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informal public sittings in 'major centres in all parts of the
country. Experts, lobby groups and ordinary citizens are
coming forward in increasing numbers.to express their views on
the defects of the law and to comaent on the Commission's.
tentative suggestions for improvement.

In the matter of privacy legislation for data protection,
there is little doubt that public consultatlon of thls kind is
imperative. Commonsense tells us that perceptlons of what 1s
"private" and what is deserving of protect1on, vary over time.
They certalnly vary from one country to another. Take the -
following Tabledl which draws on two surveys conducted on the
perceptions of what-is private.  The first column shows the
results of the survey commiséiqded by thg Younger CommiEtee in
the United Kingdom. The second was:coﬁducted,by the,United
States Bureau of Standards. Each survey_séught fo establish-
what the public thinks*iS'private. Although direct comparisoq

‘between the twO'SUkveysrisrnot pessible, there were sufficient
~common features to make the Table instrubtive."Perhaps more

significant.is thé fact that fach community attached-a
relatively high-importgnce to the privacy of salary. This

perception contrasts with the posifion'in other countries, such

a8 Japan, where tax returns are, far from being sacrosanct,

gerierally available by law for publid scrutiny.

TABLE

Public Perceptions of What is Private

Common Features

Salary 78% 42%
Medical 50% i8%
Political acitivity _40% . 47%
Education 18% 19%
Employment | : 10% 22%
In one survey only

Sex life details ‘87%

Address =~ 32%

.Religion . | : 24%

Tax . o 20%
Credit rating ) . e 20%

Police record 15%




PIECEMEAL LAWS-AND.DATA PROTECTION .u:ii.ixi, .o ; .
‘Each country:faces:-the- problem.ofi-secaring. adequate

protection- for personal data frow:a-different-starting point.
Within. the commonlaw:world, countries -of the-Commoriwealth, of
Nations, 'did not -develop:legal temedies for the -protection of
"privacy" even to the limited extent that the courts did in the
United States. :-An action . for breach:.cf confidence-did:exist
under the common law and is _susceptible to further development
with - consequential-protection?£o~peréonal-data.:-Profe;sional
ethics, the-laws of ev1dence ‘relating- ko pr1v1lege, the laws of
trespass and .defamation:were allmrelevant:to- protect personal
information. . But they lacked.anuadequate conceptual.base. No
general right :to-privacyshas been devéioped'by=the:common law
'of England or -Australiai:~;In 1937 the issue of a:general right
of privacy.was considered in:the High*Court- of “Australia. The.
Chlef Justice. of Australxa -concluded: thus- . .5 .- '

“The clalm el has a-so-been—supported by am:"t e
argument bhat the law recogpnises. a. rlght
privacy which has ‘been 1nfr1nged by "the
#i..defendant. . However: desirable some’ lLimitation
. upon invasions of prlvacy mlght be, no authority
was ‘¢ited whidh shows Lhat ‘any general rlght oE
privacy exists.42 ~-- - - R

The protest by a dissenting judge that the advent of
simultaneous broadcasting and television made the absence of
earlier English preéedents irrelevant to the point, was to no
avail.43 The judicial arm of government declined to define

and enforce a right to personality and to define the limits of
freedom from observation and intrusion; If such a right was to
be created, it would have to be developed elsewhere than in the
courts. o

As a result-of the absence of adeguate common law
Principles, a body of detailed and specific legisiative rules
deyeloped, designed to protect particular classes of
information, because the information was rega:ded as sensitive,
personal, confidential or private. 1In Australia, at a federal
level, the legislation included the Census and Statistics Act

1905 which required officers of the Bureau to sign an



undertaking--of fidelity and secrecy. Several statutes prohibit
the dislcosure of. information -coming to-government ofﬁicets in
the course of their duties.%?4 Administrative procedures,

such as the total destruction of -census forms, and the
tradition of sedrecy ih government - service, backed up by
criminal and emplojment-sanctions, provided, with the sheer
inefficiency and bulk of manual files, a degree of data
protection in the public sector. :

These scatieredhstasutes,.administratiqé procedures and
bureaucratic‘traditibns‘ﬁere perceived- as scant .protection when
information systems began to develop in the mid 1960s. The
rapid -developments df:comphterisation;énfthe 1970s,- in both the
public and private seétors, caﬁe?upon:a:legal system with a
Limited armoury with whlch to-ensure the.propriety of -

s . B S

lnformatlon systems.. e g e T f - .

Aust:alla was not unlque in. flndtng_ltself w;thout . u
developed, conceptual “rules of 1aw ‘and machlnery to upheld
personal 1dent1ty, 1ncludlng in data collections. The -fact
that most Western-countries are busily enacting data protection
legislétion demonstrates the universaiify of the lacunae.
Australia had two special disadvantages.- First, no common law
or constitutional principle of privacy and personal integrity
had developed, even to the extent that it had in the United-
States. This disadvantage, we share with Britain, New Zealand
and cther Commonwealth countries of the common law tradition.
Secondly, being a federation, there are constitutional
limitations in the way of a conceptually satisfactory and,
comprehensive approach to data protection. This subject is
simply not one which was committed by the Constitution to the
federal (Commonwealth) Parliament. It therefore remains within
the power only of the Parliaments of the six States. Although
there is provision for amendment of the Australian Constitution
by referendum process, the history of such efforts is a
sobering one. Frank amendment of the Constitution to give
central government power over information systems would, almost
certainly, be politically impossible.
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_z=»This’:is not: to-say.that-the. States of Australia bhave ’
ignored the: needs for legislation-:to” protect personal data. A
number of piecemeal statutes have been enacted to provide
‘protections in -respect of credit reporting45-énd:infotmatidn
obtained by listening devices.46.:- Two Bills designed to
créate'a'statutofy right to privacy, in general -terms failed to
. be - enacted when’ they struck’ opp051t10n in-their respective

parliaments.47.

In only ‘one - State has a comp:ehen51ve approach been taken,
namely-New -South-Walesii: a%-a resultof a report by, Professor
W.L. Morison,. a'Privacy Committee- has_peen—establxshed with
Eaur?functions: to réeport and develop.a.éenEral-policy on
privacy-and to examine specific - issues; td reéceive;" investigate
and mediate oh complaintsi to educate-the public-and to make
-.cecommen&atlons for.-taw reform.... The. Commlttee is empowered to
—requ1re ‘any person to give 1t 1nformat10n and to produce”
documents.* It can- medlate ‘and récommeﬂd solutlons., It- is not
7C0nflned to automated 1nformat10n system or: indeed-to -
.1nformat10nal.prlvacy;nulthls not-limited:to :the publlc
sector.. Itsjinformal_procedurea and general -accessibility,

together with a skillful use of the media, has ensured it
greater success than would have seemed likely given its limited

statutory powers. It has no power.to enforce its
" recommendations, to award money damages or enjoin- particular
conduct. Critics assert that it may be tempted to trim its
sails to achieve the "possible" rather than the "desirable",
because of its limited sanctions, Defenders assert. that the
absence_of_powers of enforcement and the combined force of
reason and media publicity ensure that a fair result is usually
procured. The Privacy Committee has produced ah-exposure draft
of guidelines for the operation of personal data systems.48
These guidelines follow familiar principles and are collected
ﬁnder three headings-

* Public justification for the systenm.
* Operation of the system.
* Mechanisms of access to the system
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INSTITUTIONAL LAW REFORM AND DATA PROTECTION 7
In Rustralia, a decision has been made to place the

development of data protection legislation firmly in the |
context of institutional law reform. In the federal sphere, a
major reference was given to the Aust:alian'Law Reform
Commission in' April 1976, fequiring that Commission to ingwire
into -and report upon the extent to_&hich undue intrusions into
privacy-arise or are capable of arising'uhder the laws of the
Commonwealth or those Territories inm respect of which the
Commonwealth has plehéry'constitutional powér.%? The terms

of reference draw attention in particular to -the collection,
reéofding or storage of information in the federal public
sector. In the context of the Territories attention is drawn-
tO‘thé-risks to privacy in a number of specified data systems,
including the credit-reference system, medical,- employment,
banking and }ike records and various confidential
relationships. In addition to "informational privacy”
attention is drawn to varicus forms of intrusion, e.q.
listening, optical, photographic and other like devices, entry
onto property by personé such .as debt collectors, canvassers
and Salesmén and the press, radio and television.

. In three of the States, the issue o% daéa protection is
also before a local law reform institution. In Victoria, the
duestien is under examination by the Statute Law Revision .
Committee, a parliamentary law reform égency, comprising
members of both Hotses and all major parties in the Victorian
Parliament. In Western Australia, . the Attorney-General for
that State has given to the local Law Reform Commission a ’
reference in terms almost identical to that given to the
federal Commission. In Queensland, the Law Reform Commission
has been asked to monitor the federal developments. The two
remaining Stdtes (Tasmania and South Australia) have taken a
somewhat different course. 'In Tasmania, a parliamentary
commiptee, to which the 1974 Privacy Bill was referred has
generél responsibility for privacy protection legislation, 1In
South Australia, a Working Party has been established within
the State Premier's Department. As well, the New South Wales
Privacy Commiftee, with its general role to make
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recommendatioqgffor_law:reforpsh.rgmgiqs ip.close fouch with
ﬁhe de&elopments. ‘All of the commissions, committees-and other
bodies are in close comﬁunication'with each other. Each of the
bodies involved in the development of Australia's laws. for data
" protection realises that disparate and unharmonious legislation
would carry the threat of impeding the :free.flow of information
where that is proper and the-effectiveﬁess:of-data proﬁection,
where that is needed. B B

S Australia is a-mepbe:-ofathe:Ofganisatidﬁ'for Economic -
Co-operation dnd Dewvelopment. . Through participation in .the.
Expert Group on-Transborder Data Barrierfs -and.the-Protection of
Privacy, it is-helping to-define the general principles that®

will govern -the protection of ‘praivacytinrrekation cod a3 avmisbss,

transborder flows.of personal .datav.:-Australia haswalso-sent
observers 'to the meetings of the Council of Europe Commitite of.
Experts.on Data Protection. .Among the aims.of these two
1pternationai organisations-is tﬁegidentification of the basic
principles thaﬁushouldwbg,adqpted_in3§omestic;lﬁgisiation for -
data.protection. Some.member. countries-already have such

1egislation; Others, including. Australia, do not. The special

utilify of .international discussion of the basic‘concepts, in
_ countries which are in the midst of designing their local laws,
~cannot be overestimated. Achieviné basic agreement on the
fundamental rules will itself be a contribution to
harmonisation of domestic laws and, consequentially to the
general free flow of information between and within nations.
It seems unlikely that recurring principles ¢of legislation in
the data protection laws of Europe and North America will not
have lessons for countries on the brink of such legislation,
" including Britain, Japan and Australia. One of the suggested
advantages of institutional law reform is the identification of
underlying values and the clear statement of the prihciples
upen which legisiation should be based. The work in the
OJE.C,D. and the Council of Europe (as well as earlier in the -
Nordic Council, the European Parliament and Commission) .
inevitably involves a degreée of give and take inherent in any
international discussion, particularly one with political and

economic implications such as this. But beyond that in the
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1dent1f1cat10n of the "ba51c pr1nc1ples "\ it seems to me these
1nternatlona1 bodles have contrlbuted dlrectly and in a .
31gnxf1cant and practlcal way to law reform in some at least of
their member countrles.,

‘The work in;the-O.E;C.D. and in the Council of Europe has™
provided a focus for the national debate in Bustralia on
Federal and State data protectlon leglslatlon. Two national
conferences have been held, specifically to debate the
informational privaéy ppiﬁc1ples contained in the 0.E.C.D.
Expert Group's gu1de11nes. The third such conference is to be
held in May 1979 in Canberra. . The'various Sfate boﬁies
involved in the’ de51gn of prlvacy protectlon 1eglslat10n
participate with thelr colleagues from the Australlan Law
Reform Comm1551on. Con51stent with the CDDSUltathE '
methodology of law reEorm, representatlves of government,
bu91ness, the computing lndustry, academlcs and consumer bodies
také part. With the assistance of the next seminar and
progress in Parls and Strasbourg, - the Austtallan Law Reform
».Commission. hopes by mid year to publlsh its consultatlve paper
with proposals for leglslatlon on data protection and
informational privacy in the fedéral sphere in Australia. 1In
advance of this, a discussion paper wil; shortly be distributed
on the data protection‘aspecté of the forthcoming Australian
CEHSUS.SO ‘ . - N

DESIGNING LAWS THAT REALLY WORK
It.is a common misapprehension of law makers that

leglslatlon will be substantlally self- executlng. Declare this
or that to be the law, print the Act and the will of the law
maker will be oheyed. If this ever was the case, it is unsafe
to assume that it remains -true today. The great outpouring of
'laws that reflect the growing demand upon government make it
impossible to know (and sometimes difficult even to £ind) the
whole law. Furthermore, the .technical complexity of some
conduct to which the law is applied, makes it hard for law
makers to so design laws that they will effectively procure the
legislative will. If .a victim is struck down -in the street and
property taken from him, the acts to which the law must be
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éddressed?are clearly .identifiable, as-are the parties involved
. and the persons résponsibie.- ﬁaﬁibulatian and misuse of
automated data may be much,mbre damaging. But the victim may
be quite unaware of the wrong. The-person-résponsiblé may be .
extremely difficult to.detect. The acts involved, to which the
law must be addressed, may be very hard to identify and harder
still to define. ‘

.Just as countries approach the task of designing data
protection laws against different starting points in -the
pre-existing pieceﬁeal-protection of personal data, so it is
natural that they should-design remedies and saﬁctiéns that
écco;d with pre—éxistiﬁg-constitutibnéi-and institutional
arrangements.

The enforcement mechanisms for.data protection vary ‘in
sigqgggggqp’pespécts. No contrast.is so marked as-that between
the United States and other countries.- The former has opted
‘for a mix off;dministrap§geng%gs;qndﬂpquedurgsﬁenforced,
ultimately, in the.ordinary courts. -The Privacy Act of 1974
(U.S.f provides for certain civil remedies and eriminal
peflalties.5l Where a federal agency refuses proper access to
an individual{sarecords or to amend a record, fails to maintain
a record in accordance wiﬁh the Act or to otherwise comply with
the section, the remedy provided is that the individual may
- bring a civil action against the agency and the district courts
of the United States shall have jurisdiction in the matters
under the provisions of the sub-section. The court is -
empowered to order the agency to amend thé record, to award
- costs and, where the agency has acted intentionally or wilfully
"to award actual damages sustained by the individual, in no case
less';han the sum of $1,000:52 1In addition to the civil
remedies, the United States Act provides criminal penalties for
disclosure of individually identifiable information that is
Protected, wilfully maintaining a system'of records without
meeting the notice requirement or knowingly and wilfully
securing information under false pretences.53-
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. Contrast this approach with that adopted in Canada. There,
the office of Privacy Commissioner has been created, as one of
the members of a new Human Rights Commission.3% :=The
Commissioner is ‘empowered to receive, investigate and report
tpon complaints relating to personal information concerning'
indiéiddals reéorded in a federal information bank. THe
Commissioner has. wide powers of investigation: The sanctions
available are -basically ombudsman sanctions, viz report to the
approbriaté.Minister'andAto Parliament. The Commissioner has,

“in relation to carrying dut an investigation, the powees of a

Human Rights Tribunal.55 The latter's povwers include the

‘award of compensation to a victim of discriminatory practice

not exceeding $5,000. No criminal sarjctions afé provided.

In New Zealand, two laws have been enacted that are

T relevéntJ The Wanganui:.Computer Centre Act€1976mestablishes a

compirter system- for the storage; proecessing and retrieval of

information, including criminal records, police receords, -fire

arms registration, missing .and wanted persons and motor ~vehicie

détails, The Act provides for a_P:ivééy Commissioner whose
functions are to investigate complaints and to éupervise access
to certain parts of the computer system} Any persoh with
reason to believe that the information recorded about him is
wrong or misleading, is empowered to 1od§e a complaint which
has to Be investigated by the Commissioner.36 wWhere the
Commissioner determines that the complaint is justified he is
empowered to direct deletion or alteration of the information.
The Department concerned is required "forthwith"™ to comply with
his directions.37 1In addition to these remedies, a right to

‘recovery of damages is conferred upon any person who suffers

loss or damage as a conseguence of incorrect or unauthorised
information about him having been made available to any person
or authorised information having been made available to an
unauthoriseﬂ‘person.  The daméges include money compensation
for pecuniary loss, loss of benefits and “embar:assment, loss

of dignity and injury to the feelings". The last mentioned is

limited to an award of $500.58
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. In addition. to the administrative and civil remedies
- certain criminal,offences‘aré provided including for kﬁowingly
falsifyiﬁg records,;wknowingly ;and wrongly providing-access and
knowingly providing false information. These offencés are ‘
subject on conviction to punishment by imprisonment.

in addition to these :special provisions; the New Zealand
Parliament, like the Canadian; :has.created-a Human Rights
Commission and conferred on it certain.functions in relation to
privacy.?3 . Except in relation to the computer centre, the
 Human ﬁights Commission is.empohereé to inquire ‘generally into
practices and procedures, governmental or non-governmental- by
_which privacy of. thé individual is or might. be -unduly-
infringed. The sanctions provided are limited to making
reports ‘to theiPrime Ministerhaboutqthenheed5for:legislative,
administrative'Q;thpephagtiqnjlmahgpgiguggestions to ﬁhe
persons affected and-making‘public staﬁementé.ﬁ-The Human
Rights Commission.is not~émpowered:toginvgstigate;a complainf
by any person.that his_priﬁa;y has.been,infringed but "the fact
that . a:person has ﬁadewsuch_atcomplaint;about a-:particular.-
matter shall not limit or affect;théspower‘ofLthﬁﬂCommission to
carry out the kind:-of inquiry-permitted".60, ... .-.

The limited role and functions of the New South Wales
Privacy Committee have already been described. It may receive
‘éhé invéstigaté complaints. It has no power to enforce or even
initiate the criminal or civil law. It relies on procedures of
mediation and conciliation; as well as general education,
guidance and advice to supplement private advice. It has
called in aid the public media.

The machinery, described in four Common Law countries with
the possible exception of the Wanganui Computer Centre Act, is

in marked contrast to the machinery that has been adopted in
European legisltion for ensuring adequate data protection. The
Swedish Data Bank Statute of 1973 is typical. It establishes a
Data Inspection Board with general powers of oversight of

automatic data processing of personal information. A register
of personal information may not be started or continued without




T

Pe[migsion frol-n't-he Board.sl""p‘-general SYStem of registt—ation
is thereby established. The sanctions available tc¢ the Board

flow, in part, from this. They‘inclﬁde criminal sanctions for =
unregistered keeping of personal data, providing‘unaﬂthorised '
access, alteration-or destruction and “data trespass". They
also_inélude a ¢ivil right to compensatory damages "for damage |
caused ... through incorrect infoxhation .«+-in the personal
register”. " In assessing such damages, the suffering caused and
non-pecuniary considerations are to be éakeﬁ into account.®2

In addition tQAcpiminal;and'civilfséndtidns,_administrative
remedies are provided. . They include forfeiture of fhe records
and the powef to modify or cancel the registration permitting
the maintenance of the personal data system. . During the first
few years of operation of the Data Inspection Board mediation
and advice were used, rather thahn the legal sanctions.. The
-need. to afford computer users time to become aware of their .new
obXigations -and the fact thét many Qrganisétions,use service
bureaux have made-this an appropriate approach. Recently,.
however, .One.record-keeper was convicted of -keeping a personal
file without a licence. & fine of $4,000.Sw.Cr. was imposed.
In addition, two police officers have been convicted at the end
of 1978. One was sentenced for revealing information about the
persoﬁal circumsﬁances of an individﬁal;.learned.by him from a
police record. He was,punished'under a provision of the
Criminal Code. The other police cfficer was convicted of data
trespass.53 Both officers were sentenced to pay fines., So
far, there have been no awards of damages.

The experience of the operation of other European data
prosecution laws is still too short te assess. To date there
have begn no prosecutions under the West German Federal Data
Protection Act 1977 neither for c¢riminal offences (s.41) nor

for breaches of regulation (s.42). The same is true of the
operation of the laws of the Linder. 1In short, so far, other
means have been used to implement the legislative will.
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DIFFERENTIAL. SANETIONS'AND'REMEDIESh"mﬁ

In~ addltlon to con51deratlons of a constltutlonal,

1nst1tut10nal and h1stor1ca1 kind/Tit"is clearly vital that the
design’ “Of laws ‘for data protectlon 'should keep in mind the’
objects that are belng sought. One of the - dangers ‘of law

making ‘which law .reform idéntifies 1s ‘that pstéerns of legal
:egulatlon tend to follow famlllar precedents rather ‘than to be
. fashzoned dlfferentlally, to obtaln 1dent1f1ed goal .64

What follows is tfue of all areas of 1aw maklng. It gains
1mportance and urgency as a result of the flood cof new laws and

. the complexlty of the behav1our whlch laws on data p:otectlon,.P

for example; seek to" address. The ephemeral nature of the

lntru51on, the complexlty ‘of “the technlcal equlpment, rapxd
develooments in technology,;and dlSlnCllnatlon to aL: publicly

'the grlevance complalned of; are " just soﬁ'*of the 1mped1ments

to effectlve law de51gn in thls area.

*@Hé'ﬁfdbl&m of thaEE HHA" pYopose fiel ' Iaw b data U
protectlon ls that thelr objects are: sevefal and some ‘of them

data protectlon laws, ‘the aim of the 1eglslature Wlll be to

achieve "at least four 1mporEanE‘5001al goéls-lut:A_

(1) To lay down broad standards which w111 be largely
self- executlng,

(2)° To secure, where necessary, changes in behaviour to
comply with those standards;

(3) In the event of disputes, to provide means for
resolving the disputes; and

{4) 1In the event of a breach of the law, to provide
redress..

‘These objects may sometimes conflict., For example, a desire td
modify behaviour, by the imposition of personal financial
burdens may. be outwaighedaby the desire to provide effective
redress to the victim, as a conseguence of which compulsory
insurance and the diminution of personal financial liability
may be accepted. Similarly, the imposition of a pecuniary fine
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may bé a perfectly satisfactory way of supporting a general
statement of cdmmunity standards, But it may not be a very

effective 1nstrument to secure behaviour modlflcatlon The’

latter Wlll depénd, at least, upon pe:ceptlons of the- certaxnty

of action and the severity of it, when it comes. In
considering the effectiéeness of new laws to discipline conduct
"on the ground™’ knowledge of the existence and general
requlrements of the law is the sine qua’ non of its
effect;veness.ﬂ But even when 1t_;s known, censiderations such
as the degree of probability of legal liability, of being
caught, of the law's being enforced and of its being enforced -
with success all play their parﬁ-in dqtermiﬁing how effective
the new rule will be upon the conduct sought to be regulated by
it. . ' ‘ ' T

. In deciding which form of'aispdte settlement mechanisn will
be chosen, 1t should not be assumed that one form 1s as good as
the next. ‘ ﬂedlatlon and COHClllathﬂ, for example, can be
qulte effectlve ln some 01rcum5tances and 1neffect1ve in
aothers. - Where partles bave a contlnulng relationship and
therefore have to continue: to. live together, conciliation

without more,7is frequently enough as 'is demonstrated in the

area of labour law. Where, however, parties are in an unequal

bargaining position, a facility of conciliation may lead, on
occasion, to dispute settlement which is unqut to the weaker
party.

Compensation awards may be important for dispute settlement
and the redress of grievances. But an individual claim for
compensation may not havé much effect in tefms of behaviour
modification, where the advantages secured by the law breaker
far outweigh the amount of compensation payabie, e&en in the
event of a successfully prosecuted claim. It is a realisation
of this that has led to the development of class actions in the
United States. It has also led to provisions for treble
damages, minimum-damages and pﬁnitive damages, one example of
which, in the Prjvacy Act, has already beer cited. A
realisation of the general inadequacy of the common law's
orthodox remedy of money damages has led to greatgr use, in
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recent years, of other remedies.  These -inglude.specific. .
injunctive orde:s_direéted‘at particular*cohducb and
declarations of .legal right,. defining the iespectite_righté and
duties of the paftiés. T I ST
In-chooging the proper mix ofrprivate‘:emedies_and-Publig-
penalties, law makers will be helped by -identifying.precisely
what it is that they are %eekingx§9'achi§yef . At present all

too frequently, the water is muddiéd;by ohscurity concerning

the legislative goals. . For example, in judging the value of
private remedies_as'against penalpsanctioné,.the éonsiderationsi
will include the,eﬁtent-tO‘which:qostsﬂwill;befan-impedimeﬁt to
eEfective edforcement‘oﬁyfhe,law,J;Legalaéid-is a scarce -
resource and not likely, inVMOst'couhtkies}tﬁo be readily
available for an individual'claim of data abuse. 1In the United
States the availability of supportivg cost rules and the
génerallac&eptanceuoﬁ contingency fees for -lawyers is not‘;
paralleled.in'most cher countries, -Ihe-lawslgévernlng locus
standi gnd_tuleg_restrainihg;thg;ptganisgﬁibpgofggroup"1
litigation arefmore-:igorously,enfprcéd'ihgsome‘countkieS'fhan
chersfraFurthermore,“qufa:“és_therp;ivate_remedy-is”that of
coﬁpensation, thefe are some wrongs that are more readily
assessable in money terms. Coﬁpensation'for indignity and

~invasion of privacy is difficult to assess. For this reason,

and in the endeavour to effect behaviour modification,; the
provision of minimum damages, & requirement to account for
unjust enrichment, treble damages and class actions have
developed to add strength to the actionable private remedy for
compensation.

Sc far as public'remédies are concerned, whether penal or
regulatory, the fears expressed are many. Action for the
enforcement of eﬁfective data protection may be distorted
either by dependence upon individual complaints or by
pre-occupation with administrative burdens involved in
clearance and registrétion. "Client capture" is a freguent
complaint of American critics of regulatory agencies. They

'assert that, in time, the regulators establish a modus vivendi

with those with whom they are regulating. According to this
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view private initiative and independent court supervision are
reguired to ensure v1gllance and a proper degree of

enthu51a5m. The capa01ty of admlnlstratlve agenc1es to achieve
behav1our modification may depend upon the age of the’ ‘agency,
the simplicity of the law it is enforcing, the stability of
pefsonnel and technology whlch it is negulatlng, the resources
available to it and the narrowness or breadtb of its focus.

The need to“arm regulatory agencies with a wide range of
sanctions and to aVOld too great a dependence upon license
deprlvatlon sanctlons, which w111 rarely be used igs ‘Stressed

hid

by many observers of 1nst1tut10nal behav1our

Law reforms, by empha5151ng the 1mportance of clarlfylng
fundamental values and immediate goals helps.law makers to
design ;aws which stifucture the available enforcement.

technigues in a way that is.likely .to be most -effective.

CONCEUSIONS - - -

- Science.and technoldgy'ﬁave 1d£éiy thrb&n-up many problems
for the legal order. None is more acute or likely-to be more
petmeatihg than-the developments in information-and
communications technology. The law is generally expected to be
stable and predictable. Rapidly changing times, including’

‘ changes in Sociai values and the impact of science, reguire

constant modification and review of the modern legal system.

Among the urgencies for change which auntomated data
Processing has brought in its train is the need to protect
personal data and to preserve individual privacy. Just as the
law in times gone by protected the individual from being spied
upon through his keyhole, so, in changed-circumstances, it ié
necessary to provide protection against those who wrongfully
perceive us through information maintained about us.

- All modern legal systems confront much the same preblem at
about the same time. ‘None can adeguately deal with data
protection by the development of already existing legal
principles. The common law in England, Australia and oéher ]
Commonwealth countries is particularly deficient in this regard.
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The development of institutional law reform is a response

to the tremendous changes through whlch our -saqcieties are now

moving: " Bodies- have .been establlshed to a5815t law makers in

the design of inew:laws but to :do so- in a conceptual way and.
after painstaking consultation with:the ekperts and the lay
community. In Australia,itheudevelopment-pf:new laws for data
protection has been seen,as:beculiarlyfsﬁitable?forﬂlew-;eform

both at .a federal and_State level ‘Domestic endeavours to

modernise - and ratlonallse ‘the-law - 1n thls regard have been
aided by efforts for- 1nternat10nal law reform.' The Councxl of

' Europe, the- European Communltles and the Organlsatlon for

Economic Co- operatlon and Development have ‘¢ontributed to the
development of-compatibile..and ha:monlous domestic leglslatlon,
by the;z work durxng .the past decade E

Each.country will- réform its-law to adjﬁst to.the needs of

automatic data proceéssing 1nfluenced by hlstorlcal and cultural

considerations. Constralnts upon reform ‘include the
constltutlonal llmltﬁthﬂS that exlst, partlcularly in

;i -l

; federatlons, Lhes Anstgtutlonal framework 1nto Wthh reforms_

must.pe fltted,,;f-undueqproilferetlon_ofhagenoees is to be
avoided. and- the universal.cencern- about.costs ‘at a.time when

every effort is devoted to reining in the growth of government.

A review of legislation alﬁeady enacted shows that ‘although
there ie remarkable similarity in the basic principles of data
protection, there is also great diversity in the sanctions and
:ehedies provided to enforce the legislative will., It has been
suggested in part that this diversity arises from the different
economic conditions and legal traditions that make it feasible
to look to private litigation in the courts in the United
States, where this would not be effective in other countries.

Whereas European laws have tended to favour the
establishment of regulaﬁory agencies with supervisory and
sometimes licensing and regiétration powers, the United States
looks to the ¢ivil and criminal courts. Canada has opted for
an ombudsman-type mediator. One of the Australian States has
elected for an accessible conciliator, with powers of

‘education, persuasion and publicity alone.




™

. -30-

‘ One of the advantages of 1nst1tut10nal law reform has been
5 ngw concentratlon of ‘the development of remedles that work.
The design of leglslatlonrthat has little to do with actuality
and has no real effect upon anti-social cohdect'is the
antithesis of that 1mprovement of the legal system that is
worthy of the name refornm. For ‘this reason; a number of
objects of any data protection law have been identified. The
dlEferentlal eEfectxveness of varlous -sanctions and remedies
and the. comparatlve advantages and dlsadvantages of the
machlnery O secure data protectlon need to be thoroughly
considered before proposals for laws are made. The proper
mixture of prlvately lnltlated remedles and publlcly enforced
sanctions needs to he de01ded. _The extent to which that law
should bke concerned w1th behav1our mod1f1cat10n, dlspute
settlement, 5001aL denunC1at10n and the prov151on of redress of
grlevances has to be determlned - T '

- e o . = ) .

The deSLgn of pev, acce551ble and effectlve legal machlnery
o protect personal data is a task worthy ‘of law: reform. It
has been sald many times. ‘For “data protectlon" read e

1pdlv1dual liberty". The growing interdependence of the

world's information systems will bring in its train political,
employment., teChnological and fiscal controversies, But
transcending all of these will be the concern that, amidst all
the changes which information and communications techrology
bring we should still uphold the importance of the individual
human being.
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