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THE LAW REFORM COMMISSION e .

Higtory. The Australian Law Reform Commission was established

in 1975 to review, modernise and simplify the laws of the
Commonwealth, It.is not the first law reform bédy. SuggeétiOns
for law reform commissions ge back to the time.when the Medes
and the Persians .agreed that law must keep pace with changing
society.. Rapidly developihg science and:technology is one of
the chief causes for law reform. A State law reform commissioq
was established in léGS. There are now 11 law reform bodies in

a1l parts of Australia and overseas.

Organisatton. The Australian Commission is set up in Sydney.
There are ten Commissioners and nineteen staff. all but one of
the Commissioners is a lawyer. A notable former Commissioner
is Sir Zelman Cowen, now Governor-General. The Commission
receives references from the Commonwealth Attorney-General. It
then sets about the processes of consultation which lead to a
repocrt. The report must be tabled in Federal Parliament and
becomes a public document. Though the Commission seeks to be a
scholarly body, it is not an academic institution. It is '
established to assist Parliament to deal with some of the "hot
potatoes” which might otherwise get overlooked or some of the
more difficult legal issues where the need for consultation with

the "experts" is paramount.



"Methods. Unlike the Departments of State, the Commission operates
in a more open way. Consultants are appointed with the
approval of the Attorney General to a551st the Commissioners
in working out reform proposals. one consultant appolnted in the .
Privacy Reference is Mr.. Ashley Goldsworthy, a past President
of the Society. Anqther:is_Missuﬂnn_LeacE, a Sydney computerist.
The Commission uses the media;fcceeélretiﬁe papers, public
sittings and-public deminars to canvass ideas in the, forum of

the Australian community.

THE PRIVACY REFERENCE .

Privaey and Defamatzon?

april 1976 It coln01des w1th enother reference Wthh is
connected. This relates to the task given to the Law Reform
Commission to suggest uniform defamatian laws in Australia.‘ .
Part G ERB BrilEdy héfurence is being dealt with in that context. .

Tt has led the'Commiséiondio® su8gést°§”néw‘%ét¥3n. néﬁg praud

"unfair publication"?":Publlcatlon“is“"unfalr ¥ TE 1s ‘false
and damages -a person's ‘repitatidn. ' But it is dlso "unfair® if
it'involVeS'putting~aﬁqﬁf'ﬁfiﬁéﬁé facﬁé“wﬁiéﬁ 58E 0 f %o proper
public conecein.' . Some ‘of thé -hewspapers are not attracted by
this notion. We -canact" expect ‘that' people who" are presently “
undisciplined by the law will welcome unreservedly the 1mposition
of legal regulation. But laws speak to 'us of society's staedards.
Where there is considerable power, it is usual in our kind of

society to control it by the law,

Why Privacy Laws? The basic need for new laws for privacy.stems

from two facts. The first is that though privacy is a value
which most members of Australian society would assert, it is
not, generally, protected by the law. The High Court of
Australia in the 1837 case, Victoria Park Racing & Recreation
grounds Co. Limited v. Taylor (1937) 58 C.L.R. 479 held that
however desirable it might be that there should be legal
protections for privacy or a "right te privacy" no such
protections had been developed by the commen law. If they were
to be developed, they have to be developed by Parliament.

The second fact is the increasing importance of

information in modern Australian society and the growing ability
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of science and technology to supply incfeasing information about
all of us. The proporticon of the community engaged, in the

information sector 1is fast growing to be the largest in our

‘community. Government and_business seek more and .more information.
Surveillance devices and other techniques assist i1 procuring
information. - But the greatest develaopment relevant to the;

_iﬁ%ormatidn society is plainly the development of computing.

a

Divisions of -the Reference. The Commission hasdivided its

reference intd a’ 'number of projects. We will first seek to
cIarifyftﬁé_natureﬁﬁf.privacy, "It is not easy of definition and
it varies over time. The.difficulty. of definition arises in

._pért from the maltiple ﬁature:of the concept. " It includes,under
.the orie name.notions such as-the;desige‘for intimacy, reserée,

- anonymity and sgiitude.»—PriVQCy is not an apsoluke right. - Though
an indiﬁidual.demandf'it cannot. be protected at the level each
individual would want. The level-of protection must bhe society's
level. However,it is noermal where an important value of society
is under thrggt for the law to step in and provide, in appreopriate
circumstancgg, legal protection. ®
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£ Computing, -data bases  and infoxmation-generally are but
one element of-our exercise. At the same time we are looking

intoc a number of specific issues relevart tc modern privacy

protection.
" * Credit Bureaux * Taxation Records
: * Employment Records * Education Records
%TZ * Criminal Records * Credit Cards
. * Medical Records * Medibank

* Social Security Records

* gurveillance Devices * Confidential Relationships
~ * Intrusions * Corporate Privacy

e % statistics * Research

* Archives : * Trans Border Data Flows
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What's So Wrong About Cq_puters? The spec1a1 attrlbutes of

_retrleveg,_;gcrea51ngA§ thOusand tlmes 1n the_,

past 25 years. Lt

* The cost of retr1ev1ng 1nf9rmatlon, whlch
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ant nuesirapldly to fall., -

$4 It AN E) VO R e wili '"';-—.-'l L

h@,pomera$o combzne 1nformat10n 59, that the

o e ST B

whole

SRR TIW O

;* The eentralisgtion, oﬁ as tr Lt whlch computlng

'snggﬁgtap tb§ the unlt parts;_

Vi 51

- S us -
-G tnean. '.‘.II";L, T i}% LJ_Q\%Ptlble

*

Tosé19‘f;r anEan .
y oﬁ mich comg

'L)‘ Ll
lnformatlcn, except to the

- EFERRL

R s

- technologists, . ..

have, persuadeﬂ suc.e551ve pommlttees in a number of communltles

similar to ours that the .attention of -the law s necessary if
we are not to_seg,ﬁn;;mgor;ant and valued -right of privacy
eroded by stealth or oversight. . -

WHAT CAN WE DO?

Do Nothing. There are some who say that we should just do )
nothing about this. But the developwment of computing will regquire.
the development of many new Jlaws : laws to deal with computer
theft, with copyright, patent law and so on. Weisenbaum has
identified certain moral issues pesed by the development of the
computer. Should we, for example, permit the linking of _
computers to an animal's brain? Essentially what is at stake

in the privacy debate is an attribute of individualism. Nowadays.
a person does not lose his privacy by the peep-hole snoop. It

is through our files and information stored on us that we are

seen. Mistakes can occur. As you would know, the information
given out is only7as accurate and relevant as the information
supplied in the first place. Mistakes do occur. In Queensland

a person was repeatedly refused admission to the public service

because he had a criminal conviction. What the computer failed




.'to reveal was that the conviction had been set aside on appeal.
Most Western countries are doing something. What should we do2

§Bgc£al Problems. There are several special problems that the -

* -Law Reform Commission must face up to :- .
* The difficulty of designing simple, straight-
forward and uniform laws in a.federation where

‘.. the Commonwealth does not have plenary power

to control privacy or computers as such.
* The-difﬁiculty of degiSiﬁg rules that are
" different for the goverhmentnand private sectors.
* The question whether different principles should
bé adopted for manual and computerised

information. .

* fThe issuer of what principle ought to govern the.
legislation.'~'f : e :

*  What methods should be adopted to implement the
new laws.. " ToaT T T T e T a

* How is the balance to be struck between privacy

~and information and privacy protection and costs?

The Prineiples. Numerous reports, and the United States Privacy

Aet seek general principles to guide the computerist. Some of.
the principles suggested are as follows =«
* fThe Declaration Principie:
** Aall data bases that exist should be declared

i.e. there should be none the very existence

©f which are secret.
** The purposes of the collection should be
declared as a basis against which wrongful

or privacy intrusive collection can be
measured.
* . The Limitation Principle: .
** Limits should be imposed on the use which others
make of information supplied by a person.
** Limits sheculd be imposed on the guantity of
personal information stored.
** Limits should be imposed on the life of
L : information so that when it is not timely,

personal information is destroyed.



* The Security.Prineiple: -5 Toee ooy
~w¥ % Information..should.he.accurate.;: R
**  information shoudl be relevant. ™
**. Information.should be.complete.... ... .. e
ok infqrmation should be physically secﬁred. . "
C* Statisties: o DolanioEmron St - -
**. .Statistical information §houi§rbéléepaxated ‘
from the perscnal material on,which: it. is based.
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The Mackinery.of. .Control.. Fhe-design of .the principles is only’

the beginning;of.the,opgrationy: What:machinery should. be .,

provided to uphold.the .communify's:standards.as.stated,in

-legisration? Va;iog$falternaﬁ;Ygévhaﬁerbeen:meﬁtiéned:‘

- * Setf-Regulation. - Inevitably the ordinary comﬁuterisé
" imainathe f;Oégqligean@;musgnmékE:degi$i9n5;relatiqg

to-sthensterage of private information, its retrie%al,
mhstdﬁéigaagfsﬁ&ﬁtemﬁacaééﬁggénqnsygpléﬂiﬂzmagion and
sqﬁpgjﬁﬁ$he Australian Computer-SOCiety:clearly has

* ° a role to.play..in:veluntary:self-control..to uphold
privacysynButngiven the-erganisation ,of.. the ipdustry,

- - the membership of the Society, -the sanctions

available to-it and.the relative weakness of the

ordinary employee, more.is probably needed.

* Administrative Measures. Various administrative
measures are possible. They include the use of
Ombudsmen, of licensing authorities, of the police or
the use of a conciliating body such as the Privacy
Committee of New South Wales. That Committee has had
notable ‘success in many of its operations. The
Committee and the Law Reform Commission are working
closely on privacy in ‘information systems.

* The Courts. There are some who say that the tradition

- guardians of our society's values; the courts (judges
and juries) should be brought in to strike the balance
that is needed here. Byiithe use either of the crimine
law or of a civil right of action in privacy, by the
use of injunctions and other remedies that are well
adapted in the courts, privacy could be protected.
This may be appropriate as a last resort but is it

appropriate in the first instance? Will it work or
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is it just too slow and eépensive to protect the
ordinary citizen's privacy? I8 it equipped with the
" technological knowledge to do a real job or would -

- -

it be anothexr case ,0f legal tokenism? - -

by
"

A PLEA FOR HELP
The Law Refoim Comm1591on is working on this reference

.z,

"7 in the open. It seeks the assistance.of all citizens and

especiélly.thase who have special-expertise and who can help.

Members oﬁithe,Australian Computer: Society  and members of the

computing ‘industry must recognise tbhat they are citizens first
and computerists second.« Privacy is' a”traditional value of our
fotm of society. It-is under threat hecause of the advances, of

tecﬁnology' The be&inning of wisdom is a recognition of the

‘threat. The protection of this value will require. the desxgn

of sens;tlve and ‘balanced laws with.a ‘real 1nput -of technologlcal

1nformat10n. DGR TR A e

Members of the Society-with comments, suggestlons or

criticisms should write to the Law Reform Commission. Meribers

- who _wish to be put Qn-thedastrabutlon"llst f6r the consultative

documents should.write to the Commission, Box 3708, G.P.O.,
Sydney,_ZOOl.‘ . -



