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'THE LAW REFORM_COMMISSION _
Eszablishment of the Commission. The Law Reform Commission

6f Austfalia'was established in 1975. Its tasks are laid down
by the Law Ref orm Commiaaion- cAet 1923 m_Lhay—include the
‘review, moqernlsa tion and. s*mpl ficatioa of thoSE laws “of -
Australia which are wzth-n the pewer of the Commonwealt
.Farl‘anent..A os+ prlvatn law in Aust. ali a,isra_matter for

the States. The Commonwdalth has au_hor ty to. pass 1aWs'only
ILpon that list of -subject matters which was'aSSLgned to it at
federation, as ‘amended ("arelj} by refereandum OL exaanded Dy
judicial interpretation. Most of the law that governs hospitals
and hospital. administraters .is State léw: Such lawfmust'be
altered, if at all, by the State Parliament. There is a Léw

- Reform Commission in Mew South Wales. It presently Has a major
task to review the legal profession of this State. Perhaps

the medical and péramedibal-profession will be next on -ts list.
Certainly, the role of the professions is coming under 1ncreasmng
scrutiny. This is in part at leastlbecause the differential
between the education of the professicnal man and the educatien
of the rest of society has significantly diminished, especialiy

during the last 25 years.

We are in the midst of a new age of reform. This is an uncomfortable

time for the law and for those who must live under it. Society's

% B.A., LL.M., B_Ec., Chairman of the Australian Law Reform Commission.



values are changing rapidly. Scientific develcpments fuel,

promote and sometimes cutstrip-even the changes in values.
There ares many ways in which the reform of the law is a matter
of proper concern for hospital administrators. The movement

for "industrial democracy!, for example, will touch the control.
and government of hospitals. The fﬁghts of the mentally 111,

a matter of current debate; will spill over radig¢ally to alter
the administration of mental hospitals. &ne could expand this
list.. The time available constrains me to limit ny observations
to two subjects which are before the Australian Commission and

which, directly or indire;tly, may be of concern toc you.

Methods oF the Commission. Before I deal with these subjects,
however, I want to say somathing about the methcds used by

lzw reforn cohmis%iéﬁs. The&_are'not always understood. They'
are certainly somewhat different to the usual way in which laws

are prepared in cur scciety.

Inheritad from the British mode, the traditional way of prepéring
Australian laws was to do 5C in the greatest secrecy. - 102
community first se2ing The law when it was tabled in Parliament,
usually on the very =ve of debats. i as not done with evil
intent. It'gas a device inherent in the sysfem of responsible
government. If governménts under our sistem can fail, overnight,
by losing theiﬁrméjority &6n the floor of Parliament, it is

inevictable that Yembers ¢f Parliament and those who advise them

-

wiil do everything possible to minimise this r»isk. Even today,
2ills, in the cours= of preparation, are usually the subject of
the closest security. '

This method may be inaporopriate where highly controversial or
moral i1ssues have to be dzalit with by Ferliament or where the

subject matter of the preoposed law 215 intensely technical.

L]

The advances of science are such tha

rt

the law, in many areas,,
becomes cut of date, irrelevant or positively obstructive. 1In
these circumstances it is necesszary to design new laws. It Is
desirable to do so with the banefit of the best possible

expert advice and, in some cases at least, the input of publics

opinion., Not every law refoerm ic apprepriete for this procedure.




“Urgent legislation and legislatisn relevant to the party political
e d in the traditicnal way.

o

debate will continue o be prepar
cos 1
“.Both at a Commonwealth™ and Szar

e” level in Australia, governments
are permitting the éirculation of legislation before enactment.
""The establishment of inguiries and working parties securss the
Best opinion of interested'parties and bedies. You may not get
unanimity of opinion in this wéy. However, it is more likely

to avoid foolish mistakes and imprzcticable suggestions, 1f these

' pfoéedures are adeopted.

The Australian Law Reform Commission has from the start sought
to involve expert and community cpinien at all stages of its
work. In a major task to design new methods of police
investigation that would utilise the advances. of science and
technOIOgy such.as tape recorders, videotapes -and so on, ‘a large
tean of police and other cdnsultants was appointed by the
Attorney-General,” Furthermore public sittings were held in all
ﬁarts of Australia to encouragé'discussion on the tentative
proposals aof the Commission. This is the procedure we have
adopted in every feference. The Commission, although it can
suggest tesks suitable revizw, works upon terms of
reference that are given to it bv the Commenwealth Attorney-
General. The Commission is stationed in Sydney and has a toral
establishment of 30. There are 13 Commissiopers, of whom % cnly
are full-time. The Cemmissicners come from different avenuss
of the legal professicn : the judiciary, government service,

1 ]

u
academic life, barristers and so ors. The part-time members

i
come from different States. It is a truly national law commission.

However, to avoid the perils of "lawyers myopia™ we hawve always
secured the appointment of consultants who can assist us in the

interdisciplinary problems thrown up by law reform. t is

undoubtedly true that law reform is too serious a matter to be

1. J.H. Fraser, Speech to the Legal Convention, 1 July 1977 (1977) 2 Commonwealth
Recovrd, B63

2. W.F. Crabtree, Ministerial Statement on the Seal Property (Amendment) 5ill
1976, N.S.W. Pariz. Delatzs {(Leg. Assembly) 14 September 1976, pp.800, 805.
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left to lawyers alone. After consultants have been appeinted,
they attend meetings of the-Commission and sit down as equals
with the Commissioners siiting the evidence, considering the
research, scrutinising proposals including draft legislation

idnd ensuring a proper understanding of the_.sccial and special

He

mplications of the Commission's legal proposals.

The Commission was asked 4n 12759 to repért upen new ways of
coping with the drinking driver problem. Under the Congzitution,
the Comménweaffh does not have power to enact a federal law
on thls subject - throughout the—counLry. The Commissionts -
SPeCl‘lC task was therefore limited to the Austr alian Capital
Territory. The issuestwe had to face were many. They included
whether randomrtestssof drinking drivingyshould be permitted,
whether bloed.tests. only :should:be permitted, how the law

should cope with.drivers intoxicated by ~drugs .cther than -alcochol,
what duties should Fall upon hospitals in the -taking of tests
and what ‘methods of déaling.wish offenders. should be devised
better than the Xnee jerk reacticn of imprisonment, fines and
licence suspensiof. All of these issues were promptly reporied,
within a time limit'fixed.by the Attorney-General. This was
only possible ‘Decause we had the assistance of 1lfccn§altants

from varicus disciplines and ccrresponcents ‘in all parts of the

world to inform us of Interpaticnal developments in the law
governing this universal problem. We &iso had much assistance
from the police. The consultants ranged from the Professor of
Inorugn¢c and Physical Chemistry within the University of
Tasmania, the Inspectcr and Director of Alcoholizs § Drug
Dependent Parsons' Services Branch in the Departmen: of Health
in Vietoria, the Professor of Analytical Chemistry in the
University of New South Wales, the Queensland Government Medical
QOffiecer, the Directcr of Community Medicine at St. Vincents
Hogpital in Melbourne, a seniqr pharmacclogist in Canberra and

so on. ' P

The law propssed in this way, with some minor modifications,
has now been adepted in the Ausztralian Capital Tarritory. t is
F

i n
the mest medern and, I believe, the nost effe

c e
The points wish to meke are Twe. In the first place, zlthough




the Cemmission is a scho

.‘—.

legal researCh, it is no

It is part of the mécb;ﬂ
puts forward

are dééighed actua¢ly <o

governed and thereby zo

some cases they seek o
advances of science or
In other caees
law simpler and fairer.

It means changé far the

The second 301nt 15 tHaL
n+erd¢SCLpllnary a551st
intimate del*beragloqs.

e

se551cn with

Lhe leadlﬁg

int erests 1q Ausera '.

of a un‘rorm daZ anaL;on

aﬂe not 51191

THE

they seek.

law fcr nLSt“alla-

o

larly body 1nvo1vnd in painstaking

t an acadenlr ,natltUtlcn, as such. B
ry of governneuL.'_The propcsals'if
}_Lq s*lmu;ate learmed eebatp " They
réfdfm the laws by theh-we are

1mpfbve the way we Iive togethe-. In

do no more than tc ca ch up with the

he new preblems posed by s‘.ocm’ﬁ change.
the

"Reform““does‘not s~mp1y mean change.

to rectify cld wroncs and make

Fetter.? ™"

T

the

anc
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Last weekend we completed a Lwo day
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BOSPITAL ADMIMISTRATION AMND PRIVACY

The Termg of Rzfzr2nce. Having giwven you the uackground cf the
Commigsion, its structurs and methods of operaticn, I now want

to call attention 1o two swecific tasks which directly affect
hospital administrators. Upon cne of them we have yet to report.

Upon the other,

Commenwealth Attorney-Ganeral

the repert

this t

[

be tabled

Senator Durac

day by the

XK.

During the last eleactiszn campaign, the Prime Mimister undertock
that, if returned, the government wculd refer o the Law Reform
3. A. Diamond, The Work of the Law Comission (1976) 10 Jowrmal of Assn. of

Teacrers of Law 1l cirted
A.L.R.C.53, p.xil.

il

in The Law Reform Commission (Aust) dmnual 3eport,



Commission an ingquiry intc the laws protecting privacy in
s - L : - :
Australia. The reference was duly made. The Commission is well

acgvanced in its research on th2 reference. One aspect of . .

the task has been in peart W@rged. It relates to the

publicaticn pf private facts in the media. That subject. seemed
appropriate to be dealt with in the contsxt of the propesed
~uniform law of defamation.” The balance of the reference

remains. It has many problems and many facets. Some ceneern you.--

-
-

- - B - g

The ngbleﬁs arise ‘essentially from the absence of well developed

doctrine for the legal pro%ection of privacy in-this country

and the absence of clear power in the Commonwealth to deal with ‘
" this. The High Court has said that howsvern-fesirable it might be to
have pretectisn of privady, enforceabls oy law;:no-such principle.
exists in the common law.® In other words, if legal protections

for privacy generally were to be developed, they would have to

be developed by Parliament, nct the courts.

I say the Constituticn provides problems because the greatest

threat to privacy as we presently know it is posed by the rapid

developmént of computing, during the past twenty years. t is

a development which ‘has already begun in hospitel administration

thoroughly naticonal, in Australia. Unless a natignpal or at

and will econtinue apace. It is & universsal deéelopment and

v le
least uniform approach can be develcped to protect privacy 'in
the computer age, the computing industry will lack clear guidance,
the costs of complying with differing privacy standards will
te enormous and the avoidance of high standards for privacy
profectionvwill be a2 simple matter, involving nothing more than
the collection of intrusive information in the States having

the lowest principles of protection.

It is for this reason that the Commission is approaching its

terms of reference in the troadest pessible way. Whilst

4. For the terms of reference see (1976) 50 Aust.law Jowrnal 201.

5. Victoria Park Pacing & Rzereavicn Growids Piy. Lid. v, Taylor (1934-5)
52 Cwth. Lew Beports 9.



concentrating cn;mattersrthatﬁare;within-Commonweal;h_poﬁer,
‘we ars searching. forn;asconsisient approach to privacy protection
that -will be or assistanz e 3hroughout the country,- .We are
‘doing thls_yltq_a large team of censultants. who range from

computing experts in Australia, a Professor of‘.oral ?hllosophy,

psychologists anc even one .of the -2Xperts on su"velllance in :

Anerlca who was_specifically inwvolved in the Watergate case

{Professor Sam Dash).

Importance.of Hospital Privacy. ‘The reference . as it .cencerps

hospitals .raises a'pumber of issues:which cannot.be :e¥xplored.
b P L mTEnT A ey - . SR T L Rt
today.. Hospitals..are, .of.course, not oply plages for ireatment.
- HORPRLESS AT ATSE, T A A
They are also empleoyers. Rules relevant for the Dﬂotect’cn of

patients’ privacy. may, rivt be relavant,, at“.lea.s:c =] t’le same ;.

extent in resoec*;cf the privacy of.employses-or acfficers of
the nosDLtal.; -In.hespitals, .environmental sriyacy.is.alvexed

issue.. To manyupegn§ew;heu privagw!' of..a pcbm on their own

.when they ars i,l is V;YLta1 attributs of_the_orivacy value,
Westin, -in Glstinguisﬁing“+4g599ﬁppggpj§'Q‘:Drlvacyl datected
two elements.wh ich are impeortant here. _The cne."sclityge".

and: thezogxher "remoyve 2.2‘ WRilst acknewledging. tbgpé;gis is

an important maltsr for debarg, 1 Want 1o cengenirais.on ‘the .

privacy of recorgs and information becauss that is where the

g
main thrust of the Commission's inguiry to date has been. With
o

such a comsrehensive magnitude, it is
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ocus the value which we are seeking

to prorect.

The relationship between a hespital and its patient is an

inevitably intrusive on2. EBoth in physical and informationel
t=rms, the patient who seeks hospital care must surrender to
hospital personnel = very great deal of his privacy. He must

ermit the medical, and in some cas2s paramedical staff, virtually

"l

unlimited discretion tc "delve into the details of his life and

7. A. Westin, Privaey and Fresgdom, 1970, New York, pp.34-5.



7 ) .
person? The recent repor:t ¢f the United States Brivacy.
Protection Study Commission put it this way :

"As a practical mattier because so much

infermation may -be necessary for proper -

diagnosis and treatment, no area of inquiry -
is éxcluded. In addition te describing the . -

details of his symptoms, the patient may be -
- askéd,toaréveal what -he eats, how much- he
drinks or smokes, whether he uses ergs, how
n,"often he has sexual re¢aglon5 and w*th-whom, _ -
e“"wk—ﬁﬁéfﬁer he ls deppessec an anx;ous, Qu;re and R
‘hgy};qng‘he has worked .and perhaps what he
does for recreation. . Moreover he ié expected ...
to. submit to as much direct. observat on- and. . -
record;ng of what is cobserved as his CGHdlulOﬂ
. SQEEEStﬁ,Enghéswthﬁ,CQ?f}QE§~2ﬁ,£he mQ¢9¢§;2
. care setting permits. As the Executive Director
of the American Medical Record Association.
observed td the Commnission,. "a complete medical
record [Ioday] may contain more intimate
details abcut an individual than could be found

in any single document“.“8 )

If privacy is a value which reserves to the . .individual net only ...
physical solitude and removal,when he desires it,but alse

control, to scme extent, of the perceptions which seciety has

of him, the surrender of this kind of information to medical and-
hospital personnel is a most vital surrender of privacy. Nobody
would really dispute this. Indeed, it is inherent in the needs

of diagnosis, treatment, cure and administration that detailed,
perscnal, intrusive information shculd be obtained. The neceésity,
provoked by illness of oneself or of others for whom one is
responsible imposes the ebligation to divulge informaticn and

permit intrusions that would be unthinkable, even criminal, in

7. United States Privacy Study Commission, Report, Personal Privacy im an
Information Society, July 1977, p.282 (hereafter called "U.S. Report").

B. Ibid p.282




another o lpleq.. But deceSSity is rot the only reason why

tizens bave beon'wll1*ng in the past “to allow this privileged

nvasion of prlvacy. NecﬁSéltj has bech reinforced by protections

of. confldentlalxty to ‘Be found 1n noral rules, profeSSLOnal

‘ethics and sometlmes supporued b rules of law. 1t 'is useful <o
rention these brlerl‘, 1n order ¥o h;gh*lght the‘cnangﬂs that

are occurring whlch ralse the qu=st10n of the adeg guacy of

rivacy protect ion in the ho=p1tal *ontext

R AN '

Prassnt Pwotect*ons of Con identzal #57 The moral ‘And ethical

- rules that have hltherto preSCﬂlbed securlty for medical and .

. hospital lnformatlon and 11m1ted access to it ‘are grcunded in

a prlnc1ple thaL ln mate lnformaglon SuupllEd {ind f‘the .
- gonstraints oF 1llness lmposes dutles of orotectlon on the
'rec101ent. WHether one cow ders "the ‘rule to be’ grounded in
-a higher moral ‘code or Sllej based on Utlllta“lan prlnc1ples
(that such 1nform tion- w11l not be suaDllnd wzthout gueh a

=34 ﬁﬂsaon51b1¢lty
F

1

. guarantee) the” facL‘wemalns tRat &' fe°¢1ﬂ§
“here is as old a: the orcaplsed trcatnent < disease and

disability. The Hiﬁﬁddré ic AR newe¢y 36k 'ulédges a principle
éll estéglished“i “the ethical“rilas of

which was aI eady

anc;_nt ureece :"

oy ere

) ﬂnd wiatsdever T shazt s2é or heer in thé course

of my professién, s well as ou-a;ae my

3 R

profession in my intarcourse b»vh men, if it be
what should not be publishéd abread, I will
never divulge, holding such taings to bz holy
seac:r'e!.“‘s..3
The rule, as a mecral tenet or as a principle of professional
ethies, has found its way intc hospital pracfice in this
country. It iz unthinkable that a persen off the sStreet cculd

walk inte a hospitzl and secure the itemised record of a present

or past patient. The rule is supporied by lzgal principles

9. cited in [1975] ir<sh Med.J. 232



™~
governing cenfidentiality. 2ecaus€ of the high standards of
British medical pr=c*ice, véry few cases indeed can be found
in which the Dr1n01ple has had to be asserted and Lpheld in
court, When it is Lested it is varLously descrlbed as arlSlng

10

from the leuc1ary relatlonshlpc between tne Dcrtles or the

.contract between the parties or the speﬁla1 obligation not to -

breach a person's cor-lf'*denc:e.:l':L

In two States of Australia,
Vietoria and Tasmania, statutes have sought to enshrineé a degree
Of'protectlon to medical records, -at least in c1v11 proceedlngs.
The Jmctorlan “uzaan e‘Acr 1553,‘5.28?and’the Tasmanién Evidence
Aet 1910, s. 98, 1low limited pqivilééé but only to dectors

and only in c1v1l proceedlngs.

- P .

"28(2) No physician or surgeon shaZZ without
the consent of “his patient dzpulge‘in
any civil suit action or proceedings
. w,(unless sanztu or”tegtimentary.caéacﬂty
' of the Darzent is the matter in dispute)
any Lnjormattan which he has ceoguired in
attending the patient gnd which was
nesessary to enable hzm to prascrbbe or
act for une ratient.”"
- There is no.such prov1swon in Yew South dales. There is y
. . controversy about its utilirty because of the limit2d circumstances
in which it applies. Some Jjudges suggest thﬁt, quite apart
from statutery protections cof this kind, the courts will respect
those who, feeling a moral duty to patients, decline to answer
questions, unless such guestions are 'prcper and indeed

. . - . 12
necessary ... in the c¢ourse of justice, to be put and answered".
b L H

Confidentiality Under Attack. In the absence of any general

"doctrine or principles of law to prctect priwvacy and with only
puny, scattered and limited rules to support time-honoured practice, -

it is relevant to idzntify a number of pressures which have

10. €f. Lord Riddell in "The Law and Ethics of Medical Conferences" (1926-27)
21 Transacticns of the Medieo-Legal Seeiety (G.B.) 137.

1l. Cf. Seager v. Copydor {1967)1 ¥.L.2. 923 at p.931

12, Lord Denning M.R. in A.J5. ». Mulnolland [19631 2 7.3, &477.




fately diminiébed'thef curity of ned;_ai'aﬂg hosnltal

tiu
K'D-a

1n¢ormatlon. _The firsy is Fne growlng perceutlon or competzng

Tor s

'moral prlnc1ples,.not lnaSL at a flme when medlcal care 15

pa551ng from. belng almost exclusxvely a pplvate re:pon51b111ty

Dol sl

to, substantla;1y,‘a comm AT ty respon51 l-itj. The development

<n this country and DVEPSEuS oF forms of natlbnal heglth

insurance raiss ;or cons‘deﬂaglon the rzgh s o; the 1n5uranca
schemes to have 1n;opmaulcn wh*ch aL Lhe beglnnlng of the

A

centur;,-would have been 1"eg:ar-deci as lntlma;“ly perate. for

e i} B

Sln1lar1y, espec1allj'in the case of.coptrlbutory schemas, it
_may be necessary to leLer the natuﬂe of a condltlon in order
to decide whether, under the_“ules,'EWLItlement t?_beneflu

ways. In”the- fl“Su p1ace lt 1S-Obv1OL: jArﬂlevant to *ne

supply of statlst al and ebldemlologlca1 ln;O“Fa.an. Once

society.takeS'ovér rnsponSLbl‘luJ for individual nedlcal

S e

treatment, soc*etvﬁsepur=s an even, nore _mmedlgta *nterest in

the reduct*on of c1sea5e. _ig Lhe DaSu research Was, concentraged
upcn the Drevent_on of';n ectlous dlseases. Slnce the war the
focus of epldemlo+og1ca¢ pesearcn has been dn chronic non-
infecticus diseases such &5 emphysema and cancer. But these
reguire intensive medical surveillance of a substantial
population over a long pericd of time. The moral issues are
not limited to resolving the competition-between an indiwvidual's
right to the privacy of hospital information on him and
cutsiders' demands for information for society's greater good.
This debate extends tc demands by an individual for zccess to
his own file. In the United Statas, the last decade has ssen
radical changes in this area., Until then, and still in this
country, general medical and hospital practice was to deny the
patient access to his cown records. During the last ten years,
the United States has seen a revolution in the provision of
access to information. At a governmental level, the principle
iz found in the legislation known as the freedom sf Informasion

Act. AT a personal level, it is found in a wide range of



"

legislation, the most famous of which iz the Privacy Act 1974.
It may seem curious to include rights of access to.information
in so-called privacy legisiation. A moment's reflection will
explain kHy it.is thus. NoWadéys, the threats to privacy arise
not so much from the physical intruder (the itrespasser who
enters the home or the listenér at the door). The threat
arisés from the percepticn of a persen-througn the growing=:
mass of informaticn aCCumulatéd on him. It is the desire to *
contr&l such pevceptlons and .to rafke sure they are accurate which -
has glven rige-to the United States-le gislatlon. Central to-

that leglslatlon is the maintenance of#security of personal.

inf ormatl@n kept on people, the logging of access_to ensure s
that secur;ty and the prov151on, with eyceptlons, of access by
the individual to it so that he can check its accuracy and
seoure its correction, if wrong or unfair. - . _ : =
Certain federally aided hospitals have already come under the
obligaticns of the access provisions.- Hény'dbjections wers
raised to them, scme of cost and some of principle. However,
in nine States of the United States legislaticn cuﬂrent y grants &

patient & right . <o insgect and in some znstnnpes obtain copies

of his m=dical record. . Ccloracdec applies its statite not only -
]

to hospital records but rec

held by private physicians,
psychologlsts and psychiatr 1::5.13 Some States exclude
psychiatric records. Scme cover only heospital records. In some.
cases the hospital autherities determine how much of a medical
recocrd the patients may sea. Certainly, the experience of
federal hospitals under the cu irrent Privacy det iIn the United
States weuld appear tc¢ allay fears about the number of requesfs
for patient access and the cost of administering it. At a
federal lewvel, with a total estimated catient Dopulétion of

5 million, requests for records by patients from the Bureau of

. . . L
Medical Services nas so far numbered about 3,000.l The

13. U.S. Report p.295
14. Ibid pp-288-9.




‘in Washingron D.C..estimated the number of requests for patient:
access cduring the:first-three months affer thg Privacy Aet

The Committee of Inquiry into,the Protecticn of ?riﬁgcy,_A .
‘established in relation-to:Medibank.reported in Decemper 1373
.and -propesed certain limited, rnights of access and gqugc;@op.lp
The Hospital and-Allied.Services Adviscry,Council's ;ey@ﬁy_of
'that report proposedﬁthat,ﬁg;ﬁ:e_gcpsidapafion,and possibly

legislation should deal.with."the degree to which a patient

SIS T s oL

should have access.,

] e

P WO

‘The government has announced its infentien to,introduce freedom

of informatign legislaticn, in.the current sittings of the
- Commonwealth Parliament. - Education standards have changed rapidly,
-even in the past decade,in fustralia.. Access.to information

about cneself may: be important as .z means of controlling

perceptions held and thereby determining the boundaries cf.
‘privacy. It seems 1ikely to. me .that we Wi

11 see deyelopments

in this country. similam.to.-those .that are occurring .in the United

States and. on a.different lsvel, are abeut To. occur in .

Australia. ..

E=

Changes in the Professieon. One of zhe factcrs promoting the

need for new laws is the changed organisation of the delivery

f health services. and the changing technology being used,
particularly in‘hospital ralavant to patients’ confidentiality
and privacy. Not only has the number of visits to physicians
and hospitals increased radically, the amount of information
now collected and recorded has likewise inereased and the numbers
of persons, besidesSthe medicel-care providers who create or have

18

access to a medical record, has grown snormously. Even until

15. Loc cit.

16. The Committee of Enquiry into the Pfotection of Privacy, Second Interim
Report 1973 p.26 (Hereafter cailed "The Whalan Report"}.

'17. Hospital & Allied Services Advisory Councll, Bepert of Computer Commitiee,
1875, 0.20



Fhe-last War mcst confidential health information was secured- -
by a local family physician. in sole practice. - In these
circumstances the typical medical record was.nothing more tham

a sthall cardwith entries éhowihg;the dates ofrvisits, medications
prescribed and charges. Security, confidentiality and privacy
were protected by this“gystem.'The physician_was uswally able

to elaborate. the intimate private details of the patient's
medical or emotionalﬂ?ondi;ioﬁAfrom'the "safe crevices of his

1 .
mind“.-.f‘9 Thé United States Commission puts the madern problems

this way : B . Ce e )
) “In contrast, a modern hospital medical record’
may easily run-to 100 pagest ~The record of a
family physician may still hold information on
ailments and modes- of treatment, but 2lso.now
note the patient's perscnal habits;fsocial. .
relationships and theé physician’s evaluation - : e
of the patient'’ s attitudes. and Dreferences, . .
often in extensive-detail™: -~ - -+ - Ti.ol

The expansion of hospital -services, the growing specialisation

of the profession and of hospitals, the depersonalisation of

much paramedical carey. cests ‘savings and so on have &ll necessitated
bringing into the close personal relationship of doctor and L
patient, a vasT range of support staff who are not automatically
subject to the professioconzal_ and legal gcnsrraints attaching to
medical practitioners, aithough doubtless holding themselves ‘ Nh
generally to the same code of conduct.  The absence of clear

legal, professional and ethical rules to govern non-medical

support staff was drawn to attention by the Whalan Committee and

by the Hospital znd Allied Servieces Advisory Council report,

tc which I have referred. The first recommendation of +the latter

was &
The cornaideration needs to ba given to imposing
a tegal obligation of confidentiality on all stafl
working in the ‘s ‘neti : -

ne kospital or similar fnstitution who
are not nezalth professionals and are not bound by
of e

any ecode thicz or employment.

19. U.S. Report, p-.277
20. U.S. Report, p.282, footnote 22. e



That abuse “can "oceur is eléarly demcrnszrited-is- “the “Feddnt ™

~FECPO TS Cout thET e s

United States-reports

"Hogpitdl rédords afe routingly available o™ "

~~NMost -of “thege +153:0 70

- ‘hospital“etho#ees“dﬂ*ﬁé&&ési
‘people are medical professicnals who need such - - -
‘access in order €6 ‘do their y6Es; but not alk -

©f ‘them are.” Besides ‘the shysicians, -~ - 2%

. psychclogistsyfiurses, social workers =~

' therapists and Gther licdensed of GerPrifigd % "7, -0
54*'medical'p£=cti£idnars'andipafaipbafeésqénais,

‘thére -are Tiearly ‘diwdys médical students ‘and™™

other pEOPLe1£nitraxn1ngproéféﬁﬁéstcdﬁdudﬁed

either by ‘the-medical-care institition~itself :

or affiliated wi'th tHe iﬁsfffﬁfidﬁﬁh Thése M-

peovle T Moo Have ‘aédEsE Y6 ‘medidal Fedords

FEFIEAGIRIAE Tor T o bIre [4tad PuPEoSEETIaT TES

non-5ro fes 8 iEMAl- enp BT Eas™ aid O THREESFss = -

WOTKEFS: T

Attentiﬁﬁﬁié“drawn“tofoﬁe'casé*1n3IQTS'WHéﬁE*a*Fifmﬁﬁaéivﬂi-ﬁ"
established -Inm: Denve.n o provide ‘d-varis BV of ifnvesrigdtive services
By “the-iddrreptitious™ Tac Uit Eo 105 medildT Fécdrd vinformation T
frem hospitals and phy&zc;apgr»+It~w&§lﬁﬁéw'scld teiinvestigators
and lawyers for a variéty of purposes. One of the sources of
information was 2 hospital employee. A Grand Jury condemned

the "laxity of hospital security measures”. The question we

have to ask is whether this Xind of abuse could happen or has
happened here in Australia. Obviously the Advisory Ceuncil was
concerned that it could. It is in noc way a slight <o the

support staff of hospitals who do a magnificent job te say that

the law and proféssicnal ethics, which developed in an earlier

time need reform end revisicn to cope with the expansion of

medical and hospitzl services today.

But the expansion in numbers and personnel is only one aspect &f

,,,.
1..:
e
'}
7]

the problem. Computerisation of hos cords has already

begun. As hospitals and orther larger medical facilities acquire

and use computars Ior administ n and other purpases, it is

inevitable that they will kem for confidential record-
O

keeping. A survey itals in the United S*aues



conducted by.the American Hospital Association .in 1975 . -
indicated that _approximately .1,508 had _in-hcuse computers.21
In the two years since.then, the number.has  undoubtedly
increased. The advent of mini-computers and.the.growing
experimentatibn with hospital inforrationfsysrnms.will ndt
by-pass Australia. .. W,Mq.-“e flew of.medlcal—ﬂecord
information~between hcsplxaTS and thlrd party payers in.the -
UnTLed States is a¢ready_hea”1ly autonated.‘,WLLhout legal
sanctlons ultimately_to.5tate Socletj s .standapds..and to

police systems and. previde redress, privacy. in automated
records will depend upon nothing more than good manners. It

iz for this reason that the. Unizqusxatgs_CQmmiasiﬂﬁ‘has

reported to the Congress. that ::... ... ..

"these. two. trends”r.changlzg-conceptlons ef-
the medical record and inecreasing-autcmation

~ are importani,.forges. behind. the Commission's

conviction xthaf, now..is. .the. propen time:to:
- . estaplish privacy provgcetion safeguards for

., records, that will enhance the ingegritry and ;..

. thus thejefficacy sf.the medical-care : . .- .

relationship”

[
-

Mere Lezel Inroeds. " Tn 2ddition to the challengss mentioned

G
above, important legal inrcads al ready exist or are being
created which diminish the privacy of informaticn in the hands
of hospitals. They include cases where "consent" is secured,
although it is difficult to see how kncwing consent can be
given unless the person consanting has knowledge of that to
which he is consenting. It includes the answers to subpoenas
the obligatcry answer “o guesticns asked in court, the supoly
of informaticon-to auditors, insurers and others, the provision
of material to researchers and the growing number of statutes

which oblige a public health authority to provide information

21. U.S. Report, p.290
22, Ibid.




ich would formerly have. been thought privats and confidential.
The list of ndtifiable disesses expands.’’ The reasons for

‘securing this information increase .in our interdependent

society. Again,.it is useful to look at the United States

-r',e'-por't : - . Bl T T R L e R e P
"There are few statistics indicating the .
number of reduests for medlcal -record

information that are not dlrectly related
.but

to. the delivery of ﬂedlcal

testlmony.befone ;he COmmlsslon suggests thak,m”

__-- =

the number 15 hlgh For example, the Dlrector

of the nedlcal record department of a 600 -bed.., ';
unlverSLty teaqh;ng_hosp;tal tgs@lfleqhthat

he receives an estimated 2,700 reduests for
medical record infbfmation £ach month,, - Some. .«
34% of them from third party_payers,u37%

from other phys;cmans, 8%

the}fcrm of

.subpoanaa; and 2134 from o*ner hosultals,

attornejs and. nlsuelianeous saurce5.1 Thg;

attorney.xor the [Mayo CllnlC] testlfﬂed that
“thguciiniq ;ecgivgg an estimaLad_BOO,QGG_i
reguests for‘mediéal record infbrmation a
year, some 88% of them patient-initiated -
requests relafinc to claims for relmbdrsement
by health insureps™. 24 . .
The existence of interdependence in society has led to the call
for breaching the wall of confidentiality in the name ef a
higher value even than privacy, viz. "the public interestﬁ.

On this basis the law has traditionally upheld the subpoena,

the obligation to answer questions, statutory duties to provide
information on communicable diseaées, births and deaths, gunshot
cases, drugs and so on. The latest addition,in the name of

a higher public interest,is the obligation to yeport cases

23. Australian Bureau of Stacis:ics, or fgﬂzal Year Book of Australia, Mo\ 61,
1975-76, p.466. :

24. U.S. Report, p.280



of suspected biby bashing. .The point to be made here is that
so many have becdﬁé'fhe!ek:eptions,tHAt the rule itself is
rendered fragile. That is the ‘&onclusion of the recent American
report. IT is a conclusion which should concersr hospital’
administrators anxious to ughold at least sufficient privacy

as not to damage the trusfing.rélationshi?,vital for the

proéper health care of thé‘communityg' ’

What Can Bé Pone? The report of the Committee of Inquiry inte

the . PTOLECLlOn of Privacy proposed l#mlts on the contents of

the suggested health insurance card, minimum collection of
materlal by Medlbank " the spec1f1cat10n of very limited detail
for clains purposes, ‘rules ‘relating to the retention of .
documents and obligations' to protect confidentiality. Exceptions
gz;anted on judicial warrant were provided for, access by a
person to- information concerning himself was. posed, an A
independent body to review disputes about accuracy of information
was suggested and a'watchdog'agency was put forward fo meonitor
access to persenal datd held'in the files of Mecdibank. These
proposals are now under the .specific-consideration of thé Law

Reform Cemmission.

In the United Statesa.haViﬂghreviewed:reccrd—keeping in the
medical care relationship, the recent Study Commission concluded
that medical recordés now contain more infcrmation and are mere
available to mcre users than ever before. The control which
medical care previders once exercised has been greatly diluted.
The comparative insulation ©f medical and hospital records from
collateral uses, normal even a decade &go, <cannot, in the opinion
of the Study Commission, be entirely restored. As third parties
press their demands fcr access to this information, the
concept of "consent" to its disclosure, freely given by the
individual, has increasingly less meaning. The United States
Commission's answer states three cbjectives : SRR

(1) Te minimise intrusiveness of information

held
(2) To maximice fairness in such informatien
(3) To create a legitimate enforceable expectation

of confidentiality.




The United States faces much the same constizutional "arrangement
as we have in Australia. This has led its Commission to

" fecommend attaching obligaticn to the granting of fedEEal”‘undS.
'This is the way in which a significant programme for privacy
;pPDtnglcn has “een-instituted in educational establishménts.

‘I do not say whether this would be politically or legally

~acceptable in Australia.

"The thrust of the United States recommendations is to'dblige
medical and Hospital eare providers to implemént certain -
ﬁprocedures as a condition for participatidn_in'tﬁe Medicare and
Medicaid programmes. It alsc recommends that the-States ‘should
introduce legislation to securs uniform laws for privacy:
‘p“ofEETEOnii It recommends a criminal offence be cteated where
any 1ndJ.v:Ldual Knowingly seeks medical record information under
"false pretences‘or “through decept*on.- To secire fairness the

' Commission comes down heawvily in faveour of patient access upon
the charge of & reascnable Fee. " Provision is made fér an
individual to“feqﬁest'correcticn or amendment and in the event
of dispute to have the mat:ter resolved. To protect -confidentiality
it is proposed that a legally enforceable duty of confidentiality
should be created, existing not conly in the medical profession
but in all those who provide medical care.’  The report lists

a number.of exceptions to the duty of confidentiality :

* Disclosure to other medical care providers

# Disclosure o protect health or safety

*

Disclosure to facilitate research

i+

Disclosure to auditors and ewvaluators
# Disclosure pursuant to compulsery reporting
statutes

Disclosure to the public (birth and death) ; and
26

i+

* Disclosure pursuant o compulscry process

Strict limits are suggested upon authorisation to make sure that

25. U.s. Report, Ch.l0, Record Keeping in the Educatiocnal Reiationship.,pp.393ff
The legislation referred to 1s the Family Fducational Rights and Privacy
det 1974 (20 U.S. 1232g) known popularly as The Buckley Amendments.

26, U.S. Reporc pp.307fE.



the authority is informed'and net secured under duress of any
kind. Provision is also made for the logging of certain access
and for obligaticns of physical and other security.

n e R

This will sfyike.sqme as a fgrmidable list of duties and .
lgations. It{abises out of the clear conclusion reached by
. :

"The medical-care relationship .in America today -

is becdming dangercusly fragile as the.basis

for an expectaticn of confidentiality with respect

- to records generatad;in that. relationship is

undermined mofe and more., - A legitimate, -

enforceable expectaticn of confidentiality:s_.

that will.hold.up..under. the.revolutionary changes -

‘now taking place in medical care and _medical ‘
. recordrkeeping;needs to be created“.??.
It will be important for the Law Reform Commission to have the
informed reaction of,mg,ical and hospitzl authorities througheut
Australia fa These proposals. We do not start this exercise
with a blank pagef We have the benefit of the earlier Australian
inquiries, of the work of the New South Wales Privacy Committee -~
and the conclusicns of the. United States Commission, We will .
secure the assistance of consultants including those who have
alread§ been appoiﬁted to acguaint us with the special problems
in the health services area. ‘The short review that I have
given today indicates, I would suggest, that there is a2 problem
here which will neot simply go away. To do nothing is to allow
the gradual erosicn of an important zand efficacious privilegé
of privacy which has existed until new. The time has come for
the law, stating today's standard, to face up to the issues I
have outlined and to renew itself.

27. U.5. Report, p.308




HOSPITAL ADMINISTRATIOMN AMND TRANSPLANTATION__;_ivr_-:
The Probieim of Consent. 1 said that I. would-illustrate the

invelvement of.the Law Reform,Commissicn.with. your profession
qsing two examples. The second is especially timely because
=it coencerns a regort wh%cﬁ will be tabled later today in the
‘Fgaeralifarliament by the Attorney-Gangral, Senator burack.

T am not at liberty to discuss.its details, until it is tabled
iﬁ the Parliament by the AtLO“ney I cany hpwgyeﬁ,.touch )

" broadly upon the issue that was before the“Commiésion. I shall
-é?range for copies of theiCohmissiqqﬁgapepqrt~tg;bg available .

. and copies of the relavant parts of it to be.distributed.

Put shortly, the Commissicn _was cenfronted by .the inadequacies
of the law to deQL thh-the miracles of transplantation surgery
It is

that have developed g;ggpl;l;y_;ngkhe last decade.
inapprepriate. Lo try..to strike.the .socialzbalances that are

at stake here using the unwieldy. weapons.of, the criminal. law.
Y murdept.as;apl;.chgﬁggggpgﬁagtug;ybodily_harmnand,so;on;
The advent of vgp;ilqupg,épq other means of artificial . ..
respiration, posgs_fqp:the,law,;hersgagitive‘ juestion of hcw

"dpatF" is To ber defined in the .nodern_ a e. :-Until pow,. the .
S . s BB MOTS oW,
hadf'b.ennccnts o define death din: terms of -

2
-..- 2T PAcE RN

cassarion of. blood. eirgulation and. neamtoeat
a

law anreaﬂs
the pe"mane
riate at e time when blood. c rCLla cnqand
heartbeat can be maintained by the usae »f ventilators, although
Brain Func\.:l.cn of the patient has irrveversibly ceased? Is a
pergen in this state alive or dead? If he is alive, what is
the legal position of those_in the hespital who terminate the

life supportive machinery?

We all know that transplantation operations must be performed
with great speed, often requiring severedlslocatlon to the
hospital and necessitating a fine balance between the medical
team attending to the donor and the medical team in char e 0
the recipient. The Commission's repcrt deals with the .
diffieult gquesticns surrcunding the necessity of consent by the

donor or his family for *"ansplanta*‘cn purposes., On the one
29

hand, we had urged upon us the necessity to adopt french law

78. The Law Reform Commission Human Tisgue Trensplanis (A.L.R.C.7) pp.52EF.
("Time of Death™)

29. Thid. o4k



50 that the painful obligation- to obtain- consent éduld be
removed, in the case of dead doners, unless it was known that
in his lifefime the deceased, objected tc such donation. ©On

the other hand, it was urged upon us that the very necessity to

seek consent was a healthy break upon forwird, premature
surgery and a reminder of the integrity of the individual human
bedy. The Commission’s selution assigni an important role

. : 3 ]

&

. - - : 30
to the pecple who are gathered - here today. R .

A Plea for Help. 'The Comﬁigsion's methpdology in the

Transplant Refsreénce brings me back te thevnoint at which I
began. We operate in a new and different way in discharging our
duty to réview, médernisé” and sihplifylthe law. " We seek tHe
assis+tance of “those who will be-affected by the law ¥ the
experts who must work its machinery and the public who are
affected by its opératicn. In the Transpiant Reference our
list ‘of consultants is an impressive one. It ifcludes the
Professor of Anatomy at the University of Melbourne, the
Professor of Surgery in the UnivErsity of Queensland, the

Head of the Department of Heurcsurgery at the Royal Hobart
Hospital, the Dean of the ?aculty of Medicine wirthin Sydney
University, the StafffRenalzPhysician-at Canberra Hospitaly,

the Director of the Renal Unit in the Queen Elizabeth Hospital
in Adelaide and so on. The attempt was made to secure different
medical and hospital interestis, diffefénf areas of relevant
expertise and different geographical erigins within this ecountry.”
But we ¢id not confine the exercice to medical practiticoners
alone. Recognising the moral and ethical issues raised by the
reference, the Head of the Department of Moral Theclogy in ths
Catholic Institute of Sydney gave us his assistance as did

the Dean of the Melbourne College of Divinity and a Frofessor

of Philosephy. It should be said that all of the consultants
gave their time without fee, their only reward being the
opportunity to participate with the Commissioners in the design =
6f azn informed statute dealing with this vexed, modern problen.
It was often brought home to the Cemmissioners, 25 we ceonducted
public sittings and privaze discussions in all parts of
Australia, that the medical profession, faced by the rapid

.
r
advances in technigue, feel keenly the moral issues that are

30. Ibid, pp.b5ff and Appendix IIT




‘raised, The.repont draws artention to important, developments which
are just around the .corner and.will requing; the urgent attention
of the law, if-it is o give society and the medical -profession
due- guidance. One young medical -student appeared ‘before .the
Commi ssion in-Perth and. compladined. thay, -in. the face of. -

- -developments of transplantation, . the looming problems. of . i
genetic engineering, .embrys. transplants, ar‘*..:ifici‘.:.'l'.insemination,
- transplantaticn of fetal. tissue and.so on; the law provides

. little--guidance, and medieql“craini‘ng ccmmits these i_ssues to
private conseience or a 'a;nea-hour,i'l‘ecpur.é;-iiri, a six-=year course.’!
Society puts great burdens on those who deliver health care. -

The advances of:techniquenoutlined :in-the -Commissions reépopt,::

make it plain that scciety's-duty-is 'to ‘respond by'-stating its

5 ‘,andar.ds_---_so, that on these Vvital qifestions,there ‘can be To

room for doubt.:: -

The Commissinn. is: in :the midst of work . on references which
a}ffe'_c;lz__y.qu_ ~allas-eit i'-z'en;-_syuan‘d--aSF-_-.hdspi-tal administrators. I
nope that:you will. .cons ider- it fo-be part’ ofiyour function,
amidst many. othep’pressing duties, -to-take tfie 'opportunity that
is presented.zo.send. youm experrise,” views:and «oritdcisms:-to

the Commission: thereby cont_:‘ibutg_l *o..the rencvation: of the l=gal
system .and- the imprgvement off the society which &t regulates-

31. Iikid, p.?



