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- THE PRIVACY REFERENCE .

Cwas o During the 1975 -general election the Prime Minister urdertosk that if
sfeturmed to Covermment the Law Reform Commission would be asked to suggest
?LawSifdr:the~protection:Qf"individual privacy. The Govermment's legislative
.;Eﬁfograﬁme;u;nnaunced on I?'Febfuary71976;-ﬁnclﬁded the commitment that

“"after .consideration /¢f :the Commission's report, the Government would introduce
- . appropriate legiflation’. -A Reference in the widest Eoésible;tefms was signed

by the Commonwealth %ttornenyenerél, Mr._E;licott, on 9 April 1976.

The terms of reference are comprehensive. They‘includé‘a req;iremenﬁ
.to gscrutinize current statutes against proper pninqiﬁles of privacg;protection.
They also involve a cqmprehensiﬁe scrutiny;of-privacy protectien im the
“Territories. The Commonéealth probably lé;ks constitutionél power to enact
ccmbrehénsive laws for the protection of privacy-throughout-Australia.
Suggestions that theré‘should be a national uniform approach to privacy
protection haﬁe so far failed to persuade the States. The dispargge.pgggection
of privacy involyes specia; problens, inecluding the accumulation of intrusive

information in those parts of the country with the lowest legal barriers.

PUTTING IT IN CONTEXT

The Reference to the Law Reform Commission should not be seen in isclatior
It is important for ihe Commission and the éommunity'tp see the development of
new laws for the"ﬁrotection of privacy against the backdrop of an international
movement which gained momentun after the Second World War. This is the
international movement for the expression of certaih,fundamental human rights

and for the development of machinery-té permit their adoption by domestic law.
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The'International Covenant on Civil and Political Rights, which has been
signed by Australia but not yet ratified, provides in article 17 that
“no ‘one shall be subjected to arbitrary or unlawful interference with his
privacy, family, home or correspondence nor to unlawful attacks on his
honour and reputation". The Human Righps Bill 1973 repeated this provision
and provxded certain machlnery for its enforcement at a federal level. The
Bill has not been procéeded w1th but it has been announced recently that a
Human' Righcs Commission will be established ln,1977._ The precise functlons
and organlzatlon of that Commlsslon-are.not yet knowo. vaen the prov1sxons
of the Intermational Cevenant it is plain that such a Commission would. have

a function-in relation to the protection-of privacy in the context of other

rights,. - - .

ﬁiSOJTefe%ént:iS'the:annopncedwintentioﬁnof the Government to introduce
freedom of infommation legislation.--Aceess to information-held by. Governments
could “Involve -actess.:to .-highly personal-and private matters unless protections
for priwvacy arve-created.: Thewneed for. sueh protectlons have. been specifically

recogrized by -statements of the Prime Minjister .and the Attorney-General:

Grsk why 1s there so “mich fuss about protectiﬂg pr1vacy7
Put brlefly, 1t is the grow1ng conv1ct1on that 1ntru51ons inté that segment
of “the-individual's life which is-"his -own" have increased, -are increasing and
will continue to-increase unless:socilety through Parliament calls a halt.
There is-alsc the convicfion that-present legal redress is disparate and in
some respect inadequate to .do battle with%the challengesrto the ultimate.right

to be let alone in some aspects of human existence.

THE CHAELLENGES --

‘What are the challenges? I would identify two. The first is the
passion for information. The second is the capacity of modern science to
feed that passion.

The Information Explosion

The services demanded of Govermments increase every year. The sgheer
requirement of efficiently organizing business and govermment in modern times
plainly requires far greater information abeut all of us than was neoessary
in days gone by.’ The.deﬁsus form, the taxation return and the credit bureau
file are the necegsary consequences e¢f living in a highly interdependent

community. No doubt occasionally information is accumulted for information's
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- sake. This is not often. the case, for reasons of sheer economics. But it
_is.because the symptoms ofinfomania"have been detected that we are now in the
uE;ocessnof.idehtifying,and‘iSOLgting,the.sttaip,_‘IhEte are, by common agreeme:
some;areaS;ofgé_mgp[s‘life,that“ape-his;business.alone; The readiness of the
1aw to protect.this area will reflect a growing sophistication.of the law in

protectlng 1ntaﬂglblES.

Technoloqzaal DeveZogments

fully take intd account. I‘refer‘to the’ avallabxllty'of xncreaslngly v

sophlstlcated surveillance devices which enlarge the potential for datrusiens

by the medla -and others. Although ‘thése devices are agt sonfined té the pages

df detectlve storles, they present nothlng like the potential threat to
prl&acy that exlStS in the enormously. expan&ed uge in our soc1ety of computers.
Computers have a. potential for privacy intrusion. because of ‘the amount of
materlal they can’ re&dlly amasg, the‘ease “and.- speed with whlch such material .
can be retrieved and the fac;llty w1th whlch it can he transferred . analysed
and ‘combined. - 4dd to. this the. faét that so much ‘of this- accumulated
information is unlntelllglblle to all but the tralned eye and you have a

c13351c perll. It is that “of a small group of experts, what I Unce descrlbed
L a2 wreellie Al : Sy

as a pOtéﬁtlaI. prlest y

LRV T R AR NI RTE A

about many aspects of our llVES.l The dangers for'the present boundarles of
privacy are plaln to see. Now the remedy for th15 is clearly not golng to
be a revolutlon in Whldh wé smash the computers “anhd ban ‘absolutély bugging
and other surveillance devices. But it would be equally dangerous for us to
do nothing becausa although citizems may have & fair conception of  that part
of their lives which is no business of others, except perhaps their families,

the law in Australia does not provide many tools for groping with intrusioms.

CONFLICT OF VALUES

It must be recognized that the protection offprivacy may involve
irherent contradlctlons. We must look to Government to protect us from
Government 1ntru51ons 1nt0 prlvacy We must contemplate litigatrion, with
attendant publlclty,'to protect privacy. The‘protection of any value necessar
involves the restrictlon of liberty. Many intrusions of liberty are inherent
in our libetei.society. These include tHe liberty to enquire, to gain
knowledge and to publish. Any attempt to give maximum protection to privacy
would run the risk of diminishing open society. The limits of the law to deal
sensitively with all of the important values at stake-here must be clearly
recognized by those who seek to change the presenkt balance.
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Cpre A Tt .

- The Library Association.of Australia.in 1975 incorporated in its

policy Statements on Freedom to.Read a-clause which reads as follows -

“UA librarian must protect.theﬂessential.confidential

relationship which exists between a library user and the

. library".

There

).

€

seem to.be. four main. issues affectlng librarles.:
How: puch 1nformatlon about labrary users 15 necessary for the 11brarv
to: accumulete7 When joining a llbrary some llbrarles requlre prospectlve

borrowers to £ill 1n detailed applications setting out not only name and

‘address. but age, Occupatloﬂ, partlcular 1ntere5ts, length of re51dence

at a partlcular_addres

d 1ength of employment at a partlcular place.

Is 1t _mecessary for llbrarles to malntaln hlstorlcal c1rculat10n flles7

ERCLR

,.There Seems some mlsgl Lngs about these flles belng made avallable to .

3N

(4)

,,,,,,, T E T N S T e

researchers aud other 1nqu1rers.

It 1s"clear that c1rculat10n records

Lt e - e -

kept over a perlod of tlme can glve a complete proflle on the proliflc

reader.

What is’ the xelatlnnshlp between the 11brar1an and the borrower? Shbhld

a confldentlal relatlonshlp be, recognlsed as be1ng equxvalent to that’

between doctor and patient, EOllCltDr and cllent7 ‘It is clear that
librarians obtain much information relatlng to thelr borrowers. There
have been instances where borrow1ng cards have been made available for
purposes other than llbrary concerns.

There is undoubtedly a good amount of 1nformat10n kept about library
employees. How much of this is necessary and what regulations are
implemented to guard its confidentiality? These records, like other
employment records, contain information relating teo assessments, tests

and other subjective information.

The following cases illustrate some of the difficulties that have arisen in

the United States:-

In 1970 United States Treasury agents sought access to circulation files

in several libraries seeking information azbout borrowers of materials dealing

.

with explosive devices. .In this instance, the ‘city Attornmey-declared that

there

‘were no private records in a public library, and, as a consequence,

the circulation records were releaged to the Treasury Department.
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’ Aleo'iﬁ'19701Internal“Re?enueiagents inquired about readers at

.The'KETEéféTEEbiiE‘nibfé wFB"HadfééﬁGE§t d'militant or subversive books

oT books relating ‘to” exp1051ves. “*The 1ibfary refused this ‘fequest.-

e

FolIowrng these twb 1nstances the American lerary Association took

factlon to ensure more strlngent guldelines to protect the privacy of

Fa—

- _1nd1v1duals using libraries. Guidelines developed in 1970 addressed the
- questlon of gpvernment access to speciflc llbrary records din justifiable.

The gu;:d~ 'nES—ﬁeke 1t clear that fishiﬂg expedi idns will

:51tuat10ns

r

be- prohibited. o ’ _'_ -‘ : {": E ’ ,- ;[“i.L,“n

A recent. case reflects the change .

'libraries._ In Rockferd Illinois police secured a. couﬁt order in Narch

kidnapper. Several.youths had_ been Lidnapped andﬁ prayed With paxnt in

a ritualistic fashioni

that whilé 1ib¥ary rc.iféh'latipn‘-"recéfds dad coﬂf;dencfancy; for Iibrary -

patrons were not protected by éurrént Texas laws, ‘and while there had
beenwnorprevioue judicial decisions reIating3to'this;specificaprivecy issue,
he noted his beliefs that if: the courts>were:squarely faced with the issue,
they would hold that the First Amendment makes confidential.the; information
in library circulation records ‘which would disclose the identity of library
patrons in connection with -the mater¥al they have obtained from the library.
The Attorney also noted that “if by virtue of the First and Fourteenth
Amendmenits a State has no business-heliing a2 man sitting -alone in his own
ﬂouse, what books he may rtéad or what films he way’watch...then neither
does the State have any business telling that man's neighbour what book or
picture he has checked out of the public library to read or view in the

privacy of his own home".

The Impact of Computers on Libraries
There has not been a great deal of publicity, until recently,

about computerisation of library files.. Partly for this reason there has

.



not been a great.deal of interest-in the privacy issues associated with

computerisation-in-this area... Howevery:because:.of. the increasing reliance
on information for decision—makersriniall”wélkSde Aifey-Iibraries will

need to- Plan carefully 1n systems de51gn if they are to ensure that privacy

of th31r borrowers and users is malntalned

Withﬁfhé~installatienuo£.compuoe;s,thgre.oay_wgll,dgvelop‘a tendency
to coilé&t more-infermation on‘individuals fhan when that information. had ‘
been handled manually. It may also- more dlfflcult to. ensure confldentlallty
_of a compdterlsed system as- there are more access polnts ‘to be controlled

The 1ntzoductlon of. computer

TV Demrs ae

1n the flrSE place

= There are: MATY,.. systemg‘operating—;elat;ng-tﬁ bibliogra hin and e

acqu131tlons,matexlgLsmgx

Australian sys;em recen;ly,_ In addltlon it seems that n Amerlca the

flles and borrowers

survelllance.

Is it realiy necessary for individuals- to have to make 2 trade-off
between ‘personal privacy and access to 1ibrary.servioes’ To avoid such a
situation it seems necessary that some standards -should be set regarding
information practices with record-keeping. .In America, some libraries
have beghh looking for ways to safeguard circulation and borrowers' records
in computer sitoations. Some of these safeguards are: .

(1’ Separate storage of the reglstration file which records the borrower's
name, from the computerised file which records ioformation about thg
library. This may be“achieved by filing registration cards manually;

(2) The erasure of all eirculation records containing names from the file

.when an item 1s returned;

3) Charging of books by an identification npumber instead of by a
borrower's name;
. (4) Minimising data requested from patrons. Extra questions, if asked,

to be clearly indicated as optional.




L -

T T VIR LPET L

The Law Reform Comiission has &t present ‘Before it a Re erence

telating to the law of defamation' and is considering a thorough overhaul
of the law as it operates at present. It has recently issued a Discussioh
- Paper entitled ‘Defamation Optwns for ‘Reform in which its tentative

proposals are canvassed e e e e a i -

A further problem faced by libraries whiéh has been brought to’ the

;_Comm1551on s attentlon concerns’ the 1aw of defamatlon. & am Eo1d~¥Hat’ as

c.a result of a recenc case ln Western AUStralia, some llbrafles 1nterstate

helr shelves macerial
¥y e 'uld be feid |
-gu1lty of dissemlnatlng defamatory materlal and ‘be. llable to legal proceedings.

have been informed that” if‘they COntinue to hae' on

',whlch has been found by the <o

The problem “here is that many llbel actlons are. not w1dely reported

in the newspapersand ‘1t ¥§ indééd" pfohabl“ that the case which has given
'+ . rise to comecern in- Western Australla {s unknowa to most—lerarlans in the

'1,Eastern States. - Further -the publicatloﬁ “which, caused the actlon for

the action was taken. ‘The action came abOutfas'a result of a rEV1ew in -

a West Australian Lit:eraryr Journal.- et T 2L .

In respect Of "the'cage under discissish," I,"si%’éﬁi_a’ méntion that some
protection: is afforded to libraries at common law by the defence of innocent
dissemination, provided that it can be eskablisﬁed that they did not know
that the relevant document contaimed a iibel, that they were not negiigent
in not knowing and that they neither knew nor ought to have known that it

was of a character likely to contain libellous matter.

In my view, any new Australian law should put them in a position not
less favourable than they enjoy under common law. It may be desirable to
actually ameliorate the position of dissemipators of information. They
certainly ought not to be in e\worse position than eersons who might take
advantage of the expanded defence.of fair report proposed by the Commission
“in its paper. Disseminators would have difficulty in affording a right of

" reply which is an ingredient of tﬂe fair repoft defence. Therefore, there
mey be merit in providing a defence of innocent dissemination but subject

to the power of the judge to make an order restraining further dissemination
or even, in extreme cases, to recall or amend material previously distributed

,
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ot currently made avallable'to the public.

CONCLUSION

The: question of.aecess-to and dissemination of infermation and,
in particular, -the protection,of a person's privacy involve resolution
of tensione. The principal ténsion is between the de51re of the individual
for solltude retreat, andgymlty, an area of 1ntlmacy whleh is hls own and.
the legltlmate de51re of, soe;ety for 1nformat10n about 1ts members. The

need to strlke & mew balance arlses from the 1nadequacy of present legal

protectlons tryln to cope w1th growlng dema ds fo: 1nformat10n about -

satlsfy those demands. The law is- an 1nstrument-by Wthh soc1ety educates .

its members, states it standards and in- the end enforces ‘its: w111.- At

. - -




